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Figure 2-1. Access Control Schematic

Simplified Access Control Architecture
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Figure 3-8. Guard Facility at Entry Point
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Access Control Topology
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Access control system using serial controllers

1. Serial controllers.
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Access control system using serial controllers
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2. Serial main and sub-controllers.
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Access control system using serial main and sub-controllers
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2. Serial main controllers & intelligent readers.
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Access control system using serial main controller and intelligent readers
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3. Serial controllers with terminal servers.
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Access control systems using serial controllers and terminal servers
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6. IP controllers
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Access control system using IP readers
7. IP readers
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The Access Control System (ACS) server
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Solenoid Lock
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To acaitional Doors

Q Access Control Cables
® LANNetwarking Coblew:

@ R5.485 Contral Cables:

(6 AY) Al 8 3ea s el )5 aSatll Aa g5 (5 Al e g 55 e J sl b aSall dadail gpes (s gia

Access Control Cables:

1-Reader Cables: Dependent on the type of Reader ( Barcode , Magnetic Strip,
Computer Chip, Biometric, and many others).

2-Door Contact Cables

3-Request to Exit Cables

4-Lock Power Cables

5-RS-485 Cables: Communication Cables for Low Streaming Data to the Control Panels
6-LAN/Networking Cables: Communication for Low/Medium/High Data Rates for Data
transfer.
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1-Typical Access Control Door Wiring Access Control Door Wiring when using host PC& Control panel

To host PC or
main control panel

—\ Door
contact
Exit
button
==
Intelligent Reader
(card, keypad or
biometric)
Electric
strike
2-Access Control Systems using Serial Controllers
Host PC RS485 communication line
I
Control =
panel m‘ H

il

Door
contact

To othe
control panels

Control
panel

[
I,EB

L] - N

‘“‘. l

To Control Panel

ﬁI

Exit
button

Reader
(card, keypad
or biometric)
Electric
strike

—>

| ﬁ

3-Access Control System using Serial main and Sub-Controllers

M~
|| -

Main
control
panel

i ®

% : Pc
||

To other main
control panels

To other door
control panels

Door ‘
control I
panel

e

RS485 communication line

w = w il =
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4-Access Control Systems using serial main controller and intelligent readers

3 Jrc I
.

D

Main
control
panel

To other main
control panels

RS485 communication line

To other readers

Intelligent
reader

T T

Intelligent
reader

I

5-Access control systems using serial controllers and terminal servers
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Access Control IP Design

1- Access control system using IP controllers

Ethernet hub or switch

To other IP controllers

AV

— 1

Catb network cable lEH”
IP controller M -

IP controller

P
| — = |

ITER T ERE T

2-Access control system using IP Readers

Ethernet hub or switch

Cat5 network cable To other IP readers

TR TR TR T

IP reader IP reader IP reader IP reader
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1-Reader Cable:
22/6 Shielded
3Pair 22AWG Shielded - Longer Run Orange Jacket

2-Door Contact Cable:
22/2 Unshielded White Jacket

3-Lock Power Cable:
18/4 Unshielded Gray Jacket

4-Request-to-Exit (REX):
22/4 Unshielded Blue Jacket

The Access Control All-In-One Cable is available in 3 Types of Designs:

Reader 22 6 or 3 Pair

Door Contact 22 2 AC251822B
Lock Power 18 4 AC1822 AC251822B3P
REX 22 4 (3 Pair)

AC1822 - Overall Blue Jacket CM Rated
AC251822B - Overall Yellow Jacket CMP Rated
AC251822B3P - Overall Yellow Jacket CMP Rated (3Pair Reader Cable)

All the reader cables in the All-In-One Cable design can reach up to 250ft from Panel to Reader.
Our 3 Pair Design can reach up to 290ft.
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West Penn Wire 48, A
Reader Cable:

The Reader Cables range from 6 thru 15 Conductors. Most Systems are Weigand or
Proximity Readers which utilize 6 Conductors, for Keypads and other devices may
require a higher conductor count. The AWG Size is normally between 22-18AWG
Stranded Conductors.

The insulation of standard reader cables are normally PVC (Flame Retardant)

Door Contact Cable:
The Door Contact cable is utilized to open/close door contact closures. The cable
Conductor and AWG is normally 22-18AWG with 2 to 4 Conductors.

The Insulation is either PVC (Flame Retardant) or PP. The Capacitance of the cable is not
an important Characteristics of the door contact cable

M

e —

Lock Power Cable:
The Lock Power cable is used for the electronic locking device. The cable conductor and
AWG is normally18 14 AWG and 2 to 4 Conductors
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Request-to-Exit (REX):

The REX Cable is used where REX is required in an Access Control System. REX can be
a Push Button or motion detection. The cable conductor and AWG is normally 22-
18AWG and 2 to 4 Conductors.

Access Control RS-485 Communication

Serial controllers. Controllers are connected to a host PC via a serial RS-485
communication line. External RS-232/485 converters or internal RS-485 cards have to be
installed, as standard PCs do not have RS485 communication ports.

Advantages:

 RS-485 standard allows long cable runs, up to 4000 feet (1200 m)

* Relatively short response time. The maximum number of devices on an RS-485 line is
limited to 32, which means that the host can frequently request status updates from each
device, and display events almost in real time.

* High reliability and security as the communication line is not shared with any other
systems.

Disadvantages:

« RS-485 is not well suited for transferring large amounts of data (i.e. configuration and
USers).

Te highest possible throughput is 115.2 kbit/sec, but in most system it is downgraded to
56.2 kbit/sec, or less, to increase reliability.

* RS-485 does not allow the host PC to communicate with several controllers connected
to the same port Simultaneously. Therefore, in large systems, transfers of configuration,
and users to controllers may take avery long time, interfering with normal operations.

L\
< ;‘\: \\k
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22-24 AWG Tinned Copper

Insulation:

Low Loss Insulation - Polypropylene (PP) or Polyethylene (PE) for Non-Plenum and FEP
(Tefon) for Plenum

Rated Cables

Impedance: 100-120 Ohms

Capacitance: 12-16pf/f

Shield:

RS-485 cables require a shield to help in reducing the EMI/RFI interference.

A Overall Shield 100% Foil, or Overall Shield 100% Foil+ High Percetage braid
Jacket:

The jacket depends on the environment the installation is in.

General, Riser or Plenum.

Access Control Cable List

Environment Door Lock Power
Contact Cable
Non Plenum 3270 221 244 241 D2401
3271 224 245 244 D4851
3272 241 D2402
3263 D4852
3021
Plenum 253270 25221B 252448 252418 D252401
253271 25224B 252458 252448 D254851
252418 D252402
D254852
Indoor/Outdoor AQC3270 AQC224 AQC44 AQ244
AQC3186 AQ224
AQC3274
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Cables: Category 5E and/or Category 6.

IP readers. Readers are connected to a host PC via Ethernet LAN or WAN.

Advantages:

* Most IP readers are PoE capable. Tis feature makes it very easy to provide battery
backed power to the entire system, including the locks and various types of detectors (if
used).

* [P readers eliminate the need for controller enclosures.

« IP reader systems scale easily: there is no need to install new main or sub-controllers.
Disadvantages:

* In order to be used in high-security areas, IP readers require special input/output
modules to eliminate the possibility of intrusion by accessing lock and/or exit button
wiring. Not all IP reader manufacturers have such modules available.

* Being more sophisticated than basic readers, IP readers are also more expensive and
sensitive, therefore they should not be installed outdoors in areas with harsh weather
conditions, or high probability of vandalism, unless specifically designed for exterior
installation. A few manufacturers make such models.

Environment Category 5E Category 5E  Category 6  Category6 Category 6A  Category 6A

UTP F/UTP UTP EF/UTP UTP F/UTP
Non Plenum 4245 4245F 4246 4246F 4246A 4246ATF
Plenum 254245 254245F 254246 254246F 254246A 254246AF
Indoor/Outdoor 424510 424610
Outside Plant 424508P 424605P
Armored M57562
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1. Scale of project and future expansion
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2. Number of users requiring access
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3. What sort of identity authentication is required?
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Identity authentication methods:

RFID

NFC

PIN Code

Bluetooth (BLE)

QR Code Scanning

Fingerprint Reader

Face Recognition

Iris Recognition

ANPR (Automatic Number Plate Recognition)
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4. Multiple-factor Authentication methods or multiple options?
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5. How many access location points in the system and how will they be
used?
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6. Does every door or gate require access control?
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7. Internal or external access points?
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8. How to exit the building? (Egress options)
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9. How will the access control points be powered? (PoE or 12v power
supply?)
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YWaiting
area

\\ Stare
/—‘ room

Feception
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1-Materials Planning

Planning the doors
Low tier: Electrical components
e Card reader technologies
e Credential’s technology
e Wiring for non-reader components
Middle tier: Access Controllers
High tier: Hosting the software for the final system

2-Installation with RS-485, AMC and Access PE

Mounting the access controller and associated hardware
Installing the wiring

e RS-485 bus topology for readers

e RS-485-star topology for all other components
Mounting the peripheral components
Connecting the peripheral components to the wiring
Protective diodes
Shielding data cables and avoiding ground loops
Connecting the AMC2 (Access Modular Controller)
Preparatory steps on PBC-60 power supply, AMC2 and computer
Connecting the peripheral components to the AMC2
Setting up the connection between AMC2 and the software
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3-Installation with Wiegand and Access Easy Controller (AEC)

Mounting the access controller

Installing the wiring

Wiegand star topology for readers

Mounting the peripheral components

Connecting the peripheral components to the wiring
Protective diodes

Shielding data cables and avoiding ground loops
Connecting the AEC (Access Easy Controller)
Connecting the peripheral components to the AEC
Configuring the AEC hardware and network
Configuring the AEC software

) & ghaal) 7y o gk G
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Boball pe ) 3 sa s CalaeYl Bl Ly Sl ol 51Sall 5 Claslaall aa 5 G ¢ JLLY) dilaia iy ¢ ole () e -2
Bk 0585 O Jating A ol sall g salall il 5a¥1 5 laally LY & (e 3e () 305 Jara -3

ol s e e 2mp am ¢ JLRY) i 3 (5Sa g

treatment room 4é_£-5

ok LS o Capall Jsaall b oSl il

Room Access for whom Access control requirements

1. Waiting Room with Anybody between 09:00 and Door should be unlocked at

reception area 16:00 9:00, locked at 16:00 and
requires a card outside of those
hours.

2. General Storeroom Doctor, lab technician, Access control to prevent theft.

receptionist

3. Laboratory Doctor, lab technicia|r1 Strict access control to prevent
theft and reduce danger to
persons from hazardous
materials and equipment.

4, Office Doctor, receptionist Strict access control to prevent
misuse or theft of medical
records and other sensitive

data.
5. Treatment room Anybody, anytime, as admitted | No access control as no
by the doctor. valuables are present, and

patients are always
accompanied by the doctor.
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1-Materials Planning
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1-1 Planning the doors
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1-2 Low tier: Electrical components
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Room Access control hardware

1. Waiting Room with reception area Card Reader, e.g. Bosch Delta 1000

Electric door opener, e.g. Bosch Universal Electric
Door Opener

REX by motion detector, e.g. Bosch DS150i
Magnetic contact, e.g. Bosch ISN-C devices

2. General Storeroom Card reader

Electric door opener
REX by motion detector
Magnetic contact

3. Laboratory Card reader

Electric door opener
REX by motion detector
Magnetic contact
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Room

Access control hardware

4. Office

Card reader

Electric door opener

REX by motion detector

Magnetic contact

Note:This secured room, which already houses the
computer, is the obvious place to put the access
controller itself.

5. Treatment room

Nothing

1-2-1cCard reader technologies
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:Wiegand J:84RS-485
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M sl i g LS ¢ SN Lin sl gha g B J shal o1 sl GRS o ganll 5 il Sl

RS-485 Readers Wiegand Readers

Wiring topology bus, (“chain™) star

Maximum cable length 1200m 100m

Number of wires needed | 4 10

for the reader (The slightly lower cost of
Wiegand readers is offset by
higher wiring costs and
potential for wiring errors).
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1-2-2 Credential’s technology
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For Wiegand readers

The choice includes e.g. iCLASS (3.56MHz) and EM (125kHz) cards

For RS-485 readers

There is a wide choice: MIFARE, HITEC or LEGIC

These credentials types are available in different physical

Formats: Most common are the classic credit-card sized identity cards, and the smaller tokens and key fobs
which usually carry no printed personal information.

1-2-3 Wiring for non-reader components

aill e finll Sy Aln b aSatll LYY (e Ui 1330 300 5 i sSall 38 (e 58 IS ks ¢ )kl 5 dxiaal) 4S50 e 13laic
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Electrical component Typical Notes/explanation
number of
wires
Door opener 2 Power only
Magnetic contact 2 2 wires for power, but often extra wires for

tamper detection

REX with push button 2 E.g. so that the receptionist can open the main
entrance from her desk.

REX with motion 6 Highly variable depending on manufacturer: 2
detector wires for power, 2 to the magnetic contacts
Burglar alarm 4 (not used in this example)

Emergency exit 4 (not used in this example)
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Component Component
Number Cable Type Application Jacket Color
[] I > 1 18 AWG x 4 conductors Lock Power m
fcard Reader 2 22 AWG x 3 twisted pairs Card Reader Yellow
I—) 3 22 AWG x 4 conductors Request to Exit “
> 4 22 AWG x 2 conductors Door Contact m

Lock Power

| I

1-3 Middle tier: Access Controllers
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Bosch. Access Easy (e ¢! &adiail (ja Jguall J o sl) (3 aSaill 5an 5 s AMC2 s sl (8 2 jlmaall aSaill 5am g lld e ABY) (g5
RS- aa Jalacill ) yuiia 8 ga 5 e (5 )8/ Cinaa / i 1 58, AMC2 psiall J a1l 8 oSl Buidat aa oS5 Sl saController
Wiegand. 51485

1-4 High tier: Hosting the software for the final system
Craia aal ()5S ¢ piall Ul (& il aas e 1laie] ¢ Jgaasll 3 aSaill dalail (9 5831 el Jall Cilaviia (1e dausl 5 de sane Bosch g
Glia
-Access Professional Edition: (Access PE)
Access (E.G. AMC2 4R4).4; stuall aSaill s 5 oansi 3 3] lans e ol 501 oSy ol 5 saaeS e e sy il 13
— Access Easy Controller: (AEC)

o2y ol i e (0 RS e AL gy (Rl A ) il ghal) (0 el o (5T) L o) oS B2 g e e ) 3 oS el 22
A Bal Al sl Fgal ) sl e

2-Installation with RS-485, AMC and Access PE

Jlail aladinly J gea sl (8 aSaill el Wi s Juadll 138 Caimy RS-485 5 ¢« ) AMC2 5 seasll (8 oS3 5leaS Access Professional gebisS
Sl qan ol i i (5SS

. Mounting the access controller and associated hardware.

. Installing the wiring.

. Mounting the peripheral components.

. Connecting the peripheral components to the wiring.

. Connecting the AMC to the wiring from the peripheral components.
. Connecting the AMC to the computer and configuring the software.

oOUA,WNE
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Door from the outside Same door from the inside
1: Door opener - 2 wires 3: Magnetic contact - 2 wires
2: Reader - 4 wires 4: REX with motion detector - 2 wires

5: Access controller. NOTE: This should not be near the doors themselves, but should
always be located in a secured area (here represented by the cloud).

2-1Connecting the AMC2 (Access Modular Controller)

The following is an illustration of a typical AMC2. Here the AMC2 4W.
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Figure 3.4 An AMC2 access controller

|R: Reader connections |P: Pluggable screw terminals IL: LC Display
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=
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Figure 3.5 The AMC2 connections used in the 4-room surgery example.

Connector used for... Connector used for...

S1PSU Power input S10 Cufput 3 Storeroom Opener
S2 Reader Main Ent. and Lab card S13 Tamper (to be shorted as not in
port 1 readers contact use)

S3 Input 1 Main Ent. REX S15 Input 5 Lab. REX

54 Input 2 Main Ent. MC 516 Input 6 Lab. MC

55 Output 1 Main Ent. Opener 517 Cufput 5 Lab. Opener

ST Reader Store and Office card SZ0 Input 7 Office REX

port 2 readers

S8 Input 3 Storeroom REX S21 Input 8 Office MC

S9 Input 4 Storeroom MC S22 Output 7 Office Opener
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3-Installation with Wiegand and Access Easy Controller(AEC)

This chapter describes the installation of our example access control system using Wiegand
communication to the readers. AEC is an access control system that uses Wiegand communication.

Door from the outside Same door from the inside
1: Door opener - 2 wires 3: Magnetic contact - 2 wires
2: Reader - 4 wires 4: REX with motion detector - 2 wires

5: Access controller. NOTE: This should not be near the doors themselves, but should
always be located in a secured area (here represented by the cloud).
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Figure 4.4 An AEC2.1 access controller

1: CPU Board

|2: 4 Reader Board

|3: Power Supply Unit |4; Backup Battery

Note: AEC2.1 does not come with the 12 VDC standby battery.
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M Installation principle in standalone mode

Power supply

— ‘J

Standard
cable

Access control
reader

Pushbutton

1 Electric door
release or
electromagnetic
lock

B Wiring principle

Way Out
Push-button

12V cc

230 V-~

TAMT """"" 1 Power supply

Fm J“"?r“" (ex: 047 95)

Access control readers
767 01/02/03 /778 77,...

I Door release 374 900
or magnetic lock 767 07
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M Installation principle in centralised mode

Supervision Area

software VDJ]. - distrioution Power supply Door controller

Cat.No 767 06 l—CE" ine b (CatMo 767 04)
| | 1

|
VDI network Access control reader

B Wiring principle
-Ip—n-'n—n- 230 W
12 V=
X 1 o
C 1—"_@ Power supply
1 i ST (ex: 047 95,...)
sl Cat.No 767 04
Door controller
Local area }
network (2 doors max. per unif)

: Door release 374 900

2 ar magnetic lock 767 07

Access control readers
TE7 010203/ FFB 7T,...

! 230 V-
----- - -

12 W= :
Jf— 1 2 Em Power supply

J g =
Cat.No 767 04
Door controller

(w5 (e 047 95,...)

1 | Door release 374 900
2 - | or magnetic lock 767 O7

Access control readers
TE7 010203/ FFB 7T,...

h
L
CINRRRINNNNRNNERNNNRNNnnNn f

p to 128 door controllers
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To LAN or Laptop —
D

120VAC

ata Only

(CAT5e or better)

PoE 30W Injector

Data {"PoE
Out i Out
Rds s

SDC PIN:_IPL30

Data + Power
(CAT5e or better)

NOTE: The maximum CATSe cable distance from the data ;
Source (Switch or laptop) to the End Device (IP Pro) is 100m. ggé E’?"l\ll:ttleF’rSJ H
12vDC
Door REX out
Contact N 6 +
NS o« e
(=3
>
*—
o) E1SkElEISESIEIE IS ISISISISIEISIS] 9999@6
[poglpog [pogpog] [peq) [pefpog
ER3z2E <=3<°3 22838 5
=
= 2-16 DOORS 17-32 *UEE = 2
S
@@: SENSE g
Ole | cLockD1 l - T S
[ | DATADD 8 s
Wiegand D © | +12v =
Reader N QLo| ov Ethernet o
(]])[g: RED R T
o) | GREEN SDC P/N: IPDC
AUXRELAY MAIN RELAY RJM5
202208 =
| -
S| e
Ob@db©d| DEFAULT O
= =
EEEEETE) <
*install MOV for Inductive Kickback suppression. [P

Consult with lock manufacturer to determine
kickback protection requirements.

FAIL-SAFE
LOCK
1zvoq)

+
(,\

>3M0\.r“
—

FAIL-SECURE
LOCK

>O Mov™

12voe)

IP Pro™ Single Door Controller —

)

Typical Wiring

AL AR (S £ 3 el g Jarall g ciiSall 48 222
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FE-43E Mt

R

B DOORS 1722

SDC PiN: IPDC

IP Pro™ Door Controller
bl (Door #1)

AL RELAY MAIN RELAY
FoZful

MOTE: This sasirensen CATSS el divnanes fom tha data
Songrtu [Switch or lapton] b the End Davica ( Pro] s 200m.

*irital MOV foor inchscth Kick back
wpesrelon, Comult with lek
el acturr s dhaturrmire
Eichch profuction e et

SOC PN P30

SDC PN 1P1-30

Paif SOW Injuctar

120WAL

SDC P/M: IPDS

IP Pro™ Expansion Door Station
(Droor #2)

Dt A TS o i)

IP Pro™ Single Door Confroller with Expansion Door Station(s)

— Typical Wiring
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Supply

Installation , Tesfing & Comissioning

5. No.

|
[ DESCRIFTION

Amount

Rate

Amount

ACCESS CONTROL SYSTEM

[Access Intelligent Confrollers (AIC)

Supply, installation, testing and cormmissioning of Access
Intedligent Controfler support 4 standard Weigand Interface or up
to 3 serial interface on RS 485 bus technology , B Input & 3 Output
port as per the specification with enclosure | power supply &
Maintenance free Batieies with 30 minutes back up . The
controler should be minimum 32 bit embedded microprocessor
chip and on baard TCP fIP as per the Specification.. The Controller
Shioukd have mimirmurm of 2 GB of flash Memory , can store 2
Lakh Card holder Access profile & 4 lakhs transaction in offine
mode. The Controller should have a 16-characters liquid crystal
display (LCD), and a button provided for selective display to show
all its network parameters and actual status like - IP address of
the controller; MAC address of the confroller as par the
speciiicaionController Should be UL 284, FCC, CE.EN as per fhe
specification

Readers , Cards & Tags

Supply, installation, testing and cormmissicningBicmetnc Finger
with Smart card{Read range Up to 8 cm) & PIN Pad Reader 3
Every Entry Access Doors 3s per the Specification

Supply, installation, testing and cormissioning Smart card{Read
range Up to 4 cm) for entry of sccess door

Supply, installation, testing and cormmissioning of contactless
18k {18Application Area Smart Card suitable for Boom Bamier,
Tripad ,Flap Bamer , Biometric Reader & Access Door as per the

specification

00

Access Confrol B Attendance Software

Suppy, installation, testing and cormmissioning Access Contros

| System Server Software consisting of Access Control system ,
Visitor management | 4 client License | with Attendance module
s per specification

Misc Other tems for Access Control System :

Single Leaf Electro Magnetic Lock of Suitable Capacity(Min 800
bs) as per specification

Mos

2

Supply, Installation, testing & commissioning of Exit push button
a5 per the specification

Mes

2

Supply and Laying of of B Core x 0.5 sq mm muiti strand,
copper, unamoured sheilded Cable as per spacfication (between
the every card readers & the access confrofiers)

As per onsite
requiremant

Suply and laying of PYC conduit

Az per onsite
requirement

on|

[Suppry and Laying of 2 Cofe X 1.5 50 mm, MUt strand, copper, snellged,
un amoured cable as per specifcation] Detwesn Me condmiler and EM

Lock! door senson'Reques! D exit button and)

Az per onsite
requiremant
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BEST FOR SINGLE USERS

ISONAS

PURE IP ACCESS CONTROL

BEST FOR LARGE TEAMS

Honeywell

BEST IDENTITY AUTHENTICATION ACCESS CONTROL

BEST FOR WIRELESS ACCESS CONTROL

SALTO

. - - -
Py £ AWID AXIS -
@ coDwvi CYPRESS DSy
= CITY Honeywell
KEYSCAN  sGwikset ... -%=H_,ES —
prodata e, IscHLAGE
EECEENNSTS  Securakey)) L0 nCow ) S
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