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HTTPS Proxy Operations Overview

4. Client Authenticates
“server” certificate.
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Certificate is
generated dynamically
with destination name
but signed by proxy.
Browser must accept
signed certificate.
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SSL proxy negotiates two HTTPS conversations.
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Enable HTTPS Proxy

HTTPS Proxy Settings

HTTPS Proxy Settings

The HTTPS Proxy is currently disabled
¥ Enable HTTPS Proxy

Transparent HTTPS Ports; I‘“3
& Decrypt the HTTPS request for authentication purpose /
©  Deny the HTTSS request

™ Enable decryption for enhanced application visility and control
Root Certificate for Signing: &

HTTPS Transparent Request: 7

Apphcations that Use HTTPS: 7

Use Generated Certificate and Key Generate New Certificate and Ke

No certificate has been generated.

T Use Uploaded Certificate and Key
Generate Certificate and Key
Certificate: | — Common Name: fwsa.acme.com|
key: [ B Organization: scme
Private key must be unencrypted. Organizational Unit: [IT
Country: F
No certificate has been uploaded
Duration before expiration: |12 months
Invalid Certificate Handiing: Drogl

Basic Constraints: I™ set X509v3 Basic

Constraints Extension to
Expired Critical
Msmatched Hostname ‘| 'ﬂ

Unrecognized Root Authority _ _

All other error types

Certificate Error Select

NO end-user notification wil be provided for dropped NTTPS connections. Lse this settng with cauton
If the comnvecton 15 not dropped, & eQuivalent certificate will be generated
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Invalid Destination Web Server Certificate Handling

invalid Certificate Handling: Drop Decrypt Monitor

Certficate Error Select all Select all Select all
Expired Certificate v
Mismatched Hostname v

Unrecognized Root Authority / Issuer
Invald Signing Certificate
Invalid Leaf Certificate

All other error types
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No end-user notification will be proviced for dropped HTTFS connections, unless the cotion to decrypt for end-user notification is
enabled. If the connection is not dropped, an equivalent certificate will be generatad

Navigate to Security Services > HTTPS Proxy
- Certificates can be valid or invalid (e.g. expired)

« You can configure how the WSA handles connections to servers with
invalid certificates
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Configure Decryption Policies

Reporting web Security Manager Security Services Network System Administration

Decryption Policies

Add Policy... I

Order Group URL Filtering Web Reputation Default Action Delete
m‘: :‘"“’ Monitor: 79 Enabled Decrypt

HTTPS Default Action: Global Policy

Default HTTPS Action: .7 @ Decrypt

Pass through without decrypting

Drop Connection
No end-user notification will be provided for dropped HTTPS connections
enabdlad (see Security Services > HITPS Proxy)

[Sibme |

Navigate to Web Security Manager > Decryption Policies
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Configure Decryption Policies (Cont.)

Decryption Policies: Reputation Settings: Global Policy

Web Reputation Settings

Define Custorn Web Reputation Settings «

Web Reputation Settings

Web Reputation Score

DROP DECRYPT PASS THROUGH
-10.0 to -9.0 -8.9 to 5.9 6.0 to 10.0

=

<10 -8 -6 4 -2 0 2 4 6 8 +10

Drop

Decrypt Pass Through
The requested HTTPS connection is immediately | The HTTPS transaction will be decrypted for The HTTPS request is passed through without
dropped. No end-user notification will be

scanning and re-encrypted to ensure user privacy  decryption. No scanning will be performed.
provided. Use this setting with caution. and security. The scanning defined in the

applicable Web Access Policy will be performed.

Sites with No Score

Specify an action for sites that do not have a Web Reputation Score.

Sites with No Score:  Maonitor

-

Cancel

Submit
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