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Introduction

The registry is the heart and soul of Microsoft Windows XP and Microsoft Windows
Server 2003. In my other registry books, I said the same thing about the registry in
every version of Windows since Windows 95, and by the time you’re finished reading
this book, I hope you'll agree. The registry contains the configuration data that makes
the operating system work; enables developers to organize configuration data in ways
that are impossible using other mechanisms, such as INI files; and is behind just
about every feature that you think is great in Windows. More importantly, it enables
you to customize Windows in ways that you can’t through the user interface.

Windows and every application that runs on Microsoft’s latest desktop operating sys-
tems do absolutely nothing without consulting the registry first. When you double-
click a file, Windows consults the registry to figure out what to do with that file. When
you install a device, Windows assigns resources to the device based on information in
the registry and then stores the device’s configuration in the registry. When you run
an application such as Microsoft Office Word 2003, the application looks up your
preferences in the registry. If you were to monitor the registry during a normal ses-
sion, you'd see that it serves up thousands of values within minutes.

In this book, you will learn how to customize the registry, but you must also learn how
to maintain it. You must learn how to back up the registry so you can restore it if
things go awry. You must also learn the best practices for editing the registry safely.

The registry is an invaluable tool for the IT professional who is deploying, managing,
and supporting Windows. Did you know that most policies in Group Policy and sys-
tem policies are really settings in the registry? Does that give you any ideas? Did you
know that scripting registry edits is one of the best ways to deploy settings to users?
This book teaches you about policies, scripting, and much more. For example, you
will learn how to deploy registry settings during Windows and Microsoft Office 2003
Editions installations. Some deployment problems can be solved only by using the
registry, so I describe the most common IT workarounds, too. For example, I show
you how to prevent Windows from creating the Microsoft Outlook Express icon on
the desktop when a user logs on to the computer for the first time.

xxiii
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Introduction

This Book Is Different—Really

This book contains information that you're not going to find in any other book about
the Windows registry. You'll learn how to find the places where Windows and other
programs store settings in the registry. You'll learn how to write scripts to edit the reg-
istry. You'll discover registry hacks that are both unique and useful. And you’ll read
about my personal experiences with the registry and what I consider best practices.
For example, in Chapter 2, “Using Registry Editor,” you'll learn how I quickly docu-
ment my changes to the registry—right inside the registry itself.

That’s all information for power users, but more than half of this book is for IT profes-
sionals. Whether you're a desktop engineer, a deployment engineer, or a support tech-
nician, you'll learn techniques that will make your job easier. A lot of this book focuses
on how the registry affects Windows and Office deployment. You'll learn about creat-
ing and deploying effective default user profiles. Youw'll learn how to deploy settings
with Windows and Office. You'll even learn how to build your own Windows Installer
package files expressly for managing settings in the registry. The best part is that just
about every tool that I suggest in this book is either free or very inexpensive.

Power Users First, Then IT Professionals

Even the most focused IT professional is a power user at heart, so this book presents
information for power users first. Here are the first six chapters, which make up Part I,
“Registry Overview”:

m Chapter 1, “Learning the Basics.” This chapter gives an overview of the registry.
It includes common terminology and an explanation of how Windows orga-
nizes the registry. You'll learn important concepts, such as the different types of
data that you can store in the registry and the difference between little-endian
and big-endian storage of double-word values. What exactly is a GUID, anyway?
You'll find out here.

B Chapter 2, “Using Registry Editor.” Registry Editor is your window into the reg-
istry, so this chapter teaches you how to use it effectively.

m Chapter 3, “Backing Up the Registry.” Backing up the registry protects your set-
tings. This chapter shows quick and easy ways to back up settings, as well as
ways to back up the entire registry.

B Chapter 4, “Hacking the Registry.” This chapter is a power user’s dream come
true because it describes some of the greatest hacks for Windows, such as how
to customize Windows Explorer.
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Chapter 5, “Mapping Tweak UL." Microsoft now has an updated version of
Tweak Ul, and this chapter describes it in detail. You not only learn how to use
Tweak Ul—you'll learn exactly where in the registry Tweak Ul stores each setting
so that you can use your own scripts to apply these settings.

Chapter 6, “Configuring Servers.” This chapter describes some common regis-
try customizations for Windows Server 2003.

Part I, “Registry in Management,” contains information useful to both power users
and IT professionals. In this section, you’ll learn how to manage the registry and how
to use the registry as a management tool.

Chapter 7, “Using Registry-Based Policy.” This chapter focuses on Group Policy
and system policies. You'll learn the differences between them and how each
policy can be used to manage computers and users. Also—and this is important—
you'll learn how to build your own policy templates for Group Policy.

Chapter 8, “Configuring Windows Security.” Windows secures settings in the
registry. This chapter shows you how to manage the registry’s security. It also
shows you how to selectively poke holes in the registry’s security so that you can
deploy and run legacy applications on Windows. Last, this chapter describes
how to customize new security features in Windows XP Service Pack 2 (SP2).

Chapter 9, “Troubleshooting Problems.” Things sometimes go wrong. This
chapter shows you how to recover if they do.

Chapter 10, “Finding Registry Settings.” Finding the location where Windows
stores a setting in the registry is easy, as long as you know which tools to use. I'll
give you a hint: Word 2003 is the second-best registry tool. You'll also learn
about tools that you can use to remotely monitor the registry.

Chapter 11, “Scripting Registry Changes.” A plethora of methods for customiz-
ing registry edits are available to you. This chapter teaches the best of them,
including REG files, INF files, and Microsoft Windows Installer (MSI) package
files. It also describes tools such as Console Registry Tool for Windows, which
comes free with Windows. This is useful for editing the registry from batch files.

Part II1, “Registry in Deployment,” is primarily for IT professionals. This part of the
book helps you use the registry to deploy Windows and Office more effectively. It
includes the following chapters:

Chapter 12, “Deploying User Profiles.” Default user profiles are an effective way
to deploy default settings to users. This chapter describes not only default user
profiles, but mandatory and roaming user profiles as well. This chapter is
unique because it describes a useful process for building profiles that ensures
that they’ll work for all users in your organization.
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m  Chapter 13, “Mapping Windows Installer” Windows Installer is a relatively new
service that provides a better way to install applications. This chapter describes
how Windows Installer interacts with the registry. It will also help you clean up
the registry when things go wrong with Windows Installer-based applications.

B Chapter 14, "Deploying with Answer Files.” This chapter shows you how to
script a Windows installation and how to add registry settings.

B Chapter 15, “Cloning Disks with Sysprep.” Many companies that previously
maintained up to 50 Windows 2000 disk images now can use a single Windows
XP disk image. They do this by generalizing their disk images so that they work
on the widest possible variety of hardware. That’s the topic of this chapter. This
chapter also shows how Sysprep interacts with the registry.

B Chapter 16, “Configuring Windows PE." This chapter describes how to create
and customize Windows Preinstallation Environment (Windows PE) CD
images.

B Chapter 17, “Deploying Office 2003 Settings.” A big part of an Office 2003 Edi-
tions deployment project is deploying user settings. This chapter describes a
variety of ways to do just that. You'll learn about tools that come with the
Microsoft Office 2003 Editions Resource Kit, for example, as well as techniques for
using them.

m Chapter 18, “Fixing Common IT Problems.” This is a special chapter that
addresses the comments and questions that I frequently receive from IT
professionals. How should you handle coexistence issues between Microsoft
Access 97 and Access 2003? That's just one of many IT issues that you can
address by using the registry.

Part IV, “Appendixes,” is a reference that describes the contents of the registry. In the
few pages available in this book, I can’t possibly describe every registry value. But Part
IV describes some of the most interesting settings. These appendixes describe the
relationships between different portions of the registry, including how a variety of reg-
istry keys and values interact.

Some Terminology

Most of the terminology that I use in this book is fairly standard by now, but to avoid
confusion, I'll take a moment to describe how I use some of it.

Rather than give you hardcoded paths, I instead use the standard environment
variables that represent those paths. That way, when you read the instructions,
youw’ll be able to apply them to your scenario regardless of whether you're using a
dual-boot configuration and regardless of where on your computer user profiles
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exist: C:\Documents and Settings or C:\Winnt\Profiles. Additionally, on your com-
puter, the folder that contains the Windows system files might be in a different loca-
tion depending on whether you upgraded to Windows, installed a clean copy of the
operating system, or customized the installation path in an answer file. Thus, T use the
following environment variables throughout this book. (You can see these environ-
ment variables by typing set in a command prompt window.)

B %UserProfile% represents the current user profile folder. Thus, if you log on to
the computer as Jerry and your profile folders are in C:\Documents and Set-
tings, you'd translate %UserProfile% to C:\Documents and Settings\Jerry.

B %SystemDrive% is the drive that contains the Windows system files. That’s usu-
ally drive C, but if you installed Windows on a different drive, perhaps in a dual-
boot configuration, it could be drive D, E, and so on.

B %SystemRoot% is the folder containing Windows. In a clean installation, this is
usually C:\Windows, but if you upgraded from Windows NT or Windows 2000,
it’s probably C:\Winnt.

In addition to environment variables, I also use abbreviations for the various root keys
in the registry. HKEY_CLASSES_ROOT and HKEY_LOCAL_MACHINE are unwieldy, for exam-
ple, and cause lines of text to wrap in odd places. To make the book more readable, 1
use the following abbreviations:

HKCR HKEY_CLASSES_ROOT
HKCU HKEY_CURRENT_USER
HKLM HKEY_LOCAL_MACHINE
HKU HKEY_USERS

HKCC HKEY_CURRENT_CONFIG

Why | Love Windows XP

Before we move on to the rest of the book, I thought I'd share with you why I love Win-
dows XP so much. Windows XP makes all my tasks much easier; it even made it easier
to write this book than it was to write any other book I've ever written.

For example, one of my favorite features in Windows XP is Remote Desktop. Before I
got Windows XP, I either had to have several computers sitting on my desk for testing
instructions, digging around in the registry, taking screen shots, and so on, or T had to
walk back and forth between my lab and my office, which was a major productivity

drain. For this book, I configured Remote Desktop on each Windows XP-based com-
puter in my lab so that I could connect to them from my production computer. That
way, I could have two or three Remote Desktop connections open, each with a differ-
ent test scenario running. Remote Desktop reduced by a huge amount the time it took
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to write this book. It also reduced the number of times that I was tempted to experi-
ment on my production computer (which could result in a day of lost work if T cor-
rupted the computer’s configuration). Remote Desktop alone was worth the cost of
Windows XP.

And did I mention wireless networking? Windows XP enables me to get out of my
office—in which I have 10 or so computers running, with the fan and hard drive noise
that that entails. Thanks to wireless networking, which Windows XP makes very easy
to configure, I could find a quiet place in my house to work while I was writing this
book. No fans. No noise. And even when I was working in the bedroom, I could still
connect to the computers in my lab.

Regarding the registry itself, there are a few changes that struck me right away. First,
Microsoft got rid of the dueling registry editors. Windows 2000 had two editors: Rege-
ditand Regedt32. Both had strengths and weakness, and you had no choice but to flip
back and forth between the two. Windows XP and Windows Server 2003 combine
both editors into a single registry editor. Another new feature is Console Registry Tool
for Windows (Reg). Windows XP and Windows Server 2003 include this tool by
default, whereas in Windows 2000, you had to install it from the support tools. This
makes it a more viable tool for scripting registry edits using batch files. And it’s free!

Sample Files and Scripts

This book describes a large number of settings. It also includes numerous scripts. To
make it easier to use these settings, I've provided on the companion CD the REG files
that implement them. You also find sample scripts from this book on the companion
CD in the RegistryGuideTools folder.

Note The tools on the CD are designed to be used on Windows Server 2003 or
Windows XP (or as specified in the documentation of the tool).

Resource Kit Support Policy

Microsoft does not support the tools supplied on this book’s companion CD.
Microsoft does not guarantee the performance of the tools or any bug fixes for these
tools. However, Microsoft Press provides a way for customers who purchase Microsoft
Windows Registry Guide, Second Edition to report any problems with the software and
to receive feedback for such issues. To report any issues or problems, send an e-mail
message to rkinput@microsoft.com.
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Microsoft Press also provides corrections for books and companion CDs through the
World Wide Web at http;//www.microsoft.com/learning/support/. To connect directly
to the Microsoft Knowledge Base and enter a query regarding a question or issue you
have, go to http://support.microsoft.com. For issues related to the Microsoft Win-
dows family of operating systems, refer to the support information included with
your product.

L hope that this book makes your Windows XP and Windows Server 2003 experience
even better. I also hope that it will make you more productive and more effective.

If you have any comments or questions, please feel free to send them my way at
jerry@honeycutt.com. I answer my e-mail. You can also visit my Web site, http.//
www.honeycutt.com, to download the samples that you see in this book. You'll also find
mailing lists that you can join as well as additional articles that I've written about Win-
dows, the registry, and various deployment topics.

System Requirements

The system requirements for using this book and the files on the companion CD
are simple: these files work on any computer running Windows XP or Windows
Server 2003. For more detailed information about whether any individual file
works on Windows XP, Windows Server 2003, or both, see the help file on this
book’s companion CD.

The following system configuration is recommended for the best viewing experience
with Microsoft Press eBooks:

Microsoft Windows Server 2003, Windows 2000, or Windows XP
Pentium II (or similar) with 266-megahertz (MHz) or higher processor
64 megabytes (MB) of RAM

800 x 600 display settings with high-color (16-bit)

Microsoft Internet Explorer 5.5 or later

Adobe Acrobat or Acrobat Reader
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Working with the registry is daunting if you know little about it. Thus, in Part |, you
master the basic information you need to successfully leverage the registry. For
example, you learn about the contents of the registry and the types of data that
you find in it. You also learn how to back up and restore the registry and how to
edit the registry using Registry Editor.

Part | is for information technology (IT) professionals and power users. Aside from
teaching the basics, such as how to back up the registry, it describes how to
configure settings in the registry to customize Microsoft Windows XP and
Microsoft Windows Server 2003. Many of the settings you learn about in this part
aren't available through the user interface. This part also describes one of the most
popular downloads on the Internet: Tweak Ul. Instead of showing you how to use
this simple program, however, it describes where the program stores each of its
settings in the registry.

Don't skip Part [; read it from beginning to end. With the basics mastered, and a
sense of what you can do with the registry, you'll be better prepared to tackle the
rest of this book.
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In this chapter:
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The registry has a subtle but important role in Microsoft Windows XP and Microsoft
Windows Server 2003 (both referred to throughout this book as Windows). On one
hand, the registry is passive—it’s just a big collection of settings sitting on your hard
disk, and you probably don’t think much about it while you're editing a document,
browsing the Internet, or searching for a file. On the other hand, it plays a key role in
all those activities. The registry settings determine how Windows appears and
behaves. They even control applications running on your computer. This gives the
registry great potential as a tool for power users or IT professionals, enabling them to
customize settings that aren’t available in the user interface.

This chapter introduces the registry. First you learn about the registry’s role and how
it fits into your computing world. Then some important terminology is explained, and
you learn how Windows organizes the registry. Next you learn about the tools used to
edit the registry. And finally, you see how Windows stores the registry on the hard
disk. Throughout this chapter, you'll find information that is useful even outside of a
discussion of the registry. For example, you learn about the two different architectures
for storing numbers in memory; IT professionals run into these architectures outside
the registry as much as they do inside it.

This is all basic information, but don’t skip this chapter. Read it once, and you’ll be
ready for the rest of this book.
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Heart and Soul of Windows

Windows stores configuration data in the registry. The registry is a hierarchical data-
base, which can be described as a central repository for configuration data
(Microsoft’s terminology) or as a configuration database (my terminology). A hierar-
chical database’s characteristics make it ideally suited for storing configuration data. If
you lay out the database in a diagram, like the one shown in Figure 1-1, it looks like an
outline or an organization chart. This allows settings to be referenced using paths,
similar to file paths in Windows. For example, in Figure 1-1, the path AAG\M references
the shaded box. Each setting is an ordered pair that associates a value’s name with its
data. The registry’s hierarchical organization makes all settings easy to reference.

4
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Figure 1-1 The registry is a hierarchical database that contains most Windows settings.

You can do nothing in Windows that doesn’t access the registry. I use a tool to moni-
tor registry access and often leave it running while clicking around the operating sys-
tem’s user interface. I almost never see this monitor idle. With every click, Windows
consults the registry. Every time I launch a program, the operating system consults
the registry. Every application that I use looks for its settings in the registry. The reg-
istry is certainly the center of attention.

I've written other books about the registry, and in them, I call the registry the operating
system’s heart and soul. Aside from being a central place to store settings, the registry by
its very nature allows complex relationships among different parts of Windows, appli-
cations, and the user interface. For example, when you right-click different types of
files, you see different shortcut menus. Settings in the registry make this type of con-
text-sensitive user interface possible. The settings for each user who logs on to Win-
dows are separate from those of other users—again, because of the registry. The ability
of Windows to use different configurations for laptop computers depending on
whether they're docked or undocked is due in large part to the registry. Even Plug and
Play depends on the registry.
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For Power Users

So the registry is important, but what good does it do power users to learn about it?
First, being a technology enthusiast implies that you like to dabble in technology to
learn more about it. What better way to learn more about Windows than to figure out
how and where it stores settings? This is analogous to tearing apart your VCR to learn
how it works. If you've ever wondered why the operating system behaves in a certain
way, the answer can often be found by consulting the registry.

Mastering the registry has concrete advantages for power users, too. Because it is the
operating system’s configuration database, backing up your settings is a bit easier
than it would be without the registry. And unlike in the old days when settings were
stored in initialization (INT) files, you always know where to begin looking when you
need to find a value. But the biggest advantage of mastering the registry is more excit-
ing and very real: you can customize Windows and the applications that run on it in
ways that aren’t otherwise possible. Windows has thousands of settings that you’ll
never see in any dialog box, but that you might want to customize. For example, you
can redirect your Favorites folder to a different location, improve your Internet con-
nection’s performance, and add commands to any type of file’s shortcut menu. Chap-
ter 4, “Hacking the Registry,” details many different customization possibilities.

For IT Professionals

IT professionals rely on the registry because it enables most of the management fea-
tures they use. Large portions of this book focus on those features and how they use
the registry.

Policy management is one such feature. IT professionals use policies to configure com-
puter and user settings to a standard, and users can’t change those settings. For exam-
ple, T use policies to configure users’ screen savers to lock the desktop after 15
minutes of idle time. This secures the computers if users walk away from their desks
without logging off of Windows. Policy management is a great boon to every IT orga-
nization because it can lower costs and boost user productivity.

IT professionals can also manage the registry’s security so that users can run legacy
applications in their restricted accounts instead of logging on to their computers as
the administrator (a bad idea in any enterprise environment). You can manage the reg-
istry’s security directly or by using a tool such as the Security Configuration And Anal-
ysis console to automate the process. (For more information on configuring security,
see Chapter 8, “Configuring Windows Security.”)

IT professionals can also use a combination of scripts with the registry to automate
customizations. One IT professional with whom I worked recently wrote scripts that
cleaned up and configured users’ computers after installing Windows on them. You
can address most needs with a good script.
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An indirect but important benefit of the registry for IT professionals is application
compatibility. Microsoft defines standards for the locations in which different types of
settings belong in the registry. The company has standards for file associations, Plug
and Play configuration data, printer settings, application settings, and much more.
Applications that follow these standards are more likely to work well with the operat-
ing system, as well as other applications, because they’re all looking for the same set-
tings in the same places. In fact, most applications that work well in Windows 2000
will also work well in Windows XP and Windows Server 2003, given that the overall
structure of the registry doesn’t change much between the operating systems.

The registry enables too many other management features for IT professionals to
neglect mastering it. (See Figure 1-2.) Some of those features include the following:

m Deployment customization
Folder redirection
Hardware profiles

Offline files

Performance monitoring

Roaming user profiles

Windows Management Instrumentation (WMI)

Domain Server Remote Computer

Management
Tools

Roaming User ~ Group Policy

/ N N\

Local Area

. Network ~ |

\/\rlf/

Local Computer

Windows Registry

Setup Kernel Plug and Playl Applications | Local GPO Etc.

Figure 1-2 The registry enables local and remote administration.
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Brief History of the Registry

MS-DOS got its configuration data from Config.sys and Autoexec.bat. The pri-
mary purpose of Config.sys was to load device drivers, and the primary purpose
of Autoexec.bat was to run programs, set environment variables, and more, to
prepare MS-DOS for use. Every application that ran on MS-DOS was responsible
for managing its own settings. Neither of these configuration files is useful in
Windows.

Windows 3.0 somewhat alleviated the limitations of Autoexec.bat and Con-

fig sys by providing INI files for storing settings. INI files, which you've probably
seen, are text files that contain one or more sections with one or more settings in
each section. The main problems with INI files are that they provide no hierar-
chy, storing binary values in them is cumbersome (although not impossible),
and they provide no standard for storing similar types of settings. INI files also
cause other subtle problems, all related to the configuration file’s inability to
build complex relationships between applications and the operating system.
One big problem for early versions of Windows was the sheer number of INI
files that floated around on the average computer. Every application had its own
INT files.

Windows 3.1 introduced the registry as a tool for storing OLE (object linking
and embedding) settings, and Windows 95 and Microsoft Windows NT 3.5
expanded the registry into the configuration database that Windows XP and
Windows Server 2003 use now. Even though INI files are no longer necessary
because applications now have a far better way to store settings, you'll always
find a handful of INT files, including Win.ini, on any computer.

A few years ago, people were more interested in the history of the registry than
they are now. The registry has been around since before 1995, and everyone
pretty much takes it for granted these days, so I won’t waste any more book
pages on its lineage. The history lesson is over; now you're living in the present.

Registry Warnings and Myths

For all of its benefits, the registry is a great paradox. On one hand, it’s the central place
for all of the Windows configuration data. It’s the keystone. On the other hand, the
fact that the registry is so critical also makes it one of the operating system’s weak-
nesses. Take out the keystone, and the arch crumbles. If the registry fails, Windows
fails. Fortunately, total failure is less likely than my winning the lottery before you fin-
ish this book, and partial failure that doesn’t prevent you from starting the computer
is often easily overcome.
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The registry’s keystone role is one of the reasons for its mythic stature. Microsoft doesn’t
say much about it. You don’t find Registry Editor on the Start menu. You find very little
information about the registry in Help. Microsoft doesn’t provide white papers that help
users unlock its secrets. And why should they? Do you really want the average user tam-
pering with the registry? The dearth of information coming from Microsoft led to home-
grown registry Web sites and FAQs, which are still somewhat popular. These factors
have contributed to the myth of the registry as a magical configuration tool.

[ want to debunk that myth. Don’t get me wrong: there is a lot of power packed into
the registry. But there is no magic, and there’s nothing to fear. Simply put, the registry
is nothing more than your computer’s settings. After you're used to working in the reg-
istry, doing so no longer gives you chills of excitement; it barely gets a yawn.

The warnings you see in most documents that contain instructions for editing the reg-
istry are definitely overblown, particularly for readers of this book, who are either
power users or IT professionals. (I wouldn’t say that if the book were for novice or
intermediate users.) You can do very little damage to the registry that you can’t undo,
assuming you take the straightforward precautions of backing up settings before you
change them and backing up your computer on a regular basis. Failing those steps,
you can fix problems by using one of the many troubleshooting tools you learn about
in this book. Chapter 9, “Troubleshooting Problems,” contains a lot of troubleshoot-
ing help. Use a bit of common sense, and you’ll do just fine.

Must-Know Concepts

Learning the concepts in the following sections is important to your satisfaction with
this book. These are the things you must know to work efficiently with the registry.
For example, the registry is filled with hexadecimal numbers, and if you don’t under-
stand hexadecimal, they’re not going to make sense to you. If you're a programmer,
you can probably skip these sections; otherwise, don’t.

The following sections walk you through the most important of these concepts, begin-
ning with security and globally unique identifiers (GUIDs). You learn how to read
hexadecimal numbers, convert them to binary and decimal notation, and use them as
bit masks. You learn the difference between Unicode and ANSI character encoding.
You even learn how Intel-based computers store numbers in memory. All these topics
are significant to your ability to use the registry as a tool.

Security Identifiers

Computer accounts, user accounts, groups, and other security-related objects are secu-
rity principles. Security Identifiers (SIDs) uniquely identify security principles. Each time
Windows and Active Directory create a security principle, they generate a SID for it. The
Windows Local Security Authority (LSA) generates SIDs for local security principles
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and then stores them in the local security database. The Domain Security Authority
generates SIDs for domain security principles and then stores them in Active Direc-
tory. SIDs are unique within their scope. Every local security principle’s SID is unique
on the computer, and every domain security principle’s SID is unique within any
domain in the enterprise. What's more, Windows and Active Directory never reuse a
SID, even if they delete the security principle to which that SID belonged. Thus, if you
delete an account and then add it back, the account gets a new SID.

The important thing to remember is that every account has a SID. It’s like having a
passport number that uniquely identifies you to immigration. You can refer to an
account by its name or by its SID, but in practice you seldom use the SID because its
format is cumbersome. You frequently see accounts’ SIDs in the registry, though, and
that’s why you're learning about them here.

An example of a SID is s-1-5-21-2857422465-1465058494-1690550294-500. A SID
always begins with s-. The next number identifies the SID’s version—in this case, ver-
sion 1. The next number indicates the identifier authority and is usually 5, which is
NT Authority. The string of numbers up to 500 is the domain identifier, and the rest of
the SID is a relative identifier, which is the account or group. This is a very rough over-
view of the SID format, which is much more complex than this brief example charac-
terizes. If you want to learn more about SIDs, see http;//msdn.microsoft.com/library/
default.asp?url=/library/en-us/secauthz/security/security_identifiers.asp.

Some SIDs, such as s-1-5-18, are shorter than the one in the previous example.
These are well-known SIDs, and they are the same on every computer and in every
domain. They are interesting because they pop up over and over again in the registry
and in other places. Table 1-1 describes the SIDs well known by Windows. I've itali-
cized the names of SIDs that are of particular relevance to you while you're reading
this book. The placeholder domain is the SID’s domain identifier.

Table 1-1 Well-Known SIDs

SID User or Group Name
s-1-0 Null Authority
s-1-0-0 Nobody

s-1-1 World Authority
s-1-1-0 Everyone

s-1-2 Local Authority
s-1-2-0 Local

s-1-3 Creator

s-1-3-0 Creator Owner
s-1-3-1 Creator Group
S-1-3-2 Creator Owner Server

s-1-3-3 Creator Owner Group
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Table 1-1 Well-Known SIDs

SID User or Group Name
s-1-4 Nonunique Authority
s-1-5 NT Authority

s-1-5-1 Dialup

S-1-5-2 Network

S-1-5-3 Batch

s-1-5-4 Interactive
S-1-5-5-X-Y Logon Session
S-1-5-6 Service

S-1-5-7 Anonymous

s-1-5-8 Proxy

Ss-1-5-9 Enterprise Domain Controllers
S-1-5-10 Self

s-1-5-11 Authenticated Users
Ss-1-5-12 Restricted

S-1-5-13 Terminal Service User
S-1-5-14 Remote Interactive Logon
S-1-5-18 LocalSystem or System
s-1-5-19 LocalService
S-1-5-20 NetworkService
S-1-5-domain-500 Administrator
S-1-5-domain-501 Guest
S-1-5-domain-502 krbtgt

S-1-5-domain-512

Domain Admins

s-1-5-domain-513

Domain Users

Ss-1-5-domain-514

Domain Guests

s-1-5-domain-515

Domain Computers

S-1-5-domain-516

Domain Controllers

s-1-5-domain-517

Cert Publishers

S-1-5-root domain-518

Schema Admins

S-1-5-root domain-519

Enterprise Admins

S-1-5-root domain-520

Group Policy Creator Owners

S-1-5-domain-553

RAS and IAS Servers

S-1-5-32-544

Administrators

S-1-5-32-545

Users
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Table 1-1 Well-Known SIDs

SID User or Group Name
S-1-5-32-546 Guests

S-1-5-32-547 Power Users

S-1-5-32-548 Account Operators
S-1-5-32-549 Server Operators

S-1-5-32-550 Print Operators

S-1-5-32-551 Backup Operators

S-1-5-32-552 Replicator

S-1-5-32-554 Pre-Windows 2000 Compatible Access
S-1-5-32-555 Remote Desktop Users
S-1-5-32-556 Network Configuration Operators
s-1-6 Site Server Authority

s-1-7 Internet Site Authority

Ss-1-8 Exchange Authority

s-1-9 Resource Manager Authority

Globally Unique Identifiers

Globally unique identifiers are better known as GUIDs (pronounced goo ids). They are
numbers that uniquely identify objects such as computers, program components, and
devices. These objects often have names, but their GUIDs remain unique even if two
of the objects have the same name or if their names change. In other words, an object’s
GUID is similar to a security principle’s SID. You will see GUIDs scattered all over the
registry, so you should become familiar with them.

All GUIDs have the same interesting format. They’re 16-byte hexadecimal numbers in
groups of 8,4, 4, 4, and 12 digits (0 through 9 and A through F). A dash divides each
group of digits, and curly brackets enclose the whole number. An example of a real
GUID is {645FF040-5081-101B-9F08-00AA002F954E}, which represents the Recycle
Bin object that you see on the desktop. The GUID {127A89AD-C4E3-D411-BDC8-
001083FDCEO08} belongs to one of the computers in my lab.

Programmers often use the Microsoft tool Guidgen.exe to create GUIDs, but Win-
dows generates them, too. Regardless of the source, Microsoft guarantees that GUIDs
are globally unique—hence their name. No matter how many times Guidgen.exe or
Windows generates a GUID, the result is always unique. That's what makes GUIDs
perfect for identifying objects like computers and devices.
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Hexadecimal Notation

Ninety-nine percent of the data you see in the registry is in hexadecimal notation.
Computers use hexadecimal rather than decimal notation for a good reason, which
you'll learn in a bit. You must learn how to read and convert hexadecimal numbers in
order to use the registry as an effective tool. And that’s the focus of this section.

Binary and decimal notations don’t interchange well. You probably learned decimal
notation as a child. In this notation, 734 is 7 x 102+ 3 x 10 + 4 x 10°, which is 7 x 100
+3x 10 +4 x 1. Easy enough, right? The digits are O through 9, and because you mul-
tiply each digit right to left by increasing powers of 10 (10°, 10!, 102, and so on), this
notation is called base 10. The problem is that decimal notation doesn’t translate well
into the computer’s system of ones and zeros. Binary notation does. In this notation,
1011is 1x2°+0x2%+1x2'+1x2%0r 1 x8+0x4+1x2+1x1or 11 The digits
are 0 and 1, and because you multiply each digit right to left by increasing powers of
229,21 22 and so on), this notation is called base 2. Converting a binary number to
a decimal number is a lot of work, and binary numbers are too cumbersome for peo-
ple to read and write.

That brings us to hexadecimal notation. Hexadecimal notation is base 16, and because
you can evenly divide 16 by 2, converting between binary and hexadecimal is straight-
forward. The digits are O through 9 and A through F. Table 1-2 shows the decimal
equivalent of each digit. In hexadecimal, AO9C is 10 x 16> + 0 x 16%+ 9 x 161 + 12 x
16° or 10 x 4096 + 0 x 256 +9 x 16 + 12 x 1, or 41,116 in decimal notation. As in the
other examples, you multiply each hexadecimal digit right to left by increasing powers
of 16 (16, 161, 162, and so on).

Table 1-2 Hexadecimal Digits

Binary Hexadecimal Decimal
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
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Table 1-2 Hexadecimal Digits

Binary Hexadecimal Decimal
1101 D 13
1110 E 14
1111 F 15

Converting between binary and hexadecimal notations might be straightforward, but
itis also time consuming, so Table 1-2 offers a solution. When converting from binary
to hexadecimal, use Table 1-2 to look up each group of four digits from left to right,
and jot down its hexadecimal equivalent. For example, to convert 01101010 to hexa-
decimal, look up 0110 to get 6, and then look up 1010 to get A, so that you end up with
the hexadecimal number 6A. If the number of digits in the binary number isn’t evenly
divisible by 4, just pad the left side with zeros. To convert hexadecimal numbers to
binary, use Table 1-2 to look up each hexadecimal digit from left to right, and jot down
its binary equivalent. For example, to convert 1F from hexadecimal to binary, look up
1 to get 0001, look up F to get 1111, and string them together to get 00011111.

One last problem: Is 12 a decimal number or a hexadecimal number? You don’t have
enough information to know for sure. The solution is to always use the prefix Ox at the
beginning of hexadecimal numbers. Then 0x12 is a hexadecimal number, whereas 12
is a decimal number. This is the standard format for hexadecimal numbers, and it’s

the format that Microsoft uses in its documentation and in all the tools you'll use in
this book.

Tip If converting binary, hexadecimal, and decimal numbers is too much work for
you, as it certainly is for me, use the Windows Calculator. Click Start, All Programs,
Accessories, and Calculator. Make sure you change to scientific view by clicking Scien-
tific on the View menu. In the top left part of Calculator’s window, you see four but-
tons: Hex, Dec, Oct, and Bin. Click the button corresponding to the notation in which
you want to input a number, type the number, and then click the button correspond-
ing to the notation to which you want to convert the number. You can also use Regis-
try Editor to toggle between decimal and hexadecimal notations when editing certain
types of values.

Bits and Bit Masks

You now understand binary and hexadecimal notations, and now you need to know
about bit masks. In the registry, Windows sometimes groups settings together in one
number. Each bit within that number is a different setting. Thus, you can store eight
settings in a byte, 16 settings in a word, and so on. In this book and elsewhere, you'll
see instructions that tell you that a setting’s bit mask is 0x20, which simply means
that you turn on that setting by enabling the bits that 0x20 represents. This will make
more sense as you read on.
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You count a binary number’s bits from right to left, starting with 0. The number in Fig-
ure 1-3 is 0x26. The top part shows the binary equivalent, and the second part shows
each bit’'s number. The bit on the far right is bit 0. In this example, bits 1, 2, and 5
are 1, whereas the remaining bits are 0. If you saw instructions that told you to turn on
bit 7, you’d change the number to 10100110. When dealing with bits, a binary 1 is the
same thing as “yes” or “true,” and a binary 0 is the same thing as “no” or “false.” In
other words, they are Boolean values.

Many times, instructions you read won’t give you an exact bit number, so you have to
do some math. Often, all you'll see is a bit mask, and you'll have to figure out which
bits the mask actually represents. For example, to turn on bit 0x40 in the number
0x43, convert both numbers to binary, figure out which bits the mask represents,
change those bits to ones in the number, and then convert the number back to hexa-
decimal. Using Calculator in scientific view is the easiest way to perform these steps.
You'd follow the same steps to turn off the setting, except that you'd change the target
bits to 0. After a while, you get pretty good at figuring out which bits a mask repre-
sents. Moving from right to left, each bit’s mask is 0x01, 0x02, 0x04, 0x08, 0x10,
0x20, 0x40, and 0x80. The bottom part of Figure 1-3 illustrates this.

0 0 1 0 0 1 1 0

Bit Mask 7 6 5 4 3 2 1 0
Bit Mask  0x80 0x40 0x20 0x10 0x08 0x04 0x02 0x01
Figure 1-3  You count bits moving from right to left.

Note Turning bit masks on and off is even easier if you use bitwise math. To turn on
a bit mask in a number, OR the two numbers together. To turn a bit mask off in a
number, reverse the bits in the mask, and then AND it together with the number:
number AND NOT mask. Using Calculator in scientific view supports all these opera-
tions. AND, OR, and NOT are Boolean logic operations. To learn more about these
operations, visit the following Web site. http.//www.techweb.com/encyclopedia
/defineterm.jhtml?term=boolean +logic&x=47&y=11

Little-Endian and Big-Endian

In a hexadecimal number such as 0x0102, the 0x01 is the most significant byte, and
the 0x02 is the least significant. The leftmost bytes are more significant because you
multiply these digits by a higher power of 16. The rightmost digits are less significant,
so the digits become more significant as you move from right to left.

Programs store numbers in memory in two ways: big-endian or little-endian. When a
program stores a number using big-endian (big end first) storage, it stores the most sig-
nificant bytes in memory first, followed by the less significant bytes. When stored in
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memory using big-endian storage, the number 0x01020304 is 0x01 0x02 0x03 0x04.
It makes sense, doesn’t it? However, Intel-based processors use the little-endian (little
end first) architecture, which means they store the least significant bytes first, followed
by the more significant bytes. Thus, the number 0x01020304 is 0x04 0x03 0x02 0x01
in memory.

Although most of the tools you'll use display all numbers—little-endian or big-endian—
correctly, you'll have to pay careful attention when you're looking at numbers in
binary values, because the tools won’t automatically reverse the order of the bytes for
you. Thus, if you see the number 0x34 0x77 in a binary value, you'll have to remem-
ber to reverse the order of bytes to get the result 0x7734.

ANSI and Unicode Encoding

The first prominent character-encoding scheme (how a computer represents text) was
ASCII, and it’s still in use today. In ASCII character encoding, each character is eight
bits, or a single byte. Because ASCII was for western languages, its use was limited in
European countries and regions whose languages contained characters that weren’t
included in the 256 characters that ASCII supported. To get around this limitation, the
International Standards Organization (ISO) created a new character-encoding standard
called Latin-1, which included European characters left out of the ASCII set. Microsoft
enhanced Latin-1 and called this new standard ANSI. But ANSI is still an 8-bit character
encoding that can represent only 256 unique characters. Many languages have thou-
sands of symbols, particularly Asian languages such as Chinese, Korean, and Japanese.

To overcome the limitations of an 8-bit character-encoding standard, Microsoft, part-
nering with companies such as Apple Computer, Inc., and IBM, created the non-profit
consortium Unicode, Inc., to define a new character-encoding standard for interna-
tional character sets. The work done at Unicode merged with work already in progress
at ISO, and the result was the Unicode standard for character encoding. Unicode is a
16-bit encoding standard, which provides for 65,536 unique characters—more than
enough to represent all of the world’s languages. It even supports arcane languages,
such as Sanskrit and Egyptian hieroglyphs, and includes punctuation marks, mathe-
matical symbols, and graphical symbols.

Unicode is the character encoding that is native to Windows, but Windows also sup-
ports ANSI. Internally, the operating system represents object names, paths, and file
names as 16-bit Unicode characters. It also usually stores data in the registry using
Unicode. If a program stores the text Jerry using ANSI, it looks like 0x4A 0x65 0x72
0x72 0x79 in memory. However, if the program stores the same string using Unicode,
it looks like 0x4A 0x00 0x65 0x00 0x72 0x00 0x72 0x00 0x79 0x00 in memory.
Why? Because Unicode text is 16-bit numbers, which Windows stores in little-endian
format. (See “Little-Endian and Big-Endian” earlier in this chapter.) Thus, it writes the
Jinto memory as 0x004A (with the bytes reversed), followed by the ¢ as 0x0065, and
then the remaining characters as 0x0072, 0x0072, and 0x0079.
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Null and Empty Strings

If you've written programs using a language such as C, the concept of null isn’t foreign
to you. Null is 0x00, or the null character. Windows terminates strings with the null
character so that programs know where strings end.

In the registry, a similar concept is that a value can have null data, meaning that it con-
tains no data at all. It's empty. Usually, when you're looking at the null value in the
registry, you see the text (value not set). This is different from a value that contains an
empty string—text that's zero characters in length, or "". The following values are not

the same:
m Null
. nn

Registry Structure

The structure of the Windows registry is very similar to the structure of the Windows
file system. Figure 1-4 compares Registry Editor, the tool you use to edit the registry,
and Windows Explorer. (You learn how to use Registry Editor in Chapter 2, “Using
Registry Editor.”) In the editor’s left pane, which is called the key pane, you see the reg-
istry’s hierarchy, just as in Windows Explorer you see the file system’s hierarchy in the
left pane. Each folder in the key pane is a registry key. In the editor’s right pane, which
is called the value pane, you see a key’s values, just as in Windows Explorer’s right pane
you see a folder’s contents.

Take a look at Figure 1-4. In Windows Explorer, you see each of the computer’s disks
under My Computer. Likewise, in Registry Editor, you see each of the registry’s root

keys under My Computer. Although you see the full name of each root key in Registry
Editor, the standard abbreviations that you see in Table 1-3 are easier to type and read.

Table 1-3 Root Keys

Name Abbreviation
HKEY_CLASSES_ROOT HKCR
HKEY_CURRENT_USER HKCU
HKEY_LOCAL_MACHINE HKLM
HKEY_USERS HKU

HKEY_CURRENT_CONFIG HKCC
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Tvpe Data

REG_SZ {walue not set)
REG_DWORD 000000001 (13
REG_DWORD 000000001 (13
REG_DWORD 000000000 (0}
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Values and files —

Figure 1-4 If you're familiar with Windows Explorer, you probably won't have any trouble
understanding the registry’s structure, which is similar to that of the file system.

Keys are so similar to folders that they have the same naming rules. (Registry Editor
even uses the same icon for keys that Windows Explorer uses for folders.) You can nest
one or more keys within another key as long as the names are unique within each key.
Akey’s name is limited to 512 ANSI or 256 Unicode characters, and you can use any
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ASCII character in the name other than a backslash (\), asterisk (*), and question mark
(. In addition, Windows reserves all names that begin with a period for its own use.

The similarities between the registry and file system continue with paths. The path
CAWindows\System32\Sol.exe refers to a file called Sol.exe on drive C in a subfolder
of \Windows called System32. The path Hkcu\control Panel\Desktop\wallpaper
refers to a value called wallpaper in the root key Hkcu in a subkey of control panel
called pesktop. This notation is a fully qualified path. I often refer to a key and all its
subkeys as a branch.

Note [ usually use the term key, but occasionally | use subkey to indicate a parent-
child relationship between one key and another. Thus, when you see, for example, text
that describes the key software and its subkey Microsoft, it indicates that
Microsoft is a child key under software.

The last thing to discuss in this section is the concept of linked keys. Windows stores
hardware profiles in HKLM\SYSTEM\Currentcontrolset\Hardware Profiles\.Each
hardware profile is a subkey nnnn, where nnnn is an incremental number beginning
with 0000. The subkey current is a link to whichever key is the current hardware pro-
file, and root key Hkcc is a link to current. It all sounds terribly convoluted until you
see the relationship illustrated in Figure 1-5. To continue the file system analogy,
think of links as aliases or shortcuts.

= g My Computer
+- ] HKEY_CLASSES_ROOT
+-[_] HKEY_CURREMT _USER.
=[] HKEY¥_LOCAL_MACHIME
+-_] HARDWARE
+-1 sam
(C SECURITY
+-] SOFTWARE
=[] S¥STEM
+-_] ControlSetoo1
+-_] ControlSetnoz
=-_] CurrentControlget
+-_] Control
+-_] Enum
=[] Hardware Profiles
e [].._]] 00000
|: +-] o001
. &
+-] Services
(21 MountedDevices
1 select
+-_1 Setup
+-_1 HKEY_JSERS
+- (] HKEY_CURRENT _COMFIG

Figure 1-5 When one key is linked to another, as in this example, the same subkeys and
values appear in both places.
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Each key contains one or more values. In my analogy with Windows Explorer, values
are similar to files. A value’s name is similar to a file’s name. A value’s type is similar to
a file’s extension, which indicates its type. A value’s data is similar to the file’s actual
contents. Click a key in Registry Editor’s key pane, and the program shows the key’s
values in the value pane. In the value pane, you see three columns, which correspond
to the three parts of a value:

B Name. Every value has a name. The same rules for naming keys apply to val-
ues: up to 512 ANSI or 256 Unicode characters except for the backslash (\),
asterisk (*), and question mark (?), with Windows reserving all names that
begin with a period. Within each key, value names must be unique, but different
keys can have values with the same name.

B Type. Each value’s type determines the type of data that it contains. For exam-
ple, a REG_DWORD value contains a double-word number, and a REG_Sz value con-
tains a string. The section “Types,” later in this chapter, describes the different
types of data that Windows supports in the registry.

B Data. Each value can be empty, or null, or it can contain data. A value’s data
can be a maximum of 32,767 bytes, but the practical limit is 2 kilobytes (KB).
The data usually corresponds to the type, except that binary values can contain
strings, double-words, or anything else.

Every key contains at least one value, and that’s the default value. When you look at
the registry through Registry Editor, you see the default value as (pefault). The
default value is almost always a string, but some programs can change it to other
types. In most cases, the default value is null, and Registry Editor displays its data as
(value not set). When instructions require that you change a key’s default value,
they usually say so explicitly: “Set the key’s default value.”

Note When looking at a key’s fully qualified path, you have to figure out whether
the path includes a value or not. Usually, the text is clear about whether the path is to
a key or includes a value, but sometimes it isn't. For example, does HKCR\txtfile
\EditFlags refer to a key or a value? In this case, it refers to a value, and | prefer to
use explicit language, such as “the value HKCR\txtfile\EditFlags,” to make the ref-
erence clear. Sometimes, paths that don't include a value name end with a backslash
(\). If there is no backslash, pay particular attention to the context to make sure you
know whether the path is just a key or includes a value. Sometimes a bit of common
sense is all you need.
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Types

Windows supports the following types of data in the registry. As you look through
this list, realize that REG_BINARY, REG_DWORD, and REG_Sz account for the vast majority
of all the settings in the registry.

REG_BINARY. Binary data. Registry Editor displays binary data in hexadecimal
notation, and you enter binary data using hexadecimal notation. An example of
a REG_BINARY value is 0x02 OxFE OxA9 0x38 0x92 0x38 OxAB OxD9.

REG_DWORD. Double-word values (32 bits). Many values are REG_DWORD values
used as Boolean flags (O or 1, true or false, yes or no). You also see time stored in
REG_DWORD values in milliseconds (1000 is 1 second). 32-bit unsigned numbers
range from O to 4,294,967,295, and 32-bit signed numbers range from
2,147,483,648 to 2,147,483,647. You can view and edit these values in decimal
or hexadecimal notation. Examples of REG_DWORD values are 0xFE020001 and
0x10010001.

REG_DWORD_BIG_ENDIAN. Double-word values with the most significant bytes
stored first in memory. The order of the bytes is the opposite of the order in
which REG_DWORD stores them. For example, the number 0x01020304 is stored in
memory as 0x01 0x02 0x03 0x04. You don’t see this data type much on Intel-
based architectures.

REG_DWORD_LITTLE_ENDIAN. Double-word values with the least significant bytes
stored first in memory (reverse-byte order). This type is the same as REG_DWORD,
and because Intel-based architectures store numbers in memory in this format,
it is the most common number format in Windows. For example, the number
0x01020304 is stored in memory as 0x04 0x03 0x02 0x01. Registry Editor
doesn’t offer the ability to create REG_DWORD_LITTLE_ENDIAN values, because this
value type is identical to REG_DwORD in the registry.

REG_EXPAND_Sz. Variable-length text. A value of this type can include environ-
ment variables, and the program using the value expands those variables before
using it. For example, a REG_EXPAND_SZ value that contains %USERPRO-
FILE%\Favorites might be expanded to c:\Documents and set-
tings\Jerry\Favorites before the program uses it. The registry application
programming interface (API) relies on the calling program to expand the envi-
ronment variables in REG_EXPAND_SZ strings, so the registry value is useless if the
program doesn’t expand them. See Chapter 12, “Deploying User Profiles,” to
learn how to use this type of value to fix some interesting problems.
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REG_FULL_RESOURCE_DESCRIPTOR. Resource lists for a device or device driver.
This data type is important to Plug and Play, but it doesn’t figure much in your
work with the registry. Registry Editor doesn’t provide a way to create this type
of value, but it does allow you to display it. See HKLM\HARDWARE\DESCRIPTION
\Description for examples of this data type.

REG_LINK. A link. You can’t create REG_LINK values.

REG_MULTI_Sz. Binary values that contain lists of strings. Registry Editor dis-
plays one string on each line and allows you to edit these lists. In the registry, a
null character (0x00) separates each string, and two null characters end the list.

REG_NONE. Values with no defined type.

REG_QWORD. Quadruple-word values (64 bits). This type is similar to REG_DWORD
but contains 64 bits instead of 32 bits. The only version of Windows XP that
supports this type of value is Windows XP Professional x64 Edition. You can
view and edit these values in decimal or hexadecimal notation. An example of a
REG_QWORD value is 0xFE02000110010001.

REG_QWORD_BIG_ENDIAN. Quadruple-word values with the most significant
bytes stored first in memory. The order of the bytes is the opposite of the order
in which REG_QWORD stores them. See REG_DWORD_BIG_ENDIAN for more informa-
tion about this value type.

REG_QWORD_LITTLE_ENDIAN. Quadruple-word values with the least significant
bytes stored first in memory (reverse-byte order). This type is the same as
REG_QWORD. See REG_DWORD_LITTLE_ENDIAN for more information. Registry Editor
doesn’t offer the ability to create REG_QWORD_LITTLE_ENDIAN values, because this
value type is identical to REG_QwoRD in the registry.

REG_RESOURCE_LIST. List of REG_FULL_RESOURCE_DESCRIPTOR values. Registry
Editor allows you to view, but not edit, this type of value.

REG_RESOURCE_REQUIREMENTS_LIST. List of resources that a device requires.
Registry Editor allows you to view but not edit this type of value.

REG_Sz. Fixed-length text. Other than REG_bwORD values, REG_sSz values are the
most common types of data in the registry. An example of a REG_sz value is
Microsoft windows XP or Jerry Honeycutt. Each string ends with a null char-
acter. Programs don’t expand environment variables in REG_sz values.
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Data in Binary Values

Of all the values in the registry, binary values are the least straightforward.
When an application reads a binary value from the registry, deciphering its
meaning is up to that program. This means that applications can store data in
binary values using their own data structures, and those data structures mean
nothing to you or any other program. Also, applications often store REG_DWORD
and REG_Sz data in REG_BINARY values, which makes finding and deciphering
them difficult, as you learn in Chapter 10, “Finding Registry Settings.” In fact,
some programs use REG_DWORD and 4-byte REG_BINARY values interchangeably;
thus, keeping in mind that Intel-based computers use little-endian architecture,
the binary value 0x01 0x02 0x03 0x04 and the REG_bworD value 0x04030201
mean exactly the same thing.

Now it gets more complicated. The registry actually stores all values as binary
values. The registry API identifies each type of value by a number, which pro-
grammers refer to as a constant, and which I tend to think of as the type number.
You'll notice this type number mostly when you export keys to REG files—some-
thing you learn how to do in Chapter 2. For example, when you export a
REG_MULTI_sz value to a REG file, Registry Editor writes a binary value with the
type number 7. Normally, the type number associated with each value type
doesn’t matter because you refer to the values by their names, but there are
times when the information in Table 1-4 will be useful.

Table 1-4 Value Types

Number Type

REG_NONE

REG_SZ

REG_EXPAND_SZ
REG_BINARY

REG_DWORD
REG_DWORD_LITTLE_ENDIAN
REG_DWORD_BIG_ENDIAN
REG_LINK

REG_MULTI_SZ

O INlojnn|h|DPW|NFLIO

REG_RESOURCE_LIST
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Registry Organization

Part IV, “Appendixes,” describes the contents of the registry in detail. Until you get
there, the following overview makes it easier to get around in the registry.

Of the five root keys you learned about earlier, HKLM and HKku are more important than
the others. These are the only root keys that Windows actually stores on disk. The
other root keys are links to subkeys in HKLM or HKu. HKCU is a link to a subkey in Hku.
HKCR and HKcc are links to subkeys in HkLM. Figure 1-6 illustrates this relationship
between root keys and their links to subkeys.

= My Computer
+- ] HKEY_CLASSES_ROOT
+-[_] HKEY_CURREMT _USER.
=[] HKE¥_LOCAL_MACHIME
+-_] HARDWARE
+-1] sam
(C SECURITY
=[] SOFTWARE
+-] Co7fts
+-_] Clients
+-] Gemplus
+-] Intel
= ¥y Compuber + D Microsoft
+-[_] HKEY_CLASSES_ROOT -] ODEC
+- ] HKEY_CURRENT_ISER +- ] Policies
+ D HEEY _LOCAL_MACHIME D Program Groups
+-_1 HKEY_SERS +-_] Schiumberger
+-[_] HKEY_CURRENT _COMFIG [ secure
+-] Windows 3.1 Migration Skatus
+-] S¥STEM
= My Computer +-_1 HKEY_SERS
+- ] HKEY_CLASSES_ROOT +-[_] HKEY_CURRENT _COMFIG
+- ] HKEY_CURRENT _ISER
=[] HKEY¥_LOCAL_MACHINE
+- ] HARD'WARE = My Computer
+-1] sam +-_] HKEY_CLASSES_ROOT
[_1 SECURITY +-[_] HKEY_CURREMT _USER.
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Figure 1-6 Three of the registry’s root keys are links to subkeys in HKU and HKLM.
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HKEY_USERS

&

Throughout this book, you'll see the terms per-user and per-computer, which indicate
whether a setting applies to the user or the computer. Per-user settings are user specific—
for example, whether or not a user prefers to display Windows Explorer’s status bar.
Per-computer settings apply to the computer and every user who logs on to the com-
puter—for example, network configuration. Per-user settings are in HKkcu, and per-com-
puter settings are in HKLM. In Chapter 12, “Deploying User Profiles,” you learn how
Windows keeps one user’s settings separate from every other user’s settings.

HKU contains at least three subkeys:

B .DEFAULT contains the per-user settings that Windows uses to display the desk-
top before any user logs on to the computer. This isn’t the same thing as a
default user profile, which Windows uses to create settings for users the first
time they log on to the computer.

m  SID, where SID is the security identifier of the console user (the user sitting at the
keyboard), contains per-user settings. Hkcu is linked to this key. This key con-
tains settings such as the user’s desktop preferences and Control Panel settings.

m SID_classes, where SID is the security identifier of the console user, contains
per-user class registrations and file associations. Windows merges the contents
of keys HKLM\SOFTWARE\CTasses and HKU\SID_cClasses into HKCR.

Note HKU\.DEFAULT is not the default user profile. For more information on default
user profiles, see Chapter 12, "Deploying User Profiles.”

You'll usually see other SIDs in Hku, including the following. (See Table 1-1 for a
refresher.)

B S5-1-5-18 is the well-known SID for the LocalSystem account. Windows loads this
account’s profile when a program or service runs in the LocalSystem account.

B S5-1-5-19 is the well-known SID for the LocalService account. Service Control
Manager uses this account to run local services that don’t need to run as the
LocalSystem account.

B S5-1-5-20 is the well-known SID for the NetworkService account. Service Control
Manager uses this account to run network services that don’t need to run as the
LocalSystem account.

You can ignore these SIDs when working in Hku.

Any other subkeys in Hku belong to secondary users. For example, if you use the
Windows Runas command to run a program as a different user, the operating sys-
tem loads that user account’s settings into Hku. This feature, which runs under the
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Secondary Logon service, enables users to run programs with elevated privileges with-
out requiring them to actually log on to a new session with a different account. For
example, if 'm logged on to a computer using the account Jerry, which is in the Power
Users group, but I need to perform a task requiring administrative privileges, I hold
down the SHIFT key on my keyboard, right-click the program’s shortcut, click Run As,
and then type the Administrator account’s name and password. The program then
runs in the context of the Administrator account and, in this case, HKU contains set-
tings for both the Jerry and Administrator accounts. This technique helps prevent
human error as well as opportunistic viruses.

Figure 1-7 shows a typical Hku and describes each of its subkeys. You'll see on your
computer the same default and service account settings that you see in the figure. The
remaining subkeys and their SIDs will be different, depending on the SID of the con-
sole user account and whether other accounts have logged on to Windows.

= My Computer
+-_ HKEY_CLASSES_ROOT

Default settings — * (Z HKEY_CURRENT_USER
-] HKEY_LOCAL_MACHINE

LocalSystem —L

LocalService

NetworkService account

5-1-5-21-2857422465- 1 465058454- 1 GE0550284-500
5-1-5-21-2857422465- 1 465058494 1630550294-500_Classes
G-1-6-21-3450 1 5398-261470967-11 7723621 5-500
Console user account (] 5-1-5-71-343815396-261478967-1177236015-500_Classes|
-] HKEY_CURRENT_CONFIG

Secondary user account

Figure 1-7 Each subkey in HKU contains an account’s settings.

HKEY_CURRENT_USER

Hkcu contains the console user’s per-user settings. This root key is a link to HKU\SID,
where SID is the console user’s security identifier. This branch includes environment
variables, desktop settings, network connections, printers, and application prefer-
ences. Here’s a snapshot of some of this root key’s subkeys:

B AppEvents. Associates sounds with events. For example, it associates sounds
with opening menus, minimizing windows, and logging off of Windows.

B Console. Storesdata for the console subsystem, which hosts all character-mode
applications, including the MS-DOS command prompt. In addition, the console
key can contain subkeys for custom command windows.

m Control Panel. Contains accessibility, regional, and desktop appearance set-
tings. You configure most of these settings in Control Panel. However, this key
contains a handful of useful settings that have no user interface; you can config-
ure them only through the registry.
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Environment. Stores environment variables that users have set. Each value
associates an environment variable with the string that Windows substitutes for
the variable. The default values for these entries are in the user’s profile.

Identities. Contains one subkey for each identity in Microsoft Outlook
Express. Outlook Express uses identities to allow multiple users to share a sin-
gle mail client. With the Windows support for user profiles, one user’s settings
are separate from other users’ settings, so this key is seldom necessary to use.

Keyboard Layout. Contains information about the installed keyboard layouts.

Network. Stores information about mapped network drives. Each subkey in
Network is a mapped drive to which Windows connects each time the user logs
on to the computer. The subkeys’ names are the drive letters to which the drives
are mapped. Each drive’s key contains settings used to reconnect the drive.

Printers. Stores user preferences for printers.

Software. Contains per-user application settings. Windows stores much of its
own configuration in this key, too. Microsoft has standardized its organization
so that programs store settings in Hkcu\software\Vendor\Program\Version\.
The variable Vendor is the name of the program’s publisher, the variable Program
is the name of the program, and the variable Version is the program’s version
number. Often, as is the case with Windows, Version is simply currentversion.

Volatile Environment. Contains environment variables that were defined when
the user logged on to Windows.

Other subkeys you see in Hkcu are usually legacy leftovers or uninteresting. They
include UNICODE Program Groups, SessionInformation, and windows 3.1 Migration
status.

HKEY_LOCAL_MACHINE

HKLM contains per-computer settings, which means the settings in this branch apply to
the computer’s configuration and affect every user who logs on to it. Settings range from
device driver configurations to Windows settings. HKLM contains the following subkeys.
(Notice that these subkeys are capitalized; I'll explain why later in this chapter.)

B HARDWARE. Stores data describing the hardware that Windows detects as it

starts. The operating system creates this key each time it starts, and it includes
information about devices and the device drivers and resources associated with
them. This key contains information that IT professionals find useful during a
network inventory.

SAM. Contains the Windows local security database, the Security Accounts
Manager (SAM). Windows stores local users and groups in sam. This key’s
access control list (ACL) prevents even administrators from viewing it. sam is a
link to the key HKLM\SECURITY\SAM.
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m SECURITY. Contains the Windows local security database in the subkey sam, as
well as other security settings. This key’s ACL prevents even administrators from
viewing it, unless they take ownership of it.

B SOFTWARE. Contains per-computer application settings. Windows stores set-
tings in this key, too. Microsoft standardized this key’s organization so that pro-
grams store settings in HKLM\SOFTWARE\Vendor\Program\Version\. Vendor is the
name of the program’s publisher, Program is the name of the program, and Ver-
sion is the program’s version number. Often, as is the case with Windows, Ver-
sion is currentversion. HKCR is a link to the key HKLM\SOFTWARE\CTasses.

B SYSTEM. Contains control sets, one of which is current. The remaining sets are
available for use by Windows. Each subkey is a control set named controlset-
nnn, where nnn is an incremental number beginning with 001. The operating
system maintains at least two control sets to ensure that it can always start prop-
erly. These sets contain device driver and service configurations. HKLM\SYS-
TEM\CurrentcControlset is a link to controlsetnnn, and the key
HKLM\SYSTEM\Select indicates which controlsetnnn is in use.

HKEY_CLASSES_ROOT

HKCR contains two types of settings. The first type is file associations that associate dif-
ferent file types with the programs that can open, print, and edit them. The second
type is class registrations for Component Object Model (COM) objects. This root key
is one of the most interesting in the registry to customize, because it enables you to
change a lot of the operating system’s behavior. This root key is also the largest in the
registry, accounting for the vast majority of the space that the registry consumes.

Before Windows 2000, HKCR was a link to the key HKLM\SOFTWARE\Classes, but this
root key is more complicated now. To derive HKCR, the operating system merges two
keys: HKLM\SOFTWARE\Classes, which contains default file associations and class regis-
trations, and HkCu\Software\Classes, which contains per-user file associations and
class registrations. HKcu\software\Classes is really a link to HKU\SID_classes, which
you learned about in the “HKEY_USERS” section in this chapter. If the same value
appears in both branches, the value in Hkcu\software\classes has higher precedence
and wins over the value in HKLM\SOFTWARE\C1asses. This new merge algorithm has
several benefits:

B Programs can register per-computer and per-user program file associations and
program classes. (One user can have file associations that other users who share
the computer don’t have.) This is probably the biggest benefit of the merge.

B Users who share a single computer can use two different programs to edit the
same type of file without affecting each other.
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B Because per-user file associations and class registrations are in the users’ pro-
files, they follow users from computer to computer when using roaming user
profiles.

m T professionals can limit access to HKLM\SOFTWARE\Classes without preventing
users from changing Hkcu\software\Classes, allowing for greater security in
the registry without crippling users’ ability to change associations.

Create a new key in the root of HKCR, and Windows actually creates it in HKLM\SOFT-
wARE\Classes. Windows doesn’t provide a user interface other than Registry Editor to
add class registrations to Hkcu\software\Classes, because the intention is to allow
programs to register per-user program classes. When you edit an existing program
class, the change is reflected in HKLM or Hkcu, depending on where the program class
already exists. If the program class exists in both places, Windows updates only the
version in HKCU.

Note HKCR is significant enough that it has its own appendix. Appendix A, “File
Associations,” describes this root key in detail. You learn how it associates file exten-
sions with file types, how Windows registers COM objects, and which subkeys are the
most interesting to customize.

HKEY_CURRENT_CONFIG

Hkcc is a link to configuration data for the current hardware profile, the key HKLM\SYS-
TEM\CurrentControlSet\Hardware Profiles\Current.In turn, currentis a link to
the key HKLM\SYSTEM\CurrentControlset\Hardware Profiles\nnnn, where nnnn is
an incremental number beginning with 0000. For more information, see Appendix D,
“Per-Computer Settings.”

Registry Management Tools

Hundreds of third-party and shareware registry tools are available. You learn about
many of them throughout this book. The following list introduces some of the tools
use most often:

®  Microsoft Registry Editor. You learn about Registry Editor in Chapter 2, “Using
Registry Editor.” This is the primary tool you use to edit settings in the registry.

B Microsoft Console Registry Tool for Windows (Reg.exe). This command-line reg-
istry tool supports most of the capabilities of Registry Editor. This tool is signif-
icant because it allows you to script registry edits in batch files. For more
information about Reg.exe, see Chapter 11, “Scripting Registry Changes.”
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B Microsoft WinDiff. This tool comes with the Windows Support Tools, which
you install from \Support\Tools on the Windows installation CD. It’s the best
program I've found for comparing files, a useful technique for tracking down set-
tings in the registry. For more information about using this tool, see Chapter 10,
“Finding Registry Settings.”

B Microsoft Word 2003. This application might not seem like a registry manage-
ment tool, but when WinDiff isn’t available, I use Word to compare files so I can
figure out where a program stores a setting in the registry. I also use Word to edit
scripts so that I can take advantage of its built-in version control and revision-
tracking features.

If you used the Microsoft Windows 2000 Resource Kit tools to manage Windows, you
probably noticed the absence of tools from the Microsoft Windows XP Resource Kit. The
Microsoft Windows XP Resource Kit CD contains only a copy of the kit's documentation.
This is partially because Windows XP includes many of these tools, as do the Windows
Support Tools. (These are on your Windows XP installation CD in \Support
\Tools.) Most of the Microsoft Windows 2000 Resource Kit tools still work well in
Windows XP, and you can download many of them from Microsoft’s Web site at
http://www.microsoft.com/windows2000/ techinfo/reskit/tools/default.asp.

Note If you're looking for a particular tool not discussed in this book, you can find
it easily. Navigate to the ZDNet Downloads site at http.//downloads-zdnet.com.com in
Microsoft Internet Explorer, and then search for registry in the Windows category. The
result is a list of hundreds of registry tools with a wide variety of special features, such

as search and replace. Make sure that any program you download works with Win-
dows XP and Windows Server 2003, though.

Registry Hive Files

In Registry Editor, you see the registry’s logical structure. This is how Windows pre-
sents the registry to you and to the programs that use it, regardless of how the operat-
ing system actually organizes it on disk, which is much more complicated.

Physically, Windows organizes the registry in hives (registry branches stored in
unique files), each of which is in a binary file called a hive file. For each hive file, Win-
dows creates additional supporting files that contain backup copies of each hive’s
data. These backups allow the operating system to repair the hive during the installa-
tion and boot processes if something goes terribly wrong. You find hives in only two
root keys: HKLM and Hku. (All other root keys are links to keys within those two.) The
hive and supporting files for all hives other than those in Hku are in %SystemRoot%
\System32\config. Hive files for Hku are in users’ profile folders. Hive files don’t have a
file name extension, but their supporting files do, as described in Table 1-5.
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Table 1-5 Hive File Name Extensions

Extension Description

None Hive file.

.alt Not used in Windows XP or Windows Server 2003. In Windows 2000, Sys-
tem.alt is a backup copy of the System hive file.

Jog Transaction log of changes to a hive.

sav Copy of a hive file made at the end of the text-mode phase of the Windows

setup program.

Note The Windows setup program has two phases: text-mode and graphics-mode.
The setup program copies each hive file to a SAV (.sav) file at the end of the text-mode
phase so that it can recover the Windows setup process if the graphics-mode phase
fails. If the graphics-mode phase does fail, the setup program repeats that phase after
restoring the hive file from the SAV file.

Hives in HKLM

Table 1-6 shows the relationship between each registry hive and its hive file. Notice
that the name of each hive is capitalized in the registry, which is sometimes a useful
reminder while you're editing. Notice in this table that each hive in the first column
comes from the files in the second column. Thus, Windows loads the hive HKLM\SOFT-
WARE from the hive file Software, which is in %SystemRoot%\System32\config. It
loads the hive HKLM\sysTeM from the hive file System, which is in the same location. To
see the hive files that Windows has loaded, see HKLM\SYSTEM\CurrentCon-
trolset\Control\hivelist\.

Table 1-6 Hive Files

Hive Hive, Supporting Files

HKLM\ SAM SAM, SAM.LOG

HKLM\SECURITY SECURITY, SECURITY.LOG

HKLM\ SOFTWARE Software, Software.log, Software.sav
HKLM\SYSTEM System, System.log, System.sav

Did you notice that you don’t find a hive file for HKLM\HARDWARE in Table 1-6? That’s
because this hive is dynamic. Windows builds it each time the operating system boots,
and it doesn’t save the hive as a hive file when it shuts down.
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Note Other files in %SystemRoot%\System32\config seem conspicuously out of
place. AppEvent.Evt, SecEvent.Evt, and SysEvent.Evt are the Windows event logs—Appli-
cation, Security, and System, respectively. You can see in the registry where Windows
stores each event log by looking at the subkeys of HKLM\SYSTEM\CurrentControlset
\Services\Eventlog. Userdiff is a file that Windows uses to convert user profiles
from earlier versions of Windows (notably versions of Microsoft Windows NT) so that
Windows can use them. Finally, the file Netlogon.ftl contains the names of available
domains in the drop-down list box in the Welcome to Windows dialog box.

Each subkey in Hku is also a hive. For example, HKU\ . DEFAULT is a hive, and its hive file
is %SystemRoot%\System32\config\default. The remaining subkeys come from two
different sources, though. The hive HKU\SID is in the hive file %UserProfile%
\NTUSER.DAT, while the hive HKU\SID_c1asses is in the hive file %UserProfile%
\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat.

Each time a new user logs on to Windows, the operating system uses the default user
profile to create a new profile for that user. The profile contains a new NTUSER.DAT
hive file, which is the user profile hive. You learn much more about user profiles and
how to deploy them in Chapter 12, “Deploying User Profiles.”

To see which profiles Windows has loaded and the hive file that corresponds to each
hive, see the key HKLM\SOFTWARE\M1 crosoft\windows NT\Currentversion\ProfileList.
This key contains one subkey for each profile that the operating system has ever
loaded, past and present. The subkey’s name is the name of the hive in Hku, and the
value ProfileImagePath contains the path to the hive file, which is always
NTUSER.DAT. profileList does not mention the SID_classes hives, however; it con-
tains only user profile hives.

Note Windows 2000 limited the size of the registry, but Windows XP and Windows
Server 2003 do not. This means that the operating system no longer limits the amount
of space that the registry hives consume in memory or on the hard disk. Microsoft
made an architectural change to the way Windows maps the registry into memory,
eliminating the need for the size limit you might have struggled with in Windows 2000.







Chapter 2

Using Registry Editor

In this chapter:

Running Regedit. ....... ... o it i it i 34
Regedit. . ... .o i e 35
Searching forData . .........oiiiiiiiin ittt iiaaeanns 38
Editingthe Registry . ... ... . i e 44
Printingthe Registry ... ... ..o i i 49
Exporting Settingsto Files ....... ... ... .. i i, 51
Working with Hive Files. . . ....... .. .. o i 56
Getting Beyond Basics. ...t 57

Registry Editor is the tool you use to edit the registry directly. You change the registry
every time you log on to the computer, and you also do it indirectly through Control
Panel or the Run dialog box, which updates the registry’s list of programs that you've
run recently. With Registry Editor, you affect settings without the help of a user inter-
face. That makes Registry Editor one of the operating system’s most powerful and
dangerous tools. On one hand, you can customize Microsoft Windows XP and Win-
dows Server 2003 in ways that aren’t possible through the user interface. On the other
hand, no other tool is double-checking the settings you change.

Every version of Windows since 3.1 has had a registry editor. The editor in Windows 95
can search the registry and has an interface that is simple to use. Microsoft Windows
NT 4.0 has an archaic editor that can’t search and is more difficult to use than the edi-
tor in Windows 95 is, but it has capabilities unique to a secure operating system, such
as the ability to set permissions on keys and edit more advanced data types such as
REG_MULTI_sz. Windows 2000 provides both editors, requiring you to switch back
and forth to use each editor’s unique abilities. Now, with Windows XP and Windows
Server 2003, you get the best features of both editors in a single program.

Registry Editor in Windows XP and Windows Server 2003 (both referred to in this
chapter as Windows unless otherwise noted) is the tool you learn about in this chap-
ter. It's the basis for just about every set of instructions you see in this book. It is also
the basis for many solutions you find in the Microsoft Knowledge Base, solutions that
people post to UseNet, and so on. This chapter contains more than just instructions
for how to use the editor, though. You'll find useful information that comes from my
own experience using this program, such as how to search better and how to quickly
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back up settings before changing them, which will hopefully give you a great experi-
ence with the single most powerful tool in Windows.

Regedit Has Improved
Regedit in more recent versions of Windows makes several improvements over
the version in Windows 2000:

m  Access the features of both Regedit and Regedt32.exe (the second registry
editor in Windows 2000) in a single editor. You no longer have to flip back
and forth between both registry editors to complete most tasks.

m  Search for keys, values, and data faster.

m  Add the keys you use most frequently to the Favorites menu, and then
access them just by clicking their names on the menu.

m Return to the last key that you selected the next time you run Regedit.

m Export any portion of the registry to a text file that’s much easier to read
than anything earlier versions of either registry editor provided.

Additionally, Windows has made substantial improvements to the registry itself.
First, Windows supports much larger registries than earlier versions of Win-
dows did; the registry is now limited only by the amount of disk space available.
Second, the registry is faster in Windows XP and Windows Server 2003 than in
earlier versions of Windows. Windows keeps related keys and values closer
together in the database, preventing page faults that degenerate into disk swap-
ping. Last, Windows reduces fragmentation by allocating space for large values
in 16 KB chunks. All in all, it is significantly faster to query the registry in recent
versions of Windows than it was in Windows 2000.

Running Regedit

You won't find a shortcut to Registry Editor (Regedit) on the Start menu. You don’t
want to find a shortcut to Regedit on the Start menu. Imagine what life as an IT profes-
sional or a power user who supports friends and relatives would be like if Microsoft
advertised this program to every Windows user on the planet. That’s one reason why
you find so little documentation about Regedit in Help or elsewhere. That’s also why
Windows provides policies that you can use to limit access to Regedit. IT professionals
and power users have great need for Regedit, however—it’s often the only way to fix a
problem or customize certain settings. For example, I recently used a program that
changed critical settings while it was running and then restored them when the pro-
gram shut down. Unfortunately, the program crashed without restoring the settings,
and the only way I could get them back to their original values was to edit the registry.
Sometimes, it’s the only tool for the job.
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Note Regedit and Registry Editor are terms that mean the same thing. Regedit.exe
is the name of Registry Editor’s program file. “Regedit” is easier to type, say, and read,
so | will use this term for Registry Editor throughout the remainder of this book.

Regedit is in %SystemRoot%, C:\Windows on most computers. Click Start, click Run,
and type regedit to run Regedit. You don’t have to type the path. If you want to start
Regedit even more quickly, drag Regedit.exe to your Quick Launch toolbar or to the

Start button to add it to the top of your Start menu.

IT professionals can prevent users from running Regedit. They can set the bisable
registry editing tools policy in Group Policy, local or otherwise. When users try to
run Regedit, they see an error message that says, “Registry Editing has been disabled
by your administrator.” Although it’s probably not a good idea to prevent the setup
program from installing Regedit.exe, you can set the Regedit.exe file’s permissions to
prevent users from running it, or better yet, you can use Software Restriction Policies
to prevent users from running Regedit.exe, regardless of the file’s permissions or the
users’ rights.

Note For more information about Group Policy and Software Restriction Policies,
see Chapter 18, "Fixing Common IT Problems.” To learn the best way to deploy file and
registry permissions, see Chapter 8, “Configuring Windows Security.”

Note Administrators shouldn't rely on any of these methods to secure the registry
completely. These simple barriers don't stop determined users from gaining access to the
registry. For instance, users can download shareware registry editors, most of which don't
honor the Disable registry editing tools policy. Shareware registry editors also
circumvent Software Restriction Policies and permissions that you apply to Regedit.exe.
In reality, determined users will always find a way to access the registry, so part of the
solution must be a corporate IT policy that you clearly communicate to users.

With all its power, Regedit is still a simple program with a straightforward user inter-
face. Its few menus are simple. It has a status bar that displays the name of the current
key. Its window contains two panes, split by a divider that you can drag left or right to
change the size of both panes. (If you double-click the divider, the column will auto-

matically resize so the longest value is displayed.) On the left is the key pane; on the

right is the value pane. As discussed in Chapter 1, “Learning the Basics,” the key pane
displays the registry’s keys and subkeys, analogous to folders and subfolders in Win-
dows Explorer. This is the registry’s hierarchy. The value pane displays the settings
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that each key contains. Click a key in the key pane, and you see that key’s values in the
value pane. Again, this is so similar to Windows Explorer that if you know how to use
one, you probably can easily use the other. Figure 2-1 is a snapshot of Regedit.

£ Registry Editor

File Edit View Favorites Help

= 1= My Camputer Name Type Data
(0 ey _LAssEs_ROOT [aBfiefauit) | REG_S2 (value not set)
(1 HKEY_CURRENT_USER. CloneTag REG_MULTISZ  Sat Apr 05 0::58:27 20020

=0 HKEY_LOCAL_MACHINE [aB]crmdLine REG_MULTI_SZ  setup.exe -newsetup -l
(L HARDWARE

0 sam [ab]osLoaderPath REG_SZ
(£ securITY SEMDTVDE REG_DWORD 0x00000000 {0}
(£ SOFTWARE SystemPartitinn REG_SZ \Device|HarddiskVolume 1
=[] SYSTEM 8] 5ystemPrefixc REG_EINARY 5030000000034 18
(] Controlsetont [88]5ystemSetupInProgress  REG_DWORD 000000000 {01)

(21 ControlSetonz
(21 currentControlSst
(21 MountedDevices
(2 select
=42 Setup
2 Allowstart
22 Preinstall
(Z HKEY_USERS
(2] HKEY_CURRENT_CONFIG

My Computer|HKEY_LOCAL_MACHINE|SYSTEM)Setup

Figure 2-1 Regedit is much easier to use when you maximize its window, which helps you
see the full names of subkeys and each value's data in its entirety.

Regedit saves its settings every time you close it. The next time you start Regedit, the
window will open to its last position, and the window and panes will be the same size.
The columns will also be the same size. Regedit reselects the last key that you selected.
Sometimes, though, you won’t want Regedit to use these settings—when, for example,
you're writing a book about the registry and are capturing screens. Chapter 11,
“Scripting Registry Changes,” shows you how to prevent Regedit from highlighting
the last key: you create a script that automatically removes the key Hkcu\soft-
ware\Microsoft\windows\Currentversion\Applets\Regedit. (You can’t just remove
this key using Regedit, though, because Regedit creates this key each time you close it,
and it will use the current settings to do so.)

The following sections describe each pane in more detail, including special tips for
working on each side of Regedit’s window.

The key pane displays the registry’s hierarchy. It is organized much like an outline,
with each key’s child keys, or subkeys, indented immediately below it. At the top, you
see My Computer, which represents the local computer. When you connect to another
computer’s registry over the network, you see that computer’s name at the top level of
the key pane, too. Immediately under My Computer, you see each of the local regis-
try’s root keys. Following each root key are its subkeys. The term branch refers to a key
and all its subkeys.

Click the plus sign (+) next to a key to expand that branch. Click the minus sign (-)
next to a key to collapse that branch. Click any key to see its values in the value pane.
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You can use the mouse to explore the registry, but using the keyboard is much more

efficient when you know the keyboard shortcuts that are available. Table 2-1 describes
the keyboard shortcuts that you can use. Of all the shortcuts available, I use the RIGHT
ARROW and LEFT ARROW keys the most. These are quick ways to move around the

registry while expanding and collapsing entire branches at the same time. The other
shortcut I find most helpful is CTRL+F, which quickly opens the Find dialog box.

Table 2-1 Keyboard Shortcuts

Key Description

Searching

CTRL+F Opens the Find dialog box

F3 Repeats the last search

Browsing

Keypad + Expands the selected branch

Keypad - Collapses the selected branch

Keypad * Expands all the selected branch’s subkeys

UP ARROW Selects the previous key

DOWN ARROW Selects the next key

LEFT ARROW Collapses the selected branch if it's not collapsed; otherwise, se-
lects the parent key

RIGHT ARROW Expands the selected branch if it's not already expanded; other-
wise, selects the key's first subkey

HOME Selects My Computer

END Selects the last key that's visible in the key pane

PAGE UP Moves up one page in the key pane

PAGE DOWN Moves down one page in the key pane

TAB Moves between the key and value panes

F6 Moves between the key and value panes

Other

DELETE Deletes the selected branch or value

F1 Opens Regedit’s Help

F2 Renames the selected key or value

F5 Refreshes the key and value panes

F10 Gives focus to Regedit's menu bar

SHIFT+F10 Opens the shortcut menu for the selected key or value

ALT+F4 Closes Regedit

As you learned in Chapter 1, “Learning the Basics,” Windows stores different parts of
the registry in different hive files (files containing portions of the registry). Regedit

displays all the hive files together to show a single, unified registry. In Regedit, you can
see when a branch is its own hive because its name is capitalized. For example, all the
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subkeys under HkLM are hives, so their names are capitalized. You find each subkey’s
hive file in %SystemRoot%\System32\config. Notice in Figure 2-1 that all the sub-
keys under HKLM are capitalized, because they are also hives. You find most of those
hive files in %UserProfile%\NTUSER.DAT. When you change a value in Regedit, Win-
dows updates the appropriate hive file. While you're editing, you don’t really care
which hive file a particular setting belongs to, though. Refer back to Chapter 1 if you
need a refresher on how Windows stores the registry on disk.

The value pane displays the selected key’s values. In this pane, you see three columns:

Name, Type, and Data. You can change the size of each column by dragging the divid-
ers left or right. I typically use about half the pane to display the Name and Type col-
umns and the remainder of the pane to display the Data column. Each row contains a
single value. The first value in the value pane is always (pefault), which is the key’s

default REG_SZ value.

For more information about default values, see Chapter 1, “Learning the Basics.”

The value pane displays the name, type, and data for each value. The Name column
contains the value’s name. Next to the name, you see one of the icons in Table 2-2 that
indicates the value’s type: string or binary. The Type column indicates the type of data
in that value. Unlike earlier versions of Regedit, the current version properly displays
all the different data types that Windows supports in the registry, and you can edit
most of them. That includes not only REG_Sz, REG_DWORD, and REG_BINARY, but also
REG_EXPAND_SZ, REG_MULTI_SZz, and so on. The Data column displays the value’s con-
tents. You'll easily recognize REG_DWORD and REG_Sz values in this column, but
REG_BINARY and other types of values are much more difficult to view in their entirety.
To get a better glimpse of binary values, click the View menu, and then click Display
Binary Data.

Table 2-2 Binary and String lcons

Icon Description
Binary values, including REG_DWORD and REG_BINARY
String values, including REG_SZ and REG_MULTI_SZ

Searching for Data

You're going to spend a lot of time searching the registry. I promise. This is particu-
larly true if youre an IT professional responsible for helping users, deploying Win-
dows, and so on. This is even true if you're a power user trying to figure out why a
program is doing something that you don’t particularly like. For instance, you might
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want to figure out why a program runs every time you start Windows. If you don’t
already know about the registry’s Run key, you’d have to search the registry for the pro-
gram’s file name. I spend a lot of time locating programs’ settings in the registry and
1 do that by searching for their names and file names.

You can search key names, value names, and string data in the registry. You can also
search for partial matches (searching for Windows matches both C:\Windows and Win-
dows XP) or require full matches. The first hit can take a long time to show up, so be
patient. It takes even longer if you're searching a remote computer’s registry. After
Regedit finds a hit, it selects the key or value it found. If Regedit searches to the end of
the registry without a match, it displays a message that says, “Finished searching
through the registry.” Here’s how to search using Registry Editor:

1. On the Edit menu, click Find.

2. Inthe Find dialog box, shown in Figure 2-2, type the text you want to find in the
Find What box.

3. To find keys whose names contain the text, select the Keys check box. To find
values whose names contain the text, select the Values check box. To find
REG_SZ values whose data contains the text, select the Data check box.

4. Click Find Next.

Press F3 to repeat your search if necessary.

Find what. [ hivelist
Keyps
Values
Drata

[ Match whale string only

Figure 2-2 Use fewer characters and partial matches to get more hits. Use more characters
or require full matches to get fewer hits.

You can significantly cut down the time it takes to search the registry by narrowing the
focus to keys, values, or data. For example, if you know that you want to search only
for values that contain certain characters in their names, limit your search to value
names. If you know that you're searching for data, limit your search to value data. In
the Find dialog box, shown in Figure 2-2, clear the Keys, Values, or Data check boxes
to prevent Regedit from searching those areas. Selecting the Match Whole String Only
check box won’t improve turnaround time, but it will reduce the number of hits you
receive and, because you don’t have to look at as many hits, make searching quicker.
Select this check box only if you're 100 percent certain about the name or data for
which you’re searching; otherwise, you won't find it.
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Searching Incrementally

Incremental searching makes finding subkeys and values in long lists much faster. It’s a
timesaver when you're trying to find a subkey in HKCR, because searching takes too long
and paging down the long list is boring. Here’s how it works: select in either pane the
first item in a long list, and then start typing the item you want to find. Regedit selects
the first item that matches what you've typed so far. So if you click the first subkey
under HKCR and then type wm, Regedit selects wmafile. Type d (without delaying too
long or the incremental search will restart), and Regedit selects wmpFile. You get the
idea. Keep in mind that it won’t find keys or values that are collapsed. That is, incremen-
tal searching only finds keys that you can see by scrolling the key pane up or down.

Searching in Binary Values

Regedit can’t search for REG_DWORD or binary values. It searches only for key names,
value names, or string values. This means that you can’t use Regedit to find numeric
values in REG_DWORD or REG_BINARY values, and you certainly can’t find text that Win-
dows stores as REG_BINARY values, which is very common.

The solution is straightforward, though. Export the branch that you want to search to
a REG file (i.e., Textreg). (See “Exporting Settings to Files,” later in this chapter, to
learn how to create a REG file.) Then open the REG file in Notepad, and search for the
number or binary string you want to find. You have to know how Regedit formats val-
ues in REG files in order to find them, however. Chapter 11, “Scripting Registry
Changes,” describes the format of REG files in detail. For now, you need to know what
the different types of values look like in a REG file, which is what Table 2-3 describes.
For example, if you want to find the word Jerry in a REG_BINARY value, you’d convert its
letters to their Unicode values, a task that’s easy if you know that a capital A has a hex
value of 0x0041, a lowercase a has a hex value of 0x0061, and the number 0 has a hex
value of 0x0030. Thus, Jerry as a binary string is 0x4A 0x00 0x65 0x00 0x72 0x00 0x72
0x00 0x79 0x00. (If you're not familiar with reverse byte notation and Unicode, see
Chapter 1, “Learning the Basics.”) To find binary strings that contain the word Jerry in
a REG file, search for 4a,00,65,00,72,00,72,00,79.

Table 2-3 REG File Data Formats

Type In Regedit In REG files
REG_SZ Microsoft windows XP "Microsoft windows XpP"
REG_DWORD 0x00000009 dword: 00000009

REG_BINARY 0XC2 0xX00 0x02 0X9E 0x00 0x00 hex:c2,00,02,9e,00,00, 3d
0X3D
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Table 2-3 contains only REG_Sz, REG_DWORD, and REG_BINARY examples. That’s because
Regedit uses a variation of REG_BINARY to represent all other value types. In a REG file,
for instance, a REG_MULTI_SZ looks like
hex(7):4a,00,65,00,72,00,72,00,79,00,00,00. Chapter 11 describes the format of
every value type and what they look like in REG files.

Bookmarking Favorite Keys

Regedit adopts one of Microsoft Internet Explorer’s most useful features: Favorites.
This enables you to bookmark the subkeys that you edit most frequently and to return
to them quickly. Clicking a subkey on the Favorites menu is certainly a better alterna-
tive to clicking your way through the key pane or, worse yet, trying to remember
where Windows stores the Run key in the registry. Adding a key to Favorites is easy,
and after you add it, you can click its name on the Favorites menu (as shown in
Figure 2-3) and go straight to that key.

% Registry Editor
File Edt Wiew Help
3 Add to Favorites Type Dats
C15¢  Remove Favarite REG.SZ {alue nok set)

LT
REG_S7 My ComputeriHKEY_CURR...
[ Explory  APPlets

) Group| LSO REG_SZ My Computer\HKEY_CLASS. ..
[ Grpcor  HKEUL,. \Control PanelyDesktop nirol Pan... REG_SZ My ComputeriHKEY_CLRR...
D Intern HKCUY,. \Windows\Currentversion ndows\Cu... REG_SZ My ComputeriHKEY_CURR...
03 ke HELMI.. \WindowsiCurrentversion  MdewsiCu... REG_SZ My Computer\HKEY_LOCAL...
(21 Wetcache
(3 policies
A Run
(27 settings

(23 shell Extensions
{21 syncmgr
(21 Telephony
(1 ThemeManager
(2 Themes
(1 Wehchack
{2 WinTrust w
< >

Contains commands for accessing frequently used keys.

Figure 2-3 Bookmark your most-used keys to return to them quickly.

To add a key to Favorites, click it, and then click Favorites, Add To Favorites. In the
Add To Favorites dialog box, type a descriptive name for your shortcut. I typically
name shortcuts with the root key and last couple of subkeys, such as Hkcu\..\windows
\currentversion, so that I can quickly tell whether the shortcut is in Hkcu or HKkLM (as
they have similar structures). Using the full name, such as Hkcu\software
\Microsoft\windows\Currentversion, isn’t practical, because it makes the menu too
wide.

You might like to have some help starting your Favorites list. Thus, the following list
shows you what I typically put on mine:

B HKCR\CLSID
B HKCU\Control Panel\Desktop

B HKCU\Software\Microsoft\Active Setup\Installed Components
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Q)

HKCU\Software\Microsoft\Internet Explorer
HKCU\Software\Microsoft\windows\CurrentVversion
HKCU\Software\Microsoft\windows\Currentversion\Explorer
HKCU\Software\Policies

HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components
HKLM\SOFTWARE\Microsoft\windows\CurrentVversion
HKLM\SOFTWARE\Microsoft\windows\CurrentVersion\Explorer

HKLM\SOFTWARE\Policies

HKLM\SYSTEM\CurrentControlSet\Control

Removing a key from Favorites is also easy. On the Favorites menu, click Remove
Favorite, and then click the names of the keys you want to remove. If you want to
rename keys in Favorites, you can edit the key Hkcu\software\Microsoft\win-
dows\Currentversion\Applets\Regedit\Favorites and rename shortcuts or change
their targets.

Tip Regedit displays keys in the order that you added them; it doesn't sort them
alphabetically. If you want this list to be in alphabetical order, export HKCU\Soft-
ware\Microsoft\Windows\Currentversion\Applets\Regedit\Favorites toa
REG file. Edit the REG file to sort the keys in alphabetical order or any other order that
you prefer, and then import the REG file back into the registry after removing the
Favorites key. The Favorites menu is resorted. Save this REG file, too, so you can use
your favorites elsewhere.

Using Better Techniques

After a while, youw’ll know enough about the registry in Windows to search much more
quickly. You'll know where to begin and end your searches so that you don’t waste
your time searching parts of the registry where you're not going to find what you want.
To limit your search, click a subkey near where you want to begin, and then search. As
you repeat your search by pressing F3, keep an eye on the status bar and notice the
key that contains the current hit. After you've gone past the branch that you think
should contain the value, quit searching.

Here’s an example of focusing a search. When you build a default user profile, which
is covered in Chapter 12, “Deploying User Profiles,” youw'll check it for references to the
current user profile folder, which you don’t want to deploy to desktops throughout
the organization. To narrow your search to that profile, you'll select its first key in the
registry and then search for the path, deciding along the way what to do with any
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references to your search that you find. After you're out of that profile, though, quit
searching so that you don’t waste your time and accidentally change values you don’t
intend to change.

Other examples of focusing searches to find data faster are:

B Limiting your search to HKCR when you want to find values related to file associ-
ations. For that matter, do an incremental search to speed things up.

B Looking only in the branches Hkcu\Software and HKLM\SOFTWARE to find pro-
grams’ settings. And if you know the names of the vendor and program, you can
go straight to the key that contains its settings because you know that programs
store their settings in Hkcu and HKLM in the branch software\ company\ Program
\Version.

B Searching Hkcu if you know you're searching for per-user settings, and searching
HkLM if you know you're searching for per-machine settings.

m Searching the branch HkLM\system if you're looking for device driver and service
settings.

Shareware Search Tools

Avariety of shareware tools are available for searching the registry. They are far
more advanced than Regedit and designed specifically to make digging
around the registry easier and quicker. You can download evaluation versions
of these tools at any shareware site. Try http;//www.zdnet.com/downloads or
http://www.tucows.com. Here are some of the most popular:

B Registry Crawler from 4Developers at http://www.4developers.com

B Registry Toolkit from Funduc Software at http://www.funduc.com

B Resplendent Registrar from Resplendence at http;//www.resplendence.com
|

Registry Detective from PC Magazine at http://www.pcmagazine.com

Registry Crawler is my personal favorite, but the other tools also get good
results. Registry Crawler not only searches the registry faster than Regedit does
but also has features that make the task easier. You can access the tool quickly
from the system tray. It presents a list of matches that you see all at once, rather
than bouncing around from hit to hit, and you can export the results to a REG
file. It also enables you to search the registries of multiple computers at one time
if you have access to them over a network. Its most powerful feature is its search-
and-replace capability, however, which enables you to replace all instances of a
value with another.
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Editing the Registry

In Regedit, assuming that a key’s or a value’s permissions don’t prevent it, you can
add, delete, and rename keys and values. You can also change most values.

As yow’d suspect, there’s more than one way to do just about anything in Regedit.
You'll find three different ways to change a value: through the main menu, through
the shortcut menu, or with a keyboard shortcut. Use whichever method is right for
you, but I prefer keyboard shortcuts because I deplore touching the mouse without a
reason. You can edit any value by selecting it and pressing ENTER.

The following sections describe the features that Regedit provides for editing the reg-
istry. These are the basic steps that you'll rely on throughout this book.

Changing Values

[ promise that 99.999 percent of the time, when working with Regedit, you will dou-
ble-click a value to change it. There are other ways you can change a value, however.
One way is to click Edit, Modify. Another way is to right-click the value, and then click
Modify on the shortcut menu.

Regedit displays a different editor depending on the value’s type. For example, Regedit
opens the Edit String dialog box when you edit a REG_sz value. It displays the Edit
DWORD Value dialog box when you edit a REG_bworp value. Unlike the version of
Regedit that comes with Windows 2000, the version in Windows XP and Windows
Server 2003 doesn’t make you use the Edit Binary Value dialog box for values such as
REG_MULTI_sz. This version has dialog boxes for almost all the value types that Win-
dows supports. The following graphics show what the different editors look like, with
a description of each.

You use the Edit String dialog box to edit REG_Sz and REG_EXPAND_SZ values. Enclosing
the value in quotation marks isn’t necessary unless you intend to include the quota-
tion marks in your value. You can copy values from this dialog box to the Clipboard
and then paste them into scripts and documents.

Edit String

Walue name:
SCRMSAVE.EXE

Walue data:
C:AwIMD OS5 S petem 324 ogon, sor

Ok ] [ Cancel
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You use the Edit DWORD Value dialog box to edit REG_bwoRD values. By default, you're
editing a hexadecimal value, but you won't include any prefixes such as 0x in the
value; you just type the hexadecimal digits. Select the Decimal option to edit the value
as a decimal number. Notice that Regedit displays REG_DwORD values in the Value Data
box using both hexadecimal and decimal notations.

Edit DWORD Value
Walue name:
|Hidelcons |
Walue data: Baze
O Decimal
[ Ok ] [ Cancel ]

You use the Edit Binary Value dialog box to edit REG_BINARY values. The first column
of numbers in this dialog box is the offset, starting from zero. The second column of
numbers contains the binary string in hexadecimal notation. The last column shows
the text representation of the binary string. You can edit either the second or third col-
umn. You can type hexadecimal digits in the second column or plain text in the third.

Edit Binary ¥alue

Walue name:

Windows Classic |

Walue data:

gooo 02 00 00 00 03 00 00 00
goos 01 00 00 00 10 00 00 00
goio 10 00 00 00 12 00 00 00
oo1s 12 00 00 00 FS FF FF FF ... &%V
gozo 00 00 00 0O OO0 0O 00 0O ........
goz2s 00 00 00 0O BC 02 00 00 ... . % ..
o030 00 00 00 0O OO0 0O OO0 0O ...

003g 4D 00 69 00 63 00 72 00 H.i.c.r.
0040 &F 00 73 00 6F 00 66 00 o.s.o.f.
oo4s 74 00 20 00 53 00 61 00 t. .S5.a.
0os0 eE 00 73 00 20 00 53 00 n.=s. .S.
0oss 65 00 72 00 69 00 66 00 e.r.i.f.
0o0g0 00 00 FC 7F 22 14 FC 7F . dl" .l
[ Ok ] [ Cancel ]

You use the Edit Multi-String dialog box to edit REG_MULTI_sz values. Each string is on
its own line with no blank lines.
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Edit Multi-String

Walue name:

‘ideoBiosWersion |

Walue data:
Wideo memory: 1 ME  Device Revision: 2.0 ~
Hardware Yersion 0.0 i

[ Ok ][ Cancel ]

To change a value, click Edit, Modify, and then type the value’s new data into the
Value Data box. When you change a value using Regedit, the editor immediately
applies that change to the registry, but that doesn’t mean Windows or other programs
have incorporated the change. In fact, no changes are incorporated until the program
or operating system has a reason to load or reload that value from the registry. For
example, if you change the Windows Explorer settings in the registry, open windows
won'’t reflect those changes—you must close and reopen those windows. If you cus-
tomize Microsoft Office 2003 Editions, you must shut down and restart it before it’ll
recognize your changes. Settings that Windows loads are applied only when you log
on to the operating system, and per-user settings, such as the location of shell folders
like Favorites, require you to log off and back on to Windows for your changes to be
reflected. Likewise, settings in HKLM and per-machine settings often require you to
restart the computer for Windows to recognize those changes because the operating
system loads those settings only as it starts.

Chances are good that you're going to make mistakes. Unless you have access to a test
lab, you're likely to experiment on your production computer. (Read “production” as
“essential.”) An alternative is to use Microsoft Virtual PC for testing. If things get
unmanageable, don’t panic, and by all means, don’t make things worse by restarting
your computer over and over again or editing away at the registry until there’s nothing
left. Instead, see Chapter 3, “Backing up the Registry,” to learn how to easily recover
your recent working configuration.

More Info  For more information on Virtual PC, see http.//www.microsoft.com
Jvirtualpc.
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Clipboard Tricks

If you're writing scripts, documentation, or deployment plans, you'll be typing a
lot of key names and values. This is an error-prone and painful process, and it’s
one that you can do much more easily using the Clipboard.

For example, instead of trying to type a fully qualified key name, flipping back
and forth between Regedit and your text editor, and trying to remember each
subkey in the branch, just copy the key name to the Clipboard and then paste
it into your document: in the key pane, right-click a key, and then click Copy
Key Name.

You can copy value names and data to the Clipboard, too. Value names don’t
tend to be long, but using the Clipboard is the only way to ensure you have
the value’s data correct. In the value pane, right-click the value whose name
you want to copy to the Clipboard, and click Rename. Press CTRL+C to copy
the name to the Clipboard, and then press ESC so that you don’t acciden-
tally change the name. If you prefer a less risky way to copy a value’s name,
edit the value, select the value’s name, and then press CTRL+C to copy it to
the Clipboard.

Copying a value’s data to the Clipboard is useful and easy: edit the value, select
the value’s data, and then press CTRL+C to copy it to the Clipboard. This is a
great way to back up data before changing it. Before changing a value, copy its
data to the Clipboard, create a new value of the same type, and then paste the
data from the Clipboard into the new value. For example, if I wanted to change
a ReG_sz value called stubpath, I'd copy its data to the Clipboard and then paste
that data into a new REG_sz value called stubpathBackup. Then, if the change
didn’t work out, I could restore the original value and repair the problem that I
created with my edits.

Adding Keys or Values

You would create keys and values only if you were instructed to do so—that is, if you
know adding the value will have some effect. For example, the Microsoft Knowledge
Base often instructs you to add a value that fixes a certain problem. Throughout this
book, you learn about values you can add to the registry that customize Windows.
Otherwise, adding a value that no program reads does not accomplish anything. If
you want to add something to the registry, take a look at some of the tips in Chapter 4,
“Hacking the Registry,” or Chapter 18, “Fixing Common IT Problems.”
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To create a new key, first click the key under which you want to create a subkey; click
Edit, New, and Key; and then type a name for the new key. When you create a new key,
Regedit names it New Key #N, where N is an incremental number beginning with 1,
and then selects the name so you can change it.

Creating a new value is similar:

1. In the Key pane, click the key in which you want to add a value.

2. Onthe Edit menu, click New, and then click the type of value you want to create:
String Value, Binary Value, DWORD Value, Multi-String Value, or Expandable
String Value.

3. Type a name for the new value.

Regedit names the new value New value #N and then selects it so you can type a new
name. Windows requires all names contained in a key to be unique. No two subkeys
can have the same name, and no two values can have the same name. That’s why
Regedit names new values New value #1, New value #2, and so on. The default data
for binary values is null, or no value whatsoever. The default value for strings is the
empty string. The default value for REG_bwoRD values is 0. After you create a new value,
you edit it to change its value from the default.

Deleting Keys or Values

Click the key or value that you want to delete, and then click Edit, Delete. I don’t
delete settings often, but there are a few recurring circumstances in which it’s neces-
sary. The first is when I want to reset a program’s settings. For example, to reset
Regedit’s view settings, you must remove the value that contains them. You can delete
most programs’ settings by deleting the settings from the registry. You just have to
know where to look: the branch software\ compam\ Program\version, under HKCU
and HKLM. Although deleting a program’s values works well for programs that re-create
missing settings, it’s not a solution for programs that don’t work when their settings
are missing.

Another circumstance in which I delete settings is when I want to tidy up the registry
a bit. Often, the registry contains references to files that don’t exist (orphan settings) or
settings that just shouldn’t be in the registry anymore, particularly after their program
has been removed. With a little thought and a little luck, you can clean these settings
out of the registry. Chapter 9, “Troubleshooting Problems,” is a helpful resource for
either scenario.
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Q Tip There's a better, safer way to remove keys and values than just deleting them.
You can rename settings you want to remove, which hides them from any code that's
looking for them. Just add your initials to the beginning of the key or value’s name. For
example, | can hide a value called session by renaming it JH-Session. Then if some-
thing goes terribly wrong (and it happens from time to time when digging around in

the registry), | can remove the current version of Session and give the old version its
original name.

Renaming Keys or Values

In Regedit, you can'’t click a selected file to rename it as you can do in Windows
Explorer. Instead, you click the key or value that you want to rename and then click
Rename on the Edit menu. You can also click the key or value you want to rename
and then press F2.

In the section “Deleting Keys or Values,” you learned that one of the main reasons I
rename keys and values is to hide them from Windows and other programs instead of
permanently deleting them. Then, only after I'm happy with the result, I permanently
remove the item. Sometimes I don’t even bother to do that, as renamed keys serve as
good documentation for the changes I make in the registry. To rename a key or a
value, select the key, click Edit, Rename, and type a new name.

Printing the Registry

Regedit has a feature that prints all or part of the registry. I confess that I've never
printed anything in the registry; I just haven’t found a good reason to do it. You can
certainly print subkeys as a backup before making changes, butI tend to use hive files
for that purpose, and this doesn’t require me to retype keys, values, and data to restore
the old settings. You might not get much use out of the print feature, but this chapter
wouldn’t be complete without describing how to use it. To print all or part of the reg-
istry, follow these steps:

1. Click the key you want to print, keeping in mind that you're going to print every
subkey and value under it.

2. On the File menu, click Print to display the Print dialog box, shown in
Figure 2-4.

3. Do one of the following:

0 To print the entire registry, select All.

0 To print the selected branch, select Selected Branch.
4. Click Print.
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Print

General |

Select Printer

Add Printer

Location:
Comment:

Frint range

Oal

Status: Feady

(® Selected branch

ClFiinttofie [ Preferences |

| HEEY_CURREMT_USERMS oftware\Microzoft\\WindowshCurrentersion',

[ Frint H Cancel ][ Apply ]

Figure 2-4 The format of Regedit’s printer output is the same as the format that Regedit
uses when exporting portions of the registry to a text file.

Listing 2-1 shows you what Regedit’s printer output looks like. As you see, it’s not very
useful except maybe as a temporary way to remember values. Still, Microsoft greatly
improved Regedit’s printer output for Windows. Regedit now prints REG_DWORD values
so they look like REG_DWORD values, rather than printing them as binary values in little-
endian format. (See Chapter 1, “Learning the Basics.”) Regedit also prints binary val-
ues along with their ASClII-equivalent text. Finally, this version of Regedit actually
prints each value’s type so that you don’t have to flip through pages to figure it out.

Listing 2-1 Sample Printer Output

Key Name:
Class Name:

Last Write Time:

value 0
Name:
Type:
Data:

value 1
Name:
Type:
Data:

value 2
Name:
Type:
Data:

value 3
Name:
Type:
Data:

HKEY_LOCAL_MACHINE\SYSTEM\Setup
<NO CLASS>
1/2/2002 - 1:16 AM

SetupType
REG_DWORD
0x0

SystemSetupInProgress
REG_DWORD
0x0

cmdLine

REG_SZ

SystemPrefix
REG_BINARY

00000000 cd 03 00 00 00 80 3c d2 - I..... <0
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value 4

Name: SystemPartition

Type: REG_SZ

Data: \Device\Harddiskvolumel
value 5

Name: OsLoaderPath

Type: REG_SZ

Data: \

Exporting Settings to Files

Exporting all or part of the registry is something that IT professionals and power
users do often. By exporting, I mean copying portions of the registry to another file,
typically a REG file, though hive files are more useful. This is a great way to back up set-
tings so you can easily restore them later, if necessary. It’s also a good way to share set-
tings with other users or computers. I often create REG files for settings I prefer so that
I can change those settings simply by importing a REG file rather than clicking my way
through the Windows user interface—one double-click replaces a hundred clicks.

In the IT world, exporting settings to REG files has practical purposes, too. The first is
deployment. REG files are the simplest and often the only way to deploy some settings
with Windows. You can deploy REG files through your Windows answer file, for
example, as you will learn in Chapter 14, “Deploying with Answer Files.” It’s also a
convenient way to deploy settings from an intranet or help desk. REG files are also an
easy way to add settings to your Office 2003 Editions deployment. You can do this
through the Custom Installation Wizard found in the Microsoft Office 2003 Editions
Resource Kit. Chapter 17, “Deploying Office 2003 Settings,” describes how to add REG
files to an Office 2003 Editions installation.

Regedit exports settings to four different types of files: registration, Win9x/NT4 regis-
tration, hive files, and text files. The differences between the four are significant, and
you learn about them later in this chapter. Follow these steps to export branches of
the registry to files:

1. Click the key at the top of the branch you want to export.

2. On the File menu, click Export to display the Export Registry File dialog box,
shown in Figure 2-5.

In the File Name box, type a name for the file you're creating.
4. Select one of the following options, depending on the export range you want:
O To back up the entire registry, select the All option.

0 To back up the selected branch, select the Selected Branch option.



52 Part I: Registry Overview

5. In the Save As Type drop-down list, click the type of file you want to create: Reg-
istration Files (*.reg), Registry Hive Files (*.*), Text Files (*.txt), or Win9x/NT4
Registration Files (*.reg).

6. Click Save.

Export Registry File Elg‘
Savein: | () My Documents v O @ |-
My Music
(Z My Pictures
My Riecent
Documents
Desktop
My Documents
-
50
My Computer
‘,‘] File name: Shel v =]
‘. J
My Metwork | Save as type Risgistation Files [“req) Cancel
B Riegistuy Hive Files )
Ol Tent Files [* tu]
Wind/NT4 Fiegistration Files ["reg)
(® Selected branch Al Files
[HKEY_CURRENT_USER\SeftwareMicrasoft Windows\Shell ]

Figure 2-5 Make sure you select the file format you want to use, regardless of the file
extension you type in the File Name box.

Importing a file into the registry is similar to opening a file. Click File, Import; in the
Files Of Type drop-down list, click the type of file that you're importing; then, in the
File Name box, type the path and name of the file you're importing. The following sec-
tions describe each of the file types that you see in the Save As Type and Files Of Type
drop-down lists. Each type is a different file format and is thus suited to different pur-
poses than the other types are.

Registration Files

Registration files are version 5 (Unicode) REG files—plain text files that look similar to
INI files. Each section name represents a key, and each item in a section represents a
value. Listing 2-2 is a sample of a version 5 REG file:

Listing 2-2 Sample Version 5 REG File
windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Sample]

"String"="Jerry Honeycutt"
"Binary"=hex:01,02,03,04,05,06,07,08

"DWORD"=dword: 00004377

"Expandable Sstring"=hex(2):25,00,55,00,53,00,45,00,52,00,00,00
"Multistring"=hex(7):48,00,65,00,6c,00,6c,00,6f,00,00,00,00

[HKEY_CURRENT_USER\Sample\Subkey]
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The most important thing to know about version 5 REG files is that they are Unicode,
and some programs can’t handle Unicode REG files properly. And because these files
are Unicode, each character in the REG_EXPAND_SZ and REG_MULTI_sz values is two bytes
wide. In Listing 2-2, you’ll notice this in the values called Expandable stringand mul-
tistring. For example, the letter A is 0x0041, not 0x41. For more information about
Unicode-encoded text, see Chapter 1, “Learning the Basics.” Windows 2000, Win-
dows XP, and Windows Server 2003 are the only Microsoft operating systems that
support version 5 REG files.

Earlier in this section, you learned how to import REG files using Regedit. You can
also double-click a REG file to merge it into the registry. Regedit will prompt you to
merge the settings that the file contains into the registry and, after you click Yes, it will
tell you when it’s finished. If you're deploying a REG file to users, however, you don’t
want them to see the message or answer the prompt, so you'll use Regedit’s /s com-
mand-line option to run the program quietly. For example, use the command line
regedit settings.reg /s from batch files, scripts, answer files, or even from the Cus-
tom Installation Wizard found in the Microsoft Office 2003 Editions Resource Kit. For
more information about creating and deploying REG files, see the following chapters:

m  Chapter 11, “Scripting Registry Changes,” describes the format of each value
type in REG files and shows you how to build them manually.

m Chapter 14, “Deploying with Answer Files,” describes how to deploy REG files
as part of your Windows answer file—a great way to deploy user settings.

m Chapter 17, “Deploying Office 2003 Settings,” describes how to deploy REG files
as part of your Office 2003 customizations.

Caution Don't import a REG file created in one version of Windows into another
version—at least not without thinking about it carefully. For example, exporting hard-
ware settings from the Windows NT 4.0 registry and importing them into the Win-
dows XP or Windows Server 2003 registry will likely wreak havoc on either operating
system. Some settings are fine to share across Windows versions, however, such as file
associations in HKCR and some programs’ settings. Use common sense.
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Win9x/NT4 Registration Files

Hive Files

Win9x/NT4 registration files are version 4 (ANSI) REG files, which Windows 95,
Windows 98, Windows Me, and Windows NT 4.0 support. Listing 2-3 is a version 4
ANSI REG file. The settings are the same as those in the version 5 Unicode REG file
that you saw in the preceding section:

Listing 2-3 Sample Version 4 REG File
REGEDIT4

[HKEY_CURRENT_USER\Sample]

"String"="Jerry Honeycutt"
"Binary"=hex:01,02,03,04,05,06,07,08
"DWORD"=dword: 00004377

"Expandable string"=hex(2):25,55,53,45,52,00
"Multistring"=hex(7):48,65,6c,6c,6f,00,00

[HKEY_CURRENT_USER\SampTle\Subkey]

Instead of Unicode text, version 4 files are ANSI text files. That means that each char-
acter is a single byte wide. The letter A is 0x41. You notice the difference between this
and the earlier Unicode REG file in the Expandable string and Multistring values.
Characters in the REG_EXPAND_Sz and REG_MULTI_sSz values are single bytes, which is
more intuitive for most people. This is the file format that’s compatible with programs
expecting ANSI REG files, and it has the added benetfit of being compatible with ear-
lier versions of Regedit.

Hive files are binary files that contain portions of the registry. As you recall from Chap-
ter 1, “Learning the Basics,” Windows stores different parts of the registry in different
hive files. Regedit displays all these hives together in one logical unit. Hive files are
useful tools, though. You can export branches to hive files that can then be imported
to another computer or by another user. They're great backups.

Exported hive files have purposes similar to those of REG files. Hive files have most of
the advantages of REG files, except that you can’t view and edit them in a text editor.
Also, they can’t target individual settings. The advantage that hive files have over REG
files is that you can load and edit them in Regedit without actually replacing your own

settings. The section “Working with Hive Files,” later in this chapter, describes how to
load hive files.
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Choosing Between REG and Hive Files

Regedit exports branches to four different file formats. Each format has
strengths and weaknesses that make it appropriate for some tasks and useless
for others. This section should help you choose the right format each time.

Exporting to hive files is my choice most of the time. I like hive files because
they’re much more accurate than either type of REG file. They are the same for-
mat as the Windows working hive files, so they represent settings in exactly the
same way. Also, when you import a hive file, Regedit deletes the branch it’s
replacing before importing the settings. In other words, the editor removes any
settings that exist in the working registry but do not exist in the hive file you're
importing. When restoring keys from a backup after an unsuccessful registry
edit, this is exactly the behavior you want. Hive files have another strength that
makes them my choice most of the time: you can load them as new hives and
view their contents without affecting other parts of the registry. The only draw-
back to this is that you can’t view them in Notepad.

Although hive files are usually my choice, there are a few scenarios that require
me to use REG files. The first is when I'm working with programs that don'’t
understand hive files. For example, the Custom Installation Wizard found in
Microsoft Office 2003 Editions Resource Kit can read REG files but not hive files.
The second scenario is when I'm exporting settings to different versions of Win-
dows. Windows 98 doesn’t provide a way to load hive files. Finally, and impor-
tantly, when I'm trying to track down a setting in the registry by comparing
snapshots, comparing two hive files isn’t feasible, but comparing two REG files
is easy using Microsoft Word 2002.

You can export keys to text files, but you can’t import keys back into the registry. If
you're curious about what an exported text file looks like, take a look at the sample
printer output in the “Printing the Registry” section earlier in this chapter. Exported
text files and printer output are one and the same. Regedit makes exported text files
more readable than REG files are, which can help you interpret settings better, but
that’s about the only use of text files.
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Working with Hive Files

There are two scenarios in which working with hive files is an important part of an IT
professional’s job. The first is when creating a default user profile, which you learn
how to do in Chapter 12, “Deploying User Profiles.” The other is troubleshooting. You
can take a hive file from a computer or user profile that’s not working properly, repair
it on another computer, and then replace it on the original computer.

Loading a hive file is different from importing a hive file. When you import a hive file,
which you learned how to do in the previous section, you actually replace settings in
the registry. In other words, you load the hive file over existing settings. When you
load a hive file, you create a whole new branch in the registry that doesn’t overlap or
replace any other branch. This enables you to edit the settings in a hive file without
changing your own settings. Here’s how to load a hive file into the registry:

1. In the key pane, click either HKu or HKLM.
2. On the File menu, click Load Hive.

3. Inthe File Name box, type the path and file name of the hive file you're loading,
and then click Open.

4. 1In the Key Name box, shown in Figure 2-6, type the name you want to assign to
the hive.

The name you give to the key is arbitrary. Use any name that helps you identify the
hive file that you're loading. All you’re doing in this step is creating a root key in which
to load the hive file.

Load Hive

Key Mame:
Default Profile

I Ok H Cancel ]

Figure 2-6 Type a name that describes what the hive file contains.

When you're finished editing settings in the hive file, you must unload it before doing
anything else with it, such as copying it to a removable disk. That’s because Windows
locks the file until you unload it. Unloading a hive file is easy: click the key into which
you loaded the hive, which you specified in step 4, and then click Unload Hive on the
File menu. If you get an error message when you try to copy the hive file or profile
folder that contains a hive file, you probably forgot to unload it from the registry.
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Command-Line Alternative

Windows comes with a great command-line alternative to Regedit. Anything you
can do with Regedit, you can also do with Console Registry Tool for Windows,
otherwise known as Reg.exe. And this tool is installed by default with Windows
XP and Windows Server 2003, unlike earlier versions of Windows, which
required you to get the tool from the resource kits.

What's so great about a command-line registry editor? You can use it to script
registry changes. For example, you can write a batch file that automatically
backs up a portion of the registry. Imagine a batch file that extracts hardware
information from a computer and dumps it onto a network share. That's a
quick inventory system. Recently, T used Reg.exe to extract the GUID from
every computer on a network so that I could configure them as managed com-
puters in Active Directory. (See Chapter 1, “Learning the Basics.”)This was a
huge timesaver.

Chapter 11, “Scripting Registry Changes,” describes Console Registry Tool for
Windows in great detail. For more information, you can also type Reg.exe at the
Windows command prompt.

Getting Beyond Basics

This chapter described Regedit’s essential features. These are the basics that you must
know to perform routine tasks such as changing registry values. What you didn’t
learn in this chapter are some of the more advanced tasks that an IT professional or
power user needs in order to truly master Windows. From this point forward, it’s time
to get past the basics and branch out into other parts of this book. Learn more about
Regedit in the following chapters:

m Chapter 3, “Backing Up the Registry,” describes how to use Regedit as a trouble-
shooting tool. You also learn how to protect the registry.

m Chapter 8, “Configuring Windows Security,” describes how to set subkeys’ per-
missions using Regedit. You also learn how to secure remote registry editing to
prevent users from gaining access to other users’ registries.

m Chapter 12, “Deploying User Profiles,” shows you how to use Regedit to edit the
settings in a user profile so you can deploy those settings to hundreds or even
thousands of desktops throughout the organization.
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Mistakes happen—whether they are due to your own silly errors or to users’ meddling
with the registry when they shouldn’t. Nothing can happen that warrants a lot of anxi-
ety, however. Ninety-nine times out of 100, the tools you learn about in this chapter can
prevent or overcome any registry error. Because I know how to use these tools, there’s
been only one time when I broke a computer so badly that I gave up and reinstalled
Microsoft Windows XP. The sad part was that after spending hours reinstalling the
operating system and incumbent applications, I discovered an easy fix for the problem.

Not only do most of these tools back up and protect the registry, they're also features that
push the reliability of Windows XP and Microsoft Windows Server 2003 (Windows) far
beyond the levels present in earlier versions of Windows. System Restore ensures that
you can roll back the configuration of Windows XP to an earlier state, which the operat-
ing system saves automatically. Other features that make Windows more stable include
Device Driver Rollback, Error Reporting, and Windows Driver Protection. See http://
www.microsoft.com/ technet/prodtechnol/winxppro/plan,/rIbwinxp.mspx for the “Reliability
Improvements in Windows XP Professional” white paper.

In this chapter, I show you many ways to restore a configuration, but you won’t need
all of them. Pick one or two techniques that work for you, and stick with them. In par-
ticular, decide which of the methods you're going to use to protect the registry while
editing it. I prefer to save keys to hive files before making changes to the registry, but
you might prefer to make backup copies of individual values. Also, you definitely need
to know about System Restore in Windows XP. Chapter 9, “Troubleshooting Prob-
lems,” describes advanced troubleshooting tools that you turn to only when things
are so dire that you have no other choice.

Many of these tools require advance preparation. For example, to restore a backup
copy of the registry, you must have made a backup. Read this chapter first in prepara-
tion for problems that hopefully won’t occur.

59
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Editing the Registry Safely

It’s easy to forget about backing up values before making what seem to be simple
changes. But how do you know that a simple change isn’t going to be the one that
causes a major error? You don’t—so you should back up values before changing or
deleting them. There are both easy and difficult ways to do this; I'm going to show you
the easy ways.

You'll learn three techniques in this section. The first is making backup copies of val-
ues, which you can quickly restore in the registry. Backups also document the changes
you make. The second is exporting the part of the registry in which you’re working to
aREG file. I don’t like this method for reasons that I'll explain later, but a REG file has
the advantage of being readable, and this is the method that most people use. The
third method, and my first choice when making significant changes, is exporting
branches to hive files. This method is the most accurate way to back up and restore
parts of the registry. Using any of these methods, you’ll be able to recover from most
pitfalls.

Tip If these techniques fail, or if you're planning on major changes to the registry,
move on to the techniques described later in this chapter. System Restore can get you
out of trouble most of the time; it fails only when Windows XP no longer even starts
properly. (System Restore is only available in Windows XP) In that case, you're left with
Automated System Recovery and Recovery Console, which are tools you learn about
in Chapter 9, “Troubleshooting Problems.” But first try starting Windows XP in Safe
Mode and then running System Restore. Do you find yourself making the same
changes over and over again? | tend to customize the same settings every time | install
Windows or every time | log on to a computer and get a new user profile. You don't
have to worry about backing up the values you're changing if you write a script to
change them automatically. Test the script carefully so you can apply it with assurance
that it works properly. Chapter 11, “Scripting Registry Changes,” shows you how to

write these scripts. Test them again every time you change them, too.

Copying Single Values

The easiest way to leave a way out if things go wrong is to make backup copies of
values before changing them.

Here’s how to do it: rename the original value to something like Initials_Name, where
Initials is your initials, and Name is the value’s original name. Add a date if you think
you're going to change the value often. Then use the original name and type to add a
new value with new data. Alternatively, use a new name to create a new value of the
same type as that of the value you're changing. Copy the original value’s data to the
Clipboard, and then paste it into the new value. You're ready to change the value, and
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if you don’t like the result, you can restore the original value with little effort. Figure 3-1
shows backup settings in the key Hkcu\control Panel\Desktop.

Hame Type Data
[28]Default)y REG_SZ {walue ot set)
8] ctivewndTrkTimeout REG_DWORD 000000000 (0)
[28]autoEndTasks REG_SZ 0
8] caretwidth REG_DWORD 0x00000001 (1)
[2B]caalsmitch REG_57 1
[28] CoolswitchCalumns REG_SZ H
[2B]coalsmitchraws REG_57 3
[0 cursorBlinkRate REG_SZ 530
[28]oragFultwindows REG_SZ 1
[2B]DragHsight REG_57 4
[28]oragwidth REG_SZ 4
[2B]Fantsmacthing REG_SZ 2
[&8)FortSmoothingType REG DWORD 000000001 (1)
4] ForegroundFlashCount REG_DWORD 0500000002 {2) |
[84]ForeqroundLockTimeout _ REG_DWORD 0x0001d4<0 (120000) New values
ab] cridGr anularity REG_S52 0
[ab] AppTime B S000

REG_DWORD 0%00000003 (3)

|25] H_ForegroundFlashCount Back |
i REG DWORD 0:00030d40 (200000 ackup values

28] 21 _ForegroundLodkTmeout

|ab]LowiPowersctive REG_SZ 0
[2B]LomPawerTimecut REG_57 0
[28]MenushawDelay REG_SZ 400
[2B]originalwalipaper REG_57
[88]PaintDesktapversion REG_DWORD 000000000 (0}
Pattern REG_SZ {Hone)
[2B]Powsroffactive REG_57 0
[3b]PoneroffTimeout REG_SZ 0

Figure 3-1 Backing up values in the registry is like having a built-in revision-tracking
feature.

Likewise, instead of deleting a value, which you can recover only by memory because
Registry Editor (Regedit) does not have an Undo feature, you can rename the value to
hide it from any program that’s looking for it. The effect is the same, and you can
always restore the value by restoring its name. Although you can’t easily back up entire
branches before changing settings in them, you can hide entire branches to make it
seem like they no longer exist. This is a safe way to remove a program’s settings from
the registry so that the program might be able to re-create them, for example. This is
your Undo feature.

Printing portions of the registry isn’t an alternative to creating backups of them. You
would have to restore each and every value manually from the information on the
printout, and the format isn’t easily readable. If you want just a quick snapshot of a
value before you change it, take a screen shot instead: press ALT+PRTSCN, and then
paste the screenshot into Microsoft Paint. Print or save your screenshot for future
reference.

Backing Up to REG Files

If you'd rather have a more tangible backup, one with which you can restore an entire
branch, export that branch to a REG file. In Regedit, click the top-level key in the
branch you're editing. Then, on the File menu, click Export, type the name of the REG
file to which you want to export the branch’s settings, and then click Save. Your set-
tings are safely saved, and you can edit that branch knowing that restoring the original
values will be easy. Don’t export the entire registry—this takes a very long time. Back
up only the branch in which you’re working.
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Restoring your backup REG file is easy, too. On Regedit’s File menu, click Import; type
the name of the REG file that contains your settings; and then click Open. You can
also double-click the file to import it.  mentioned earlier that I don’t like using REG
files to back up settings. This is because when you import a REG file, Regedit merges
the REG file’s settings into the registry rather than replacing them. That means that
Regedit replaces or creates any value that the REG file contains, but values that the
REG file doesn’t contain aren’t removed from the registry. This creates a problem if
you add values to the registry while editing it, because importing the REG file doesn’t
remove them. See Table 3-1 for a summary of the merge process.

Table 3-1 Merging REG Files

Value Exists Value Exists

in REG File? in Registry? Action

No No None.

No Yes Regedit doesn’t remove or change the value in the
registry.

Yes No Regedit adds the value.

Yes Yes Regedit changes the value.

Note Most of the techniques you'll learn about in this chapter work remotely, too.
You can back up and restore keys for other users. If your computer fails while logging
on to Windows, you can access the computer over the network and restore that com-
puter’s settings using Regedit. On the File menu, click Connect Network Registry, and
type the name of the computer containing the registry you want to open. Not only
can you edit the remote computer's registry, but you can also export hive files from it
and import hive files into it.

Backing Up to Hive Files

Hive files are better than REG files are for backing up the registry. When you import a
hive file containing a key, Regedit completely replaces the current key and all of its
subkeys with the contents of the hive file. That means that Regedit removes any value
you added since backing up the registry to a hive file. This is a far more accurate way
to back up branches before editing them.

Exporting branches to hive files is similar to exporting them to REG files; you just pick
a different file type. On Regedit’s File menu, click Export. In the Save As Type list, click
Registry Hive Files, type the name of the new hive file, and then click Save. Reverse the

process to restore your settings: click File, Import; in the Save As Type list, click Regis-
try Hive Files; type the name of the hive file to which you backed up your settings; and

then click Open. You can use any file extension you like, but I prefer to give hive files

the .dat extension. The .hiv extension is also common for hive files.
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Don’t confuse exporting and importing hive files with loading and unloading them.

When you import a hive file, you're making changes to working parts of the registry.
When you load a hive file, you're creating a whole new branch that Windows doesn’t
use. It doesn’t read or change those settings, but they’re visible in Regedit, so you can
examine them. Unloading the hive file just unlinks the file from the registry. You can
unload only hive files you've manually loaded, not hive files Windows loaded.

Whereas importing a hive file is a great way to restore an entire branch, loading a hive
file is a good method of restoring settings precisely or just checking an original value.
First load the file into the registry: click either HkLM or HKu in Regedit; on the File
menu, click Load, type the name of the hive file that contains your settings; and then
click Open. When Regedit prompts you for a key name, type any name that will help
you identify the hive. Yow’ll then see that hive file under the root key into which you
loaded it. Figure 3-2 is an example of loading a hive file that contains a backup copy
of the key Hku\control panel\Desktop. Examine the setting in the hive file you
loaded, or even copy the backup setting, and then paste it over the current value.
Don'’t forget to unload the hive, or you won’t be able to remove the file later (Windows
doesn’t automatically unload hive files when you quit Regedit).

£ Regjstry Editor

File Edit Wiew Favorites Help

= 2} My Computer A | Mame: Type Data ~
(0 HKEY_CLASSES ROOT [aB)(pefaulty REG_SZ {value not se
=3 gEVfC“RRENT}'SER B8] A ctivemdTrkTimsout REG_DWORD 500000000
a ﬁDDE"IE”ts [aB)autaErdTasks REG_SZ 0
I CE::rnn\ePanel B8] caretwicth REG_DWORD (500000001
O Accessbilty [aB)Coclsmitch REG_SZ 1
ConlSwitehColumns REG ST 7
(1 Appearance ISwtchiCol
1 colors [38]CoolswitchRons REG_SZ 3 3
2 Currert — || [2B]cursorBlinkrate REG_SZ 530
Current settings — ors [aB]oragFulwindows REG_SZ 1
21 Cusom Colors [2B]oragheight REG_S5Z 4
= [aB)oragwidth REG_SZ 4
o't I ontSmoothing .
{1 don't load Fonksmoathi REG_SZ 2
(22 Input Method [B)FontsmocthingType REG_DWORD 0x00000001
2 International [B)ForegroundFlashCount REG_DWORD 0x00000002
(3 10Procs Fnregmundmckmmenut REG_DWORD Dhe0001 d4ei 1
(2 keyboard [aB) Gridaranularity REG_SZ 0
(0 Mouse | | [@BlHunaAppTimeout REG 5T 5000 v
< | B || I

My Computer{HKEY_CURRENT_USER|Control PanefiDeskiop

£ Regjstry Editor

File Edit Wew Favorites Help

= &) My Computer Mame Type Data ~
23 HKEY_CLASSES_R0OT [aB) (el REG_S7 (valus not se
% HKEV_CURRENT_USER [R8) activewndTrTimeout REG_DWORD 0x00000000
a :ig-big:;—mmm [2B)autoErdTasks REG_SZ o
[y [ caretwicth REG_DWORD 0x00000001
= . [2B]conismitch REG_SZ 1
Qsrs cDu\SWmEth\umns REG_SZ 7
i i - . CoolswitchRows REG ST 3 L
Backing settings - i -
3 5-1-5-19_Classes EbjcursurBln ate REG_SZ 530
0 51520 DragFullwindows REG_SZ 1
(L1 5-1-5-20_Classes [38]DragHeight REG_SZ 4
(] 5-1-5-21-2969962186-426¢ | [38]Dragwidth REG_57 4
(3 51-5-21-2969962186-425¢ | [2B]Fontsmoothing REG_SZ z
(2 HKEY_CURRENT_CONFIG [B)FontsmocthingType REG_DWORD 0x00000001
[f8)FaregroundFlashCount REG_DWORD 0x00000002
[#¥)FaregroundLackTimeaut REG_DWORD 0x0001d4c0 1
[2B) Gridranularity REG_SZ o
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Now that you will hopefully use hive files to back up settings before changing them,
I'm going to introduce you to the ultimate way to back up registry settings: Console
Registry Tool for Windows (Reg.exe). This command-line tool comes with Windows
and provides most of Regedit’s features, plus some other features. You learn its full use
in Chapter 11, “Scripting Registry Changes.” You can use it to save keys to hive files.
You can also use it to restore, load, and unload hive files. With Reg.exe, saving a hive
file is the same as exporting, and restoring a hive file is the same as importing. The
best part is one of the tool’s unique features: the ability to copy one key to another key,
creating a quick backup copy of a key right there in the registry. For example, I can
copy HKCU\Control Panel\Desktop\ to HKCU\Control Panel\JH_Backup\ with a single
command. Table 3-2 describes the Reg.exe command lines for each of these features.
See Chapter 11 for a full explanation of all the different options.

Table 3-2 Backing Up the Registry with Reg.exe

Command Line Description
REG SAVE keyname Save the branch starting with the key keyname to the hive file
filename called filename. Keyname begins with one of the root key

abbreviations, HKCR, HKLM, HKCU, HKU, or HKCC.

REG RESTORE keyname Restore the hive file filename to the key keyname, replacing all
filename of its contents. Keyname begins with one of the root key
abbreviations, HKCR, HKLM, HKCU, HKU, or HKCC.

REG LOAD keyname Load the hive file filename to a new temporary branch begin-
filename ning with the key keyname. Keyname begins with one of the
root key abbreviations, HKCR, HKLM, HKCU, HKU, Or HKCC.

REG UNLOAD keyname Unload the hive file in the temporary branch beginning with
the key keyname. Keyname begins with one of the root key
abbreviations, HKCR, HKLM, HKCU, HKU, or HKCC.

REG COPY keynamel Copy the values in the key keynamel to the key keyname2,

keyname2 [/s] creating keyname?Z if it doesn't already exist. Keynamel and
keynameZ2 begin with one of the root key abbreviations, HKCR,
HKLM, HKCU, HKU, or HKCC. The option /s copies the entire
branch, not just the values in keynamel.

Using System Restore

System Restore returns your computer to a previous state without losing recent per-
sonal information, such as documents, history lists, favorites, or e-mail. System
Restore is only available in Windows XP. It monitors the computer and many applica-
tions for changes and creates restore points. I call these restore points snapshots, but
they’re really instructions for undoing recent changes. You restore these snapshots
when your configuration isn’t working. By default, Windows XP creates restore points
daily and when significant events such as installing an application or device driver
occur. System Restore is ideal for serious work in the registry because you can create
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your own restore points any time you like. You can also change the snapshot schedule
or even script System Restore, as I'll show you.

System Restore creates different types of restore points:

Initial system checkpoints. System Restore creates initial system checkpoints
when Windows XP starts for the first time. Restoring to this point returns Win-
dows XP and programs to their states immediately after installing Windows XP.

System checkpoints. System Restore creates restore points regularly, whether
or not the system changes. By default, it creates system checkpoints every 24
hours. If you turn the computer off for more than 24 hours, System Restore will
create a system checkpoint the next time you start Windows XP.

Installation checkpoints. System Restore creates installation checkpoints when
you install programs that use current installer technologies, so you can restore
the computer to the state it was in before you installed the programs. To reverse
the changes made by other programs, restore the most recent checkpoint.

Automatic update checkpoints. System Restore creates a restore point before
updating Windows XP by using Automatic Update or Windows Update.

Manual checkpoints. You can use System Restore or a script to create your
own restore points; I'll show you how later in this chapter. Create manual check-
points before making significant changes to the registry.

Restore operation checkpoints. System Restore creates restore operation
checkpoints each time you restore a checkpoint. You use restore operation
checkpoints to undo a restoration if you don’t like the results.

Unsigned device driver checkpoints. System Restore creates a restore point
when you install an unsigned device driver. If installing the device driver inter-
feres with your computer’s stability, you can restore the computer to the state it
was in before you installed the device driver.

Backup utility recovery checkpoints. System Restore creates a restore point
before you use the Backup utility to perform a recovery. You can restore the com-
puter if the recovery leaves your computer in a questionable state.

Note You muststill use Add Or Remove Programs to uninstall programs, even if you
restore to a point prior to program installation. Removing the program and then
restoring the checkpoint is the best sequence.

System Restore requires at least 200 megabytes (MB) of available disk space. If
200 MB of space isn’t available, Windows XP disables System Restore. By default,
Windows XP allocates 12 percent of the hard disk’s size (or 400 MB on hard disks that
are smaller than 4 gigabytes), which is the most that Windows XP can allocate to System
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Restore. You can otherwise configure the amount of disk space System Restore con-
sumes, though. On the System Restore tab of the System Properties dialog box, drag
the slider left or right to adjust the amount of disk space it uses. To open System Prop-
erties, click Start, Control Panel, Performance And Maintenance, and then click Sys-
tem. However, don’t reduce the amount—doing so limits the number of restore points
that System Restore can maintain at one time.

Taking Configuration Snapshots

Here’s how to create a restore point using System Restore:

1. Start System Restore in one of the following ways:
0 Click System Restore in Help and Support Center.
Q Click Start, All Programs, Accessories, System Tools, System Restore.
O Run %SystemRoot%\System32\Restore\rstrui.exe.

2. Select the Create A Restore Point option, and then click Next.

3. In the Restore Point Description box, type a descriptive name for the restore
point, and then click Create. (System Restore adds the date and time to the
name of the restore point.)

To restore a checkpoint, follow these steps:

1. Start System Restore using one of the three methods in the previous procedure.
2. Select the Restore My Computer To an Earlier Time option, and then click Next.
3. Select the restore point that you want to restore, and then click Next.

System Restore maintains up to 90 days of restore points, given enough disk
space, so you can move backward and forward in the calendar to see the restore
points created on each day. In the calendar, shown in Figure 3-3, bold dates are
those that contain restore points.

4. Click a date, and then click the restore point in the list.

Click Next again, and Windows XP restarts so it can restore your configuration
to the restore point you selected.

Sometimes, if your configuration is too unstable, you won’t be able to start Windows
XP normally. That leaves you with Safe Mode. (See Chapter 9, “Troubleshooting Prob-
lems.”) In Safe Mode, you can’t create restore points, but you can restore ones that
have already been created. Thus, if Windows XP doesn’t start normally, start it in Safe
Mode, restore to an earlier configuration, and then restart the computer.
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".: System Restore

Select a Restore Point

The Following calendar displays in bold al of the dates that hawe restore points avallable. The list displays the
restore poinks that are available for the selected date.

Possible types of restore points are: system checkpoints (scheduled restore points created by your computer),
manual restore points (restore points created by vou), and installstion restore points (automatic rsstore points
created when certain programs are installed).

1. On this calendar, dlick a bold date. 2. On this list, click a restore point.
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Figure 3-3 Before continuing, make sure you save your documents and close any
programs that are running. System Restore restarts your computer.

Looking Inside System Restore

Many of the files and folders System Restore uses are super hidden, so you won’t see
them unless you display system and hidden files. In Windows Explorer, click Tools,
Folder Options. On the Folder Options dialog box’s View tab, select the Show Hidden
Files And Folders option, and then clear the Hide Protected Operating System Files
check box. System Restore’s program files are in %SystemRoot%\System32\Restore.
Aside from the program file Rstrui.exe, youw'll find the super-hidden file Filelist.xml,
which lists the files and settings that System Restore monitors. Double-click this file to
view the XML in Internet Explorer. It excludes a few legacy configuration files—for
example, Win.ini, System.ini, Autoexec.bat, and Config.sys. It excludes a few folders,
too, most of which aren’t important to the operating system’s stability. What’s inter-
esting is the list of file extensions that it includes. System Restore protects everything
from EXE and DLL files to VBS and VXD (virtual device driver) files. If a file matches
one of the included file extensions and it’s not in a folder that Filelist.xml excludes,
System Restore monitors it. It also monitors the per-user hive files listed in the key
HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\ProfileList.

The actual restore points are in each volume’s System Volume Information folder. This
folder is also super hidden, so you’ll need to select the Show Hidden Files And Folders
option and then clear the Hide Protected Operating System Files check box to see it.
To open it, you'll have to add your user account to the folder’s ACL. I don’t recom-
mend you do this on a production computer, however, because you risk corrupting
the file system. If you have a lab computer, go for it; otherwise, I'll describe this folder
for you.
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Each System Volume Information folder contains a subfolder called _restoreGUID,
where GUID is the computer’s GUID. (See Chapter 1, “Learning the Basics.”) For
example, my computer has _restore{4545302B-EA51-4100-A7E2-C7A37551AA83}.
Beneath that folder is one folder for each restore point, called RPN, where N is an
incremental number beginning with 1. RPN contains backup copies of changed and
deleted files. In fact, I opened my latest restore point folder, deleted a program file,
and watched as System Restore added it to the restore point. It also backs up files that
change so it can restore those. System Restore changes the file names, so you won’t
find missing files or documents in there. This folder also contains a list of the changes
that System Restore must apply to the computer to restore the checkpoint, including
instructions for restoring backup files.

The \snapshot subfolder is in RPN, which contains backup copies of the registry’s hive
files. If you have access to System Volume Information, you can load these hive files in
Regedit, examine them, or even recover settings from them. If you really need settings
from these hive files, you're better off restoring them using System Restore. You can see
System Volume Information in Figure 3-4; hopefully that will satisfy your curiosity enough
to keep you out of it. The following is a list of the registry hive files you find in \snapshot:

m _REGISTRY_MACHINE_SAM

m _REGISTRY_MACHINE_SECURITY
m _REGISTRY _MACHINE_SOFTWARE
m _REGISTRY _MACHINE_SYSTEM

m _REGISTRY_USER_.DEFAULT

m _REGISTRY _USER_NTUSER_SID

m _REGISTRY_USER_USRCLASS_SID
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o
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Figure 3-4 System Restore backs up all the hive files so it can restore them if necessary.
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Managing System Restore

System Restore has sparse management options. You can change how much disk
space it uses, which I've already covered, and you can even disable it altogether.
There’s only one good time to disable System Restore, and that’s when you install
Windows XP on sluggish computers. System Restore consumes a small slice of your
computer’s resources as it monitors the file system for changes, and disabling it can
recover those resources. To disable System Restore, click Start, Control Panel, Perfor-
mance And Maintenance, and then click System to open the System Properties dialog
box. On the System Restore tab, select the Turn Off System Restore check box. But
unless the computer is painfully slow, leave System Restore alone.

Two policies for managing System Restore are available to IT professionals. The first is
Turn off System Restore, which disables System Restore altogether. I know some
administrators who haven’t embraced System Restore yet, and they're disabling it in
their organizations. Their concern is the amount of disk space it uses, the small per-
formance penalty for using it, and the potential for restoring unwanted code such as
viruses. If you don’t want users to be able to configure System Restore, enable the Turn
off configuration policy, which locks the user interface so users can’t change Sys-
tem Restore’s configuration. Users can still create their own restore points, however.
Both of these policies are per-computer administrative settings available in the Group
Policy console under computer configuration\Administrative Templates\
System\System Restore.

System Restore has a few other settings for which it doesn’t provide a user interface or
policy. These are mostly settings in the registry that control System Restore’s sched-
ule. You can build your own administrative template for these, however, which you
learn about in Chapter 7, “Using Registry-Based Policy.” Chapter 7 also shows you
how to enable policies.

Customizing System Restore

HKLM\Software\Microsoft\windows NT\CurrentVersion\SystemRestore is the key
where you find all of System Restore’s settings. Unless otherwise noted, all the set-
tings in the following list are REG_DWORD values:

m compressionBurst. This value specifies, in seconds, the idle time compres-
sion—that is, the amount of time it takes to compress data after the computer
becomes idle. System Restore can compress data for the amount of time speci-
fied, and then it must stop until after the next time the computer becomes idle.

m DiskPercent and psmax. Together, these values specify how much disk space
System Restore uses. System Restore uses the greater of the two values. Thus, for
hard disks smaller than 4 gigabytes (GB), System Restore uses 400 MB, which is
the default value of psmax. For hard disks larger than 4 GB, System Restore uses
12 percent, which is the default value of piskpercent.
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m psmin. This value specifies the minimum amount of free disk space that Sys-
tem Restore requires during the installation process. This value also specifies
the minimum amount of disk space that System Restore needs in order to be
reactivated and resume the creation of restore points after Windows XP has dis-
abled System Restore due to low disk space.

W Restorestatus. This value indicates whether the last restore operation failed
(0x00), succeeded (0x01), or was interrupted (0x02).

B RPGlobalinterval. This value specifies the amount of time in seconds that
System Restore waits between creating system checkpoints. The default value is
24 hours (86,400 seconds), or 0x15180.

m RrprLifeInterval. This value specifies the time in seconds that System Restore
keeps restore points before removing them from the computer. The default
value is 0x76A700, or 90 days (7,776,000 seconds).

B RPsessionInterval. This value specifies, in seconds, the amount of time that
System Restore waits before it creates the system checkpoints while the com-
puter is turned on. The default value is zero, disabling this feature. You can
change this value to 0xE10 to create a restore point every hour that the computer
is in use. On a computer that you customize often, such as a lab computer, you
might create a restore point every hour.

B ThawInterval. Thisvalue specifies, in seconds, the amount of time that System
Restore waits before it reactivates itself after adequate disk space becomes avail-
able. Start the System Restore user interface, and it reactivates immediately.

Itisn’t useful to customize the remaining settings you find in systemrestore, and
Microsoft warns in no uncertain terms that you shouldn’t change them. However, you
can disable System Restore by setting DisabTesR to 0x01, and doing so doesn’t remove
existing restore points as when you disable System Restore in the user interface. Edit-
ing the remaining settings can do bad things to your computer’s performance, so limit
yourself to the settings I described in this section.

Scripting System Restore

You can script System Restore using Windows Scripting Host (WSH) and Windows
Management Instrumentation (WMI). Chapter 11, “Scripting Registry Changes,”
describes in detail how to script registry edits. But perhaps you want to write scripts to
automate System Restore specifically. Using these scripts gives you more control over
the creation of restore points than did the registry settings in the previous section.

Scripting System Restore relies on WMI and Srclient.dll, which is the System Restore
client DLL. The account in which you run these scripts must have administrative priv-
ileges to prevent them from being used by members of the Users or Power Users
groups. In the Scheduled Tasks folder, you can schedule these scripts to run with
elevated privileges, though. The following listing shows a script that automatically
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creates a restore point: it creates a System Restore object using WMI and then creates
a restore point by calling the method createrestorepoint(). The first parameter is
the name of the restore point; you should use a descriptive name that begins with a
verb, such as Installed or Changed.

Set SRP = GetObject("winmgmts:\\.\root\default:Systemrestore")
CSRP = SRP.CreateRestorePoint("Hacked the registry”, 0, 100)

In addition to creating restore points, you can restore checkpoints using scripts. You can
also configure System Restore, enable and disable it, or iterate through the list of restore
points on the computer. For more information about System Restore’s WMI classes, see
http;//msdn.microsoft.com/library,/en-us/sr/sr/system_restore_wmi_classes.asp, which

is the MSDN documentation for System Restore.

Backing Up the Registry Regularly

Backup Utility has come a long way since the original version that shipped with the
earliest versions of Windows. Microsoft licenses Backup Utility from VERITAS Soft-
ware Corporation (http;//www.veritas.com), and it’s a modified edition of the com-
pany’s Backup Exec. Users of the Windows 2000 backup program are already familiar
with this version. The user interfaces of the two versions are almost identical, and the
steps for backing up a computer are almost the same. As with the earlier version of
this utility, you can back up to a file, tape, or other removable media. Enterprise users
will likely have tape changers to automate a full backup schedule, including tape
swapping. Backup-to-disk is another popular option for option due to the growth of
storage servers.

Windows makes a few significant enhancements. The first is Shadow Copy. A volume
shadow copy is an exact copy of the contents of a hard disk, including open files, at
any given point in time. Users can continue to access files on the hard disk while
Backup Utility backs them up during a volume shadow copy. In this way, it correctly
copies files that change during the backup process. Shadow Copy ensures that pro-
grams can continue to write to files on the volume, open files aren’t omitted from the
backup, and backing up the system doesn’t lock users out.

To open Backup Utility, click Start, All Programs, Accessories, System Tools, and then
Backup. I prefer to use the mouse as little as possible, so I just click Start, Run, and
type ntbackup in the Run dialog box. Backup Utility has a robust set of command-line
options you can use to script the backup process; you can learn more about those
options in Backup Utility’s Help. That’s the hard way to use Backup Utility’s
command-line options. The easy way is to schedule a job using Backup Utility,
configure options in its user interface, and then copy its command line syntax from
the backup job’s entry listed in the Scheduled Tasks folder. Why spend an hour
getting the command line just right when Backup Utility can do that for you?



72 Part I: Registry Overview

Note To back up a computer’s file and folders, users must be in the Administrators
or Backup Operators groups. If they aren't in either of those groups, they must have at
least Read permission on each file and folder they want to back up using Backup Util-

ity. Alternatively, you can grant users the Back Up Files And Directories and the Restore
Files And Directories user rights.

Backing Up Using Symantec Ghost

I'm a big fan of Symantec Ghost Corporate Edition, which you can learn more
about at http;//www.symantec.com. It’s the tool I prefer for deploying Windows
in big environments. It’s also useful as a backup utility, and you can use the
Personal Edition of Ghost to back up a single computer.

The backup strategy for my home-office network uses both Ghost and Windows’
Backup Utility. Backup Utility is better at protecting documents than it is at pro-
tecting entire configurations. To restore a computer from a backup tape, you first
have to install Windows on the computer, and honestly, it takes as much time to
reinstall everything from the very beginning as it takes to restore a good backup.
That’s why I prefer to protect my configurations using Ghost. After installing
Windows and all of my applications on a computer, [ create an image of the com-
puter’s disk on the server. Tupdate that image any time I make a significant change
to the computer, such as after I install new applications. If the computer fails, I can
use a Ghost boot disk to start the computer and restore the disk image, and the
computer is running again. The process takes less than 15 minutes, whereas
restoring the computer using Backup Utility can take a few hours.

I protect important documents and other important files using Backup Utility.
Documents, images, and many other files change often enough that it’s imprac-
tical to use Ghost to protect them. Thus, I schedule Backup Utility to run each
day so that I can restore any of my documents if something goes wrong.

I take this approach one step further by completely separating my configuration
from my data. I use Folder Redirection to move users’ My Documents folders
from their local user profiles to a central location on the network. I back up all
users’ documents each time I back up their redirected folders that are located on
the server. For the most part, then, each computer’s configuration is completely
replaceable. I can restore its current disk image and log on to Windows, and the
computer is back to where it was before it failed.

Planning a Backup Strategy

If you're an IT professional in a large enterprise, you already have a backup strategy.
Many small and home-based businesses go without backup strategies or backing up
their computers at all, and that’s a shame. Unproductive downtime probably hurts
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small businesses more than it hurts huge enterprises, but it can be easily avoided.
Whether you back up your computers using Backup Utility, Symantec Ghost, or any
other method, just do it, and do it often.

The first part of a good strategy is rotation—that is, keeping backups around for a
period of time so you can restore any one of them later. For example, you might back
up computers once a week and keep each backup set for a month. You'll always have
the four most recent backups available. I use tapes and like to keep one set of tapes
offsite in case of a disaster. (I also store tapes in a fireproof safe, but you never know
about fireproof safes until you try them.) Use a rotation that works for you; on my
server, [ use the one shown in Figure 3-5. (Backing up individual computers isn’t nec-
essary because I store anything I want to save on the server.) I don’t change my daily
backup tapes because one tape holds a full week’s worth of changes. That's why I can
get away with having only nine sets of tapes. With more users, you might change tapes
daily. Here’s a summary of what you see in Figure 3-5:

B Monthly. Move the most recent full-backup tape offsite (tape 5).
Weekly. Back up the entire server to tape (tapes 1 through 4).

Daily. Back up changed files to tape and mark those files as archived (tapes 6
through 9). The backup set includes system information, users” home folders,
documents, mail folders, roaming user profiles, and more.

N
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Week 4 2 9 9 9 9 9 9
Offsite Rotation
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5

Figure 3-5 Normal backup tapes contain all the server’s files; incremental backup tapes
contain only files that changed since the last normal or incremental backup.
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The second part of a good strategy is automation. You'll never stick to your backup
plan if you don’t automate it. Backup Utility integrates with Scheduled Tasks to sched-
ule backup jobs through its own user interface, so this is easy. You can schedule your
own backup jobs in Scheduled Tasks, but the command-line options are a bit intense,
so I'd stick to the user interface. If your backup jobs require multiple tapes, as mine
usually do, you'll have to be around to swap tapes. Large organizations will want to
consider investing in a robotic tape changer or library, if they haven’t already invested
in large-scale backup technology.

Backing Up System State Data

In Backup Ultility, you don’t see an option to back up the registry. Furthermore, if you
try to back up the hive files in %SystemRoot%\System32\config, you'll fail. Instead,
you back up the Windows system state data. System state data is the combination of
the following system components:

Registry

COM+ Class Registration database

Boot files, including the system files

System files that are under Windows File Protection

A server’s system state data might include additional components, including Active
Directory data, SYSVOL, Certificate Services database, and more, depending on the
role of the server.

To back up the registry, you have to copy all the system state data. Likewise, in order
to restore the registry, you have to restore all the system state data. This makes Backup
Utility less than ideal for backing up the registry if that’s all you're really trying to
accomplish. To back up Windows system state data, select the System State check box
in Backup Or Restore Wizard, shown in Figure 3-6, or click Only Backup The System
State Data in Backup Wizard. (Note that they are two different wizards.) You can also
select the System State check box on Backup Utility’s Backup tab.

Backup Utility doesn’t back up and restore everything on the computer. The key
HKLM\SYSTEM\CurrentControlSet\Control\BackupRestore contains two interesting
subkeys. The first subkey, FilesNotToBackup, contains a list of files and folders that
Backup Utility skips. Each value contains a path to skip, and those values often con-
tain wildcards. The second subkey, keysNotToRestore, contains a list of keys not to
restore to the computer. Likewise, each value contains a key to skip, and you see wild-
cards in many of the values. You'll find few surprises in either subkey. For example,
Backup Utility doesn’t back up System Restore’s restore points because \System
Volume Information\_restoreGUID\* is in FilesNotToBackup. It doesn’t restore Plug
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and Play information, either, because currentcontrolset\Enum\ is in KeysNotToRe-
store. For a complete list of the files and subkeys listed in these subkeys, visit http;//
support.microsoft.com/default.aspx?scid=kb;en-us;233427.

Backup or Restore Wizard

Items to Back Up
“You can back up any combination of drives, folders, or files.
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Figure 3-6 Backup Or Restore Wizard is the default user interface for Backup Utility.
If you'd rather use the classic user interface, click Advanced Mode on the first page.

Restoring System State Data

Restoring system state data from a backup is similar to backing up the system state
data in the first place. If you backed up only system state data, just restore the entire
backup. Otherwise, click System State in Backup Or Restore Wizard or on Backup
Utility’s Restore And Manage Media tab. If you restore the files to the original location,
you'll restore your computer’s settings, protected system files, boot files, and so on.
This is the quick approach to restoring system state data from a backup.

However, the precise approach is sometimes more appropriate. Restore the files to an
alternate location. Backup Utility tells you that it won’t restore all system state data to
alternate locations, but don’t worry; it does restore the registry hive files. Figure 3-7
shows you the contents of system state data as well as how Backup Utility restores the
registry to an alternate location. When you restore system state data to a folder, the
registry hive files are in the subfolder \Registry. You can load these hive files in Regedit
and then copy settings from them to the working registry.

You don’t always have to restore a backup to get the backup copy of the registry. If the
most recent backup contains the settings you want to restore, you'll be happy to know
that Backup Utility copies the hive files to %SystemRoot%\Repair. Don’t try replacing
the hive files in %SystemRoot%\System32\config with the backup copies you find in
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%SystemRoot%\Repair—you can’t because they're in use by Windows. You can load
the backup hive files by using Regedit to borrow settings from them, or you can start
Recovery Console and then copy the backup hive files to %SystemRoot%\System32\
Config. It’s worth pointing out that System Restore does a far better job of restoring
your settings than you can.

) Backup
=l |Z) Boot Files
S Rl
=l |[Z) DOCUMENTS AND SETTINGS
# | ALL USERS
+ |[Z) PROGRAM FILES
=1 () WINDOWS
) AppPatch
) Fonts
+ ) Help
* ) ime
b inf
+ 2 msagent
) mui
# | ) PCHEALTH
+ |) RESOURCES
) srchasst
) system
* | SYSTEM3Z
I=) COM+ Class Registration Database
|- Registry

Figure 3-7 Restoring system state data to an alternate location is the best choice if you
want to restore a limited number of files or settings.

Backing Up User Settings

Backup Utility puts per-computer settings in system state data, but it doesn’t back up
per-user settings from users’ profile folders. Those settings are in each profile folder’s
NTUSER.DAT file. Don’t forget the per-user class registrations that Windows stores in
%UserProfile%\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat.
You have to pick these up manually either by selecting them in Backup or Restore
Wizard or by using another means of backing up users’ settings, such as backing up
roaming user profiles. Windows does a great job of protecting per-computer settings
and fixing them when they aren’t functioning properly, but it doesn’t do as good of a
job with per-user settings. In my experience, after users’ settings are completely
fouled, the support call lasts too long, and users don’t always leave the experience

happy.

Backing up user profiles from each computer isn’t practical on a large network. You
can use System Restore to fix users’ profiles because it backs up settings from the pro-
files in the key HKLM\SOFTWARE\Mi crosoft\windows NT\Currentversion\ProfileList.
You can take a more proactive approach, however. One solution is implementing
roaming user profiles. Assuming they’re compatible with your environment—roaming
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user profiles don’t work well in mixed environments or when hardware configura-
tions vary wildly from one computer to the next—the central storage of roaming user
profiles makes it possible to back up users’ settings as part of the server’s normal
backup routine. Even if users don’t log on to multiple computers, roaming user pro-
files might be worth implementing just for this capability alone. Restoring a user’s pro-
file consists of logging the user off of Windows, restoring the user’s profile folder to
the server, and then logging the user back on to Windows.

Note Chapter 12, "Deploying User Profiles,” gives this subject more attention. You
learn how to deploy different types of user profiles, back them up, and more. You also
learn about the many improvements that Windows makes to roaming user profiles,
which just might make them more feasible in your organization.
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This chapter covers hacking the registry to make Microsoft Windows XP and Windows
Server 2003 (both referred to throughout as Windows) look and feel the way that you
want them to. Rather than showing you how Windows organizes the registry, which is
covered in Part IV, “Appendixes,” I'll show you the hacks that immediately change the
way you use Windows. To make these customizations easier, I've included scripts for
many of them. Download these and new scripts at http;//www.honeycutt.com.

L use the term hack loosely. These aren’t security hacks or hacks that give you more
features than you're supposed to have. By no means am I helping you hack product
activation. Rather, these are hacks that help you customize the operating system in
ways that you can’t do through its user interface. For example, this chapter helps you
customize the shortcut menus and the icons you see in the user interface and change
how Windows works. It even describes how you can log on to Windows automati-
cally, bypassing the Log On To Windows dialog box. You can find some of these hacks

79



80

Part I:

Registry Overview

on various Web sites and FAQs, but hopefully, I'm giving you many new ones that you
won’t find anywhere else.

These hacks are for power users. If you're looking for customizations aimed at IT pro-
fessionals, see Chapter 18, “Fixing Common IT Problems,” which has customizations
that help IT professionals deploy Windows and solve particular IT problems. Though
the chapter you're reading now is aimed at end users, IT professionals might also find
that its customizations are a good fit for their enterprise users, and professionals can
deploy those customizations in a variety of ways, including for default user profiles,
policies, and scripts. For example, IT professionals frequently ask me how to simulate
IntelliMirror features, like Folder Redirection, without using policies, and the first
hack in this chapter shows you how to do exactly that.

Redirecting Special Folders

The My Documents, My Pictures, and Favorites folders, among many others, are exam-
ples of special folders. Table 4-1 shows the special folders—and their default paths—that
Windows creates when creating a new profile. The first column contains each folder’s
internal name as Windows and other programs know it. The second column contains
each folder’s default path, which almost always starts with %UserProfile%, making
these folders part of each user’s profile folder. Chapter 12, “Deploying User Profiles,”
describes user profile folders in depth.

Users might want to redirect special folders for a variety of reasons, but in two scenarios
in particular. The first is when you want to redirect the My Documents folder to a differ-
ent volume. For example, users might redirect My Documents to drive D so they can
reinstall Windows on drive C without losing their documents. The second scenario is
when users have a network and want to access their documents from more than one
computer. In that case, they can redirect both their My Documents and Favorites folders
to a network location so they can access them from anywhere. IT professionals also fre-
quently want to redirect My Documents to a network location, which makes backing up
users’ documents easier. This can be done with the IntelliMirror feature Folder Redirec-
tion. IT professionals can’t use IntelliMirror features without Active Directory, but they
can simulate Folder Redirection. Chapter 18, “Fixing Common IT Problems,” shows
how to simulate Folder Redirection in that scenario.

Microsoft does not recommend that you use the techniques described in this section
in a business-computing environment, particularly if that environment includes
Active Directory and Group Policy. (Group Policy provides policies for redirecting
folders.) In environments that don’t include Active Directory, these techniques remain
valuable; however, you must test them in a lab environment before deploying them in
a production environment.
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Name Default Path

AppData %UserProfile%\Application Data

Cache %UserProfile%\Local Settings\Temporary Internet Files
cookies %UserProfile%\Cookies

Desktop %UserProfile%\Desktop

Favorites %UserProfile%\Favorites

History %UserProfile%\Local Settings\History

Local AppData

%UserProfile%\Local Settings\Application Data

Local settings

%UserProfile%\Local Settings

My Pictures

%UserProfile%\My Documents\My Pictures

NetHood %UserProfile%\NetHood

Personal %UserProfile%\My Documents

PrintHood %UserProfile%\PrintHood

Programs %UserProfile%\Start Menu\Programs

Recent %UserProfile%\Recent

SendTo %UserProfile%\SendTo

Start Menu %UserProfile%\Start Menu

Startup %UserProfile%\Start Menu\Programs\Startup
Templates %UserProfile%\Templates

HKCU\Software\Microsoft\windows\Currentversion\Explorer\User Shell Folders.
Each value in this key is a special folder, as shown in Table 4-1. Because these are
REG_EXPAND_SZ values, you can use environment variables in them. Use %UserProfile%
in a path to direct the folder to a location inside users’ profile folders, or use
%UserName% in a path to include users’ names. To redirect users’ Favorites folders
to the network, set the value Favorites, which you can look up in Table 4-1, to
\\Server\Share\%Username%\Favorites, where \\Server\Share is the server and share
containing the folders. The next time the user logs on, Windows updates a second
key, HKCU\Software\Microsoft\windows\currentversion\Explorer\shell Folders,
with the paths from user shell Folders, so you don’t have to update it. In fact,
Microsoft’'s documentation says Windows doesn’t use she11 Folders.

The following listing shows you how to redirect special folders automatically. Save this
listing to the text file Redirect.inf and replace the string PERSONAL with the location to
which you want to redirect the My Documents folder. (Use environment variables

so the script works for all users.) Perform the same steps for the strings FAVORITES,
PICTURES, and APPDATA. To configure these settings, right-click Redirect.inf, and then
click Install. Chapter 11, “Scripting Registry Changes,” shows you other ways to
deploy these settings. You can uninstall this script using Add Or Remove Programs.
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Listing 4-1 Redirect.inf

[Version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[Defaultuninstall]
DelReg=Reg.Settings
DelReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]

HKCU, Software\Microsoft\windows\Currentversion\Explorer\

\User shell Folders,AppData,0x20000, "%APPDATA%"

HKCU, Software\Microsoft\windows\Currentversion\Explorer\

\User shell Folders,Personal,0x20000, "%PERSONAL%"

HKCU, Software\Microsoft\windows\Currentversion\Explorer\

\User shell Folders,My Pictures,0x20000,"%PICTURES%"

HKCU, Software\Microsoft\windows\Currentversion\Explorer\User Shell \
Folders, favorites,0x20000, "%FAVORITES%"

[Reg.Uninstall]

HKCU, Software\Microsoft\windows\Currentversion\uUninstall\%NAME%

HKCU, Software\Microsoft\windows\Currentversion\Uninstall\
\%NAME%,DispTlayName, , "%NAME%"

HKCU, Software\Microsoft\windows\Currentversion\Uninstall\%NAME%,Uninstallstring\
,»'Rund1132.exe setupapi.dll,InstallHinfSection DefaultUninstall 132"\

" %53%\Application Data\Custom\Redirect.inf"

[Inf.Copy]
Redirect.inf

[DestinationDirs]
Inf.Copy=53,Application Data\Custom

[SourceDisksNames]
55=%DISKNAME%

[SsourceDisksFiles]
Redirect.inf=55

[Strings]

NAME = "Jerry's Redirect Folders"

APPDATA = "\\Server\Folders\%UserName%\Application Data"
PERSONAL = "\\Server\Folders\%UserName%\My Documents"

PICTURES = "\\Server\Folders\%UserName%\My Documents\My Pictures"
FAVORITES = "\\Server\Folders\%UserName%\Favorites"

DISKNAME = "Setup Files"
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Note The special folders in this section are per-user and exist within users’

profile folders. Windows also lists per-computer special folders in HKLM. Examples
of per-computer folders include common AppData, Common Desktop, and Common
Documents. It's not as useful to customize per-computer folders; however, the same
rules apply. Change the location of the folder in user shell Folders; Windows
automatically updates she1l Folders.

Customizing Shell Folders

Some folders you see in Windows Explorer, Control Panel, or on the desktop don’t
actually exist on the file system. They’re objects based on classes registered in the key
HKCR\CLSID. Some folders and files that do exist on the file system (the History and
Briefcase folders for example) have special capabilities that come from objects based
on classes registered in HKCR\CLSID. A class is essentially a template for creating some-
thing real, like an object in the user interface, and cLsID is the location where those
classes are registered so Windows knows about them.

Third-party programs might register additional classes, and you can easily spot
interesting ones in HKCR\CLSID because they have the subkey she11Folder and the
value Attributes in that subkey. Appendix A, “File Associations,” describes the
value Attributes and how to understand each bit in it. Figure 4-1 shows what this
subkey and value look like in the registry. Class registrations containing the value
Localizedstring are likely candidates for customization because they contain this
value only if objects based on that class appear in the user interface. These classes
have a variety of purposes, and you’ll use them frequently to hack Windows.

" Registry Editor

File Edit View Favorites Help
= ) My Computer Name Type Data
=L HKEY_CLASSES_ROOT
o+ EI: REG_SZ Recycle Bin
1 .33 | InFoTip REG_ExPAND_SZ @%:SystemRoot Y syster
~ ~ IntroText REG_EXPAND_SZ @%:SystemRoot Y syster
(2 clpfile LocalizedString REG_ExPAND_SZ @%:SystemRoot Y syster
ER]CLSID ] [R¥]sortorderindex REG_DWORD 0x00000060 {96
[_] {0000002F-0000-00
D 400000100-0000-00
D 400000101-0000-00
D 400000103-0000-00
223 {645FFO40-5081-10
(Z1 Defaultlcon
D InProcServer32
[ shellex (Default) REG_5Z {walue not set)
(1 shelFalder [R4] attributes REG_BINARY 40010020
(1 {647BDBC2-6586-46 || [R¥]CalFarattributes  REG_DWORD 0x00000040 {64)
(1 {64818D10-4F9B-11
(1 {64818D11-4F9B-11
- < >
My Computer

Figure 4-1 You can find interesting object classes by searching for shel1Folder subkeys
that contain the value Attributes. Look for Localizedstring, too.
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Table 4-2 lists the classes registered in HKCR\cCLSID that I find the most interesting.

I divided this table into four sections. The first is shell folders. These are special-
purpose folders, such as My Computer and My Network Places. The second section
is Control Panel folders—for example, Administrative Tools and Scheduled Tasks. The
third section is Control Panel icons. The fourth section lists other interesting classes,
such as the Run dialog box. Objects created from classes in the first two sections are
folders. Objects created from classes in the last two sections are usually dialog boxes,
but sometimes they add capabilities to files and folders, as Briefcase does. The first
column is the class’s name, and the second column is the class’s GUID, or class
identifier. I've italicized those that aren’t useful for hacking but that you run into

frequently while hacking the registry.

Table 4-2 Special Object Classes

Object

Class Identifier

Shell folders

ActiveX Cache

{88C6C381-2E85-11D0-94DE-444553540000}

Computer Search Results

{1F4DE370-D627-11D1-BA4F-00A0C91EEDBA}

History

{FF393560-C2A7-11CF-BFF4-444553540000}

Internet Explorer

{871C5380-42A0-1069-A2EA-08002B30309D}

My Computer

{20D04FEO-3AEA-1069-A2D8-08002B30309D}

My Documents

{450D8FBA-AD25-11D0-98A8-0800361B1103}

My Network Places

{208D2C60-3AEA-1069-A2D7-08002B30309D}

Offline Files {AFDB1F70-2A4C-11D2-9039-00C04F8EEB3E}
Programs {7BE9D83C-A729-4D97-B5A7-1B7313C39E0A}
Recycle Bin {645FF040-5081-101B-9F08-00AA002F954E}

Search Results

{E17D4FC0-5564-11D1-83F2-00A0C90DC849;}

Shared Documents

{59031A47-3F72-44A7-89C5-5595FE6B30EE}

Start Menu

{48E7CAAB-B918-4E58-A94D-505519C795DC}

Temporary Internet Files

{7BD29E00-76C1-11CF-9DD0-00A0C9034933}

Web

{BDEADF00-C265-11D0-BCED-00AOC90AB50F}

Control Panel folders

Administrative Tools

{D20EA4E1-3957-11D2-A40B-0C5020524153}

Fonts

{D20EA4E1-3957-11D2-A40B-0C5020524152}

Network Connections

{7007ACC7-3202-11D1-AAD2-00805FC1270E}

Printers and Faxes

{2227A280-3AEA-1069-A2DE-08002B30309D}

Scanners and Cameras

{E211B736-43FD-11D1-9EFB-0000F8757FCD}

Scheduled Tasks

{D6277990-4C6A-11CF-8D87-00AA0060F5BF}

Control Panel icons

Folder Options

{6DFD7C5C-2451-11D3-A299-00C04F8EF6AF}

Taskbar and Start Menu

{ODF44EAA-FF21-4412-828E-260A8728E7F1}

User Accounts

{7A9D77BD-5403-11D2-8785-2E0420524153}
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Table 4-2 Special Object Classes

Object Class Identifier

Other classes

Add Network Places {D4480A50-BA28-11D1-8E75-00C04FA31A86}
Briefcase {85BBD920-42A0-1069-A2E4-08002B30309D}
E-mail {2559A1F5-21D7-11D4-BDAF-00C04F60B9FO}
Help and Support {2559A1F1-21D7-11D4-BDAF-00C04F60BIF0}
Internet {2559A1F4-21D7-11D4-BDAF-00C04F60B9FO}
Network Setup Wizard {2728520D-1EC8-4C68-A551-316B684C4EAT}
Run {2559A1F3-21D7-11D4-BDAF-00C04F60B9FO}
Search {2559A1F0-21D7-11D4-BDAF-00C04F60B9FO}
Windows Security {2559A1F2-21D7-11D4-BDAF-00C04F60BIF0}

You can do a lot when armed with the information in Table 4-2. You can customize
which folders you see in My Computer, for example. You can rename the icons you see
on the desktop and even configure which icons appear on the desktop at all. For
example, administrators might put the Administrative Tools folder on their desktops
for quicker access. See the upcoming sections for information about the different ways
I've found to use these classes.

Renaming Desktop Icons

On the desktop, you can rename the My Computer, My Network Places, My Docu-
ments, and Internet Explorer icons. Assuming you see these icons on your desktop,
right-click them, and then click Rename. No Rename command is available for other
icons, like the Recycle Bin.

You rename an icon without a Rename command by editing its class registration.
Change the value of Localizedstring. Here’s an example: in Table 4-2, you see that
the Recycle Bin’s class 1D is {645FF040-5081-101B-9F08-00AA002F954E}. To rename
the Recycle Bin icon “Trash Can,” set the value of Localizedstring in the key
HKCR\CLSID\{645FF040-5081-101B-9F08-00AA002F954E} to Trash can. Then click the
desktop, and press F5 to refresh its contents. The value Localizedstring usually con-
tains something like @%systemroot%\system32\SHELL32.d11,-8964, which means
that Windows uses the string with the ID 8964 from the file Shell32.dll. Just replace
all that with the new name.

Tip Localizedstring is a REG_EXPAND_SZ value, so you can use environment vari-
ables in it. For example, set Localizedstring to %UserName%'s Garbage, and the
user Jerry sees "Jerry’s Garbage” below the icon. You can do this for other icons as well.
My Computer’s class ID is {20D04FE0-3AEA-1069-A2D8-08002B30309D}. Change
LocalizedString in HKCR\CLSID\{20D04FEO-3AEA-1069-A2D8-08002B30309D} to
%UserName%'s Computer, and the user Jerry sees “Jerry’'s Computer” instead of My
Computer; the user Sally sees “Sally’s Computer.”
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In some class registrations, you don’t see the value Localizedstring. The absence of
this value indicates that Microsoft didn’t intend to display the names of those objects
in the user interface. To rename a class that doesn’t contain this value, change the
default value of HKcR\cLSID\classID, or better yet, add Localizedstring to it. When
Windows looks for an object’s name, it looks first for Localizedstring and then for
the class registration’s default value.

Using Custom Icon Images

Each class registration you see in Table 4-2 contains the subkey befaultIcon. This sub-
key’s default value is the icon that Windows uses when it displays objects based on that
class. For example, the default value of befaultIcon in HKCR\CLSID\{20D04FEO-3AEA-
1069-A2D8-08002B30309p} is the icon that Windows displays when it creates the My
Computer object in the user interface, such as in Windows Explorer or on the
desktop.

To use a different icon, change the default value of pefaultIcon. You can use the path
and file name of an icon file, which has the .ico extension, or you can use a resource
path. Aresource path is either Name,Index or Name,-resID. Name is the path and name
of the file containing the icon, which is usually a DLL or EXE file. Most of the icons
that Windows uses come from %SystemRoot%\System32\Shell32.dll. Index is the
index number of the icon, beginning with 0, and resID is the resource identifier
(resource ID) of the icon. Programmers assign resource IDs to resources that they
store in program files, such as icons, strings, and dialog boxes.

Q Tip My favorite tool for finding icons in program files is PE Explorer from Heaven Tools.
You can download an evaluation copy from the Web site at http.//www.heaventools.com.

This tool can even extract all of the icons from DLL and EXE files so that you can use
them individually.

Adding Desktop Icons

Windows now has a much cleaner desktop than earlier versions of Windows did. By
default, you see only the Recycle Bin icon. You can add the typical icons, though. On
the Display Properties dialog box, click the Desktop tab, and then click Customize
Desktop. In the Desktop Items dialog box, choose the icons that you want to display
on the desktop. You can add the My Documents, My Computer, My Network Places,
and Internet Explorer icons. To open the Display Properties dialog box, right-click the
desktop, and then click Properties.

If the icon you want to add isn’t one of those four choices, or if you want to
script these changes, or if you want to add icons to other special folders, you must
edit the registry. All the hacks you learn about in this section are in the branch
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SOFTWARE\Mi crosoft\windows\currentversion\Explorer. Change this branch in HKLM
to affect all users; change it in Hkcu to affect an individual user. Figure 4-2 shows the
contents of this branch.

lorer
+-_1 Advanced
#-(] Appkey
[Z Associations
+-1] AutoplayHandlers
+-[_] EitBuckst
D BrowseMewProcess

+-_] €D Burning

=-_] ControlPanel
(Z1 Flags
-] MameSpace Add icons to Control Panel here
=] Desktop
=-({] MameSpace Add icons to the desktop here

[_1 {1f4de370-d627-11d1-badf-00a0c91 eedbal
D {450D8FEA-ADZ5-1100-96A5-080036161103}
D {645FFO040-5051-1016-9F05-00AA002F954E}
[Z0 4e17d4fc0-5564-11d1-83F2-00a0c90dc549}
(Z1 DocFolderPaths
[_ FileAssociation
+-_] FindExtensions
+-[_] HideDesktoplcons
(Z HideMyComputerIcons
= D My Cormputer
[_1 BackupPath
(Z1 dleanuppath
(Z1 Defragrath
(] MameSpace Add icons to My Computer here

Figure 4-2 The NameSpace subkeys of Explorer\ControlpPanel, Explorer\Desktop,
and Explorer\MyComputer determine the contents of each corresponding folder.

You add icons to Control Panel or the desktop, for example, by editing the subkeys
indicated in Table 4-3. Create a new subkey in Namespace, and name it with the class
ID of the object you want to add. For example, to add to the desktop an icon that
opens the Run dialog box, add a new subkey called {2559A1F3-21D7-11D4-BDAF-
00C04F60B9F0} to Desktop\Namespace. (See Table 4-2.) Then refresh the desktop by
clicking it and pressing F5. As shown in Figure 4-3, you can add folders to My Com-
puter, too. In this case, I added the Administrative Tools and Network Connections
folders to My Computer. The only objects that are good to place in My Computer are
folder objects, so pick class IDs from the first two sections of Table 4-1. Add class IDs
from the second and third sections of the table, and you’ll see only those objects in
the right pane of Windows Explorer. Objects based on classes in the second and third
sections of Table 4-1 are good choices for Control Panel.

Table 4-3 NameSpace Subkeys

Folder Subkey

control Panel controlPanel\NameSpace
Desktop Desktop\NameSpace

My Computer MyComputer\NameSpace

My Network Places NetworkNeighborhood\NameSpace

Remote Computer RemoteComputer\NameSpace




88

Part I:

Registry Overview

B Administrative Tools El@‘gl
o

File Edit View Favorites Tools Help 7
@eack - () (T 0 erch [ Folders | [
Address |4y Administraive Tools > E
x
Falders Component Services E Computer Management
1 pesitop gr:(uartcut gf;(ué’tcut
() My Documents
=ty Computer = = Data Sources (ODEC) g | Event Viewer
A 3% Floppy (a1 =18, shorteut ] Sharteut
e Local Disk (C:) REF 40 [#] 2KB
2L CD Drive (D) )
h,  Local Security Policy Performance
shorteut Shortaut
2B ¥ 2KB P
Additional folders
& My Network Flaces Services
2 Recyde Bin gr:(“'a’t“t

Figure 4-3 By editing the registry, you can reorganize the contents of Windows Explorer.

Hiding Desktop Icons

In earlier versions of Windows, you removed icons from the desktop by removing
their subkeys from the key Namespace. This often caused problems, especially when
removing the Network Neighborhood icon from the desktop.

Windows makes a special provision for hiding desktop icons. You remove icons from
the desktop or from My Computer by editing in HKLM or Hkcu the branch SOFTWARE\
Microsoft\windows\Currentversion\Explorer. To hide icons in My Computer, add a
REG_DWORD value to HideMyComputerIcons. The name will be the class ID of the icon
you want to hide. Then set the value to 0x01. Refresh Windows Explorer to see your
changes.

Hiding desktop icons is a bit more complicated. In HidebesktopIcons, you see two
subkeys: classicstartMenu and NewstartPanel. The first subkey determines which
icons to hide when Windows is using the classic Start menu. The second determines
which icons to hide when Windows is using the new Start menu. Add a REG_DWORD
value named for the icon’s class ID to either subkey to hide it in that view. Set the
value to 0x01. For example, to hide the Recycle Bin icon when the new Start menu is
in use, create a REG_DWORD value called {645FF040-5081-101B-9F08-00AA002F954E} in
the subkey HidebesktopIcons\NewstartpPanel, and then set it to 0x01. Click the desk-
top, and then press F5 to refresh.

Tip When adding a class ID to HideMyComputerIcons or HideDesktopIcons, use
the default value of that subkey to remind you which icon you're hiding. Windows
doesn't use this subkey’s default value, so using the icon’s name in it will help you
figure out which subkey to remove in order to show that icon. For example, you can
add notes to the default value of the HideDesktopIcons key to indicate which values
belong to the different icons.
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Reorganizing Control Panel

The Control Panel in Windows XP includes a category view that divides specific tasks
and Control Panel icons into different categories. You can include a Control Panel
icon in a particular category by adding a REG_bwoRD value for it in the key HKLM\
Software\Microsoft\windows\Currentversion\Control Panel\Extended Properties\
{305CA226-D286-468e-B848-2B2E8E697B74} 2. (The 2 is part of the key’s name.) Most
of the Control Panel icons already have values in this key, so all you have to do

is assign a category ID to each one. The following list describes the available
category IDs:

B 0x00000000. Other Control Panel Options. (Any tool that does not specify a
category ID is placed in this category.)

0x00000001. Appearance and Themes.

0x00000002. Printers and Other Hardware.

0x00000003. Network and Internet Connections.

0x00000004. Sounds, Speech, and Audio Devices.

0x00000005. Performance and Maintenance.

0x00000006. Date, Time, Language, and Regional Options.

0x00000007. Accessibility Options.

OXFFFFFFFF. This indicates not to put the tool in any category, and is for special
tools that only start directly, such as Add Or Remove Programs.

For example, to put the System Control Panel tool in the Appearance and Themes cat-
egory, set %Systemroot%\System32\sysdm.cp1 to 0x01. For Control Panel tools that are
implemented as shell namespace extensions (for example, Fonts and Scheduled
Tasks), the category ID is specified in the registry under the cLSID entry. For example,
the category setting for the Administrative Tools folder is in HKCR\CLSID\{D20EA4E1-
3957-11D2-A40B-0C5020524153}3. It’s the REG_DWORD value {305CA226-D286-468e-
B848-2B2E8E697B74} 2, which is set to 0x05 by default.

Note Windows doesn't provide a method for creating new categories or adding
tasks to existing categories.
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Customizing File Associations

File associations control the following aspects of how Windows treats files:

Which icon Windows displays for a file
Which application launches when users double-click files
How Windows Explorer displays particular types of files

Which commands appear on files’ shortcut menus

Other features, such as what displays in InfoTips

Appendix A, “File Associations,” describes file associations in detail. In that chapter,
you also learn how to customize file associations using methods that only program-
mers know—until now. Because Appendix A gives a full discussion of file associations
and the root key that contains them, HKCR, I'm not going to duplicate that material
here. I thought you’d have more fun with some specific file association customizations
that I like, such as adding Tweak Ul to the My Computer shortcut menu or opening a
command prompt window at a particular folder.

File Associations in the Registry

Appendix A, “File Associations,” is the place to go to learn about file associations
in HKCR, but this section will help you use the hacks you see in this chapter. Look
at Figure 4-4, which shows how Windows chooses what to display on a file’s
shortcut menu.

%! Registry Editor

Fle Edit View Favorites Help
= 2 My Computer Name Type Data
H ;'gE:*CLASSES*ROOT [28]¢DeFault) REG_SZ [etic} Program class
o [aB]Cantent Type REG_SZ text/plain . d with
— [aB]percaivedType REG_57 Lext associated wit
F 0 st the .txt file
- | extension
R — | [aB]cDefaut) REG_57 Test Document
= shel [@¥]EditFlags REG_DWORD 0X00010000 (55536)
S = a RPN Verb that
Comman R
% (2 print Windows XP
= (1 printto A
adds to the file's
* 8 TVPE”:‘*”‘E — E"](Default) REG_EXPAND_SZ “hSystemR oot Ye\system3z|shel32.dl,-152 ShOI“tC t men
& (2 Typeli u u
& (2 dlsfile
[ Unknown
[aB](Default) REG_EXPAND 57 [eoystemRoctwisystemaamoteran.e %1 H—— Command that
is executed when
My Computer

users choose
Open

Figure 4-4 A file extension key’s default value indicates the program class with which
it's associated. The program class's she11 subkey contains commands you see on the
shortcut menu.
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In Figure 4-4, you see the keys that Windows consults when you right-click a
text file and then click Open. First, the operating system looks up the file exten-
sion in HKCR. The default value, shown in Figure 4-4, indicates that the program
class associated with the .txt file extension is txtfile. So the operating system
looks in HkcR\txtfile for the subkey shel1 to find the commands that it adds
to the shortcut menu. For example, as shown in Figure 4-4, Windows adds
Open to the shortcut menu, and when users choose Open, it runs the command
in the command subkey.

The command in the command subkey is usually “program” options “%1”, where
program is the path and file name of the program you want to run. If you're using
a script and you change the default value of command to REG_EXPAND_SZ, you can
use environment variables like %SystemRoot% in it. Otherwise, use an explicit
path. You use the %1 as a placeholder for the target file. Windows will add the
path and name of the target file to the end of the command by default, but you
don’t want to leave this up to chance. Also, always enclose %1 in quotation marks
in case the target path and file name include spaces.

You often see this same she11 subkey in class registrations, too. For example, the
class registration for My Computer contains a command for managing the com-
puter. The class registration for Recycle Bin contains commands for emptying
and exploring its contents.

Running Programs from My Computer

[ like any customization that makes things easier. There are some programs that I use
over and over again, and [ want an easy place from which to run them. The Quick
Launch toolbar is a good place, as is the list of frequently used programs on the Start
menu. [ also want a place where I can put system-oriented commands, though, so I
put those on My Computer’s shortcut menu. Then I can display the My Computer
icon on the desktop and they’re one mouse-click away. You learned how to show the
icon in the section “Hiding Desktop Icons.”

To add commands to My Computer’s shortcut menu, edit its class registration, which
is in HKCR\CLSID\{20D04FE0-3AEA-1069-A2D8-08002830309D}. Add the command to
this key’s she11 subkey. For example, after installing Microsoft Tweak UL, which you
learn about in Chapter 5, “Mapping Tweak UL,” I like to add to My Computer’s short-
cut menu a command that opens Tweak UL So Iadd the branch tweak\command to My
Computer’s class registration. I set the default value of tweak to Tweak uI, the menu
item text, and the default value of command to c:\windows\System32\Tweakus .exe, the
path and file name of Tweak UL After customizing the class registration for My Com-
puter, starting Tweak Ul is fast: right-click My Computer, and then click Tweak UL



92

Part I:

Registry Overview

The following INF file automates this setting. First, install Tweak UL Then save this
script to the file Tweakui.inf, right-click the file, and then click Install. (Again, you can
download these sample scripts from http://www.honeycutt.com.) See Chapter 11,
“Scripting Registry Changes,” for other ways to script this hack. You can uninstall
these settings in Add Or Remove Programs.

Listing 4-2 Tweakui.inf
[Version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[Defaultuninstall]
DelReg=Reg.Settings
DelReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]

HKCR,CLSID\{20D04FEO-3AEA-1069-A2D8-08002B830309D}\shel11\tweak

HKCR, CLSID\{20D04FEO-3AEA-1069-A2D8-08002B30309D}\she11\tweak, , , "¥MENUITEM%"
HKCR, CLSID\{20D04FEO-3AEA-1069-A2D8-08002830309D}\she11\tweak\command\

, ,0x20000, "%SYSTEMROOT%\System32\Tweakui .exe"

[Reg.Uninstall]

HKLM, Software\Microsoft\Windows\Currentversion\Uninstall\%NAME%

HKLM, Software\Microsoft\windows\Currentversion\Uninstal1\%NAME%,DisplayName\

, 5 "%NAME%"

HKLM, Software\Microsoft\Windows\Currentversion\UninstalT1\%NAME%,UninstallSstring\
,,""Rund1132.exe setupapi.dll,InstallHinfsection Defaultuninstall 132"\

" %17%\Tweakui.inf"

[Inf.Copy]

Tweakui.inf

[DestinationDirs]
Inf.Copy=17

[SourceDisksNames]
55=%DISKNAME%

[SourceDisksFiles]
Tweakui.inf=55

[Strings]

NAME = "Jerry's Tweak UI Shortcut"
MENUITEM = "Tweak UI"

DISKNAME = "Setup Files"
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You can add any command to any shortcut menu, and that command doesn’t have to
edit, print, or do anything at all with the menu’s target. My Computer is a good place
to put system-oriented commands like Tweak UI, but you could also put them on the
shortcut menu of another object, such as Recycle Bin, if you don’t display the My
Computer icon on the desktop.

Opening Command Prompts at Targeted Folders

Another favorite customization, and the one I probably use the most, enables me to
quickly open a command prompt window with the targeted folder set as the current
working directory. I add the command c: \wINDOwS\System32\cmd.exe /k cd "%1" to
the pirectory and prive program classes. Then I right-click a folder and click CMD
Prompt Here to open a command prompt with that folder set as the current working
directory. This saves a lot of time. Here are the settings to add to HKCR\Di rectory and
HKCR\Drive.

B In HKCR\Directory\shell, create the subkey cmdhere.

B In HKCR\Directory\shell\cmdhere, set the default value to cMD Prompt Here.
This is the text you’ll see on the shortcut menu.

B In HKCR\Directory\shell\cmdhere, create the subkey command.

B In HKCR\Directory\shell\cmdhere\command, set the default value to
C:\windows\System32\cmd.exe /k cd "%1".

The following script automatically adds this command to the birectory and prive
program classes. Save it to the text file Cmdhere.inf, right-click it, and then click
Install. To understand how this script works, see Chapter 11, “Scripting Registry
Changes.” Remove these settings using Add Or Remove Programs.

Listing 4-3 Cmdhere.inf
[version]
Signature=$CHICAGOS

[DefaultInstall]
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[Defaultuninstall]
DelReg=Reg.Settings
DelReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]
HKCR,Directory\Shell\Cmdhere
HKCR,Directory\Shell\cmdhere, ,, "%MENUITEM%"
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HKCR,Directory\Shell\cmdhere\command, ,,"%11%\cmd.exe /k cd ""%1"""
HKCR,Drive\Shell\Cmdhere

HKCR,Drive\Shell\cCmdhere, ,,"%MENUITEM%"
HKCR,Drive\Shell\Cmdhere\command, ,,"%11%\cmd.exe /k cd ""%1"""

[Reg.Uninstall]

HKLM, Software\Microsoft\windows\Currentversion\Uninstall\%NAME%

HKLM, Software\Microsoft\windows\Currentversion\Uninstall\%NAME%,DispTlayName\

, 5 "%NAME%"

HKLM, Software\Microsoft\windows\Currentversion\UninstalT1\%NAME%,Uninstallstring\
,, 'Rund1132.exe setupapi.dll,InstallHinfSection DefaultuUninstall 132 "\
"%17%\Cmdhere.inf"

[Inf.Copy]
cmdhere.inf

[DestinationDirs]
Inf.Copy=17

[SourceDisksNames]
55=%DISKNAME%

[SourceDisksFiles]
cmdhere.inf=55

[Strings]
NAME = "Jerry's CMD Prompt Here"
MENUITEM = "CMD &Prompt Here"

DISKNAME = "Setup Files"

Rooting Windows Explorer at a Targeted Folder

This customization opens Windows Explorer without all the usual clutter, so you can
focus on a single folder. Add the command explorer.exe /e,/root,/id1ist,%I to
the Folder program class’s she11 subkey. Then right-click any folder, choose the com-
mand you added, and another Windows Explorer window opens with that folder
rooted at the top of the left pane. Here are the settings you add to the Folder program
class to target Windows Explorer at a particular folder:

B In HKCR\Folder\shell, create the subkey fromhere.

B In HKCR\Folder\shel1\fromhere, set the default value to Explore from Here.
This is the text you'll see on the shortcut menu.

B In HKCR\Folder\shell\fromhere, create the subkey command.

B InHKCR\Folder\shel1\fromhere\command, set the default value to Explorer.exe
/e,/root,/idlist,%I.

The following script automatically adds this command to the Folder program class.
Save it to the text file Fromhere.inf, right-click it, and then click Install. To understand
how this script works, see Chapter 11, “Scripting Registry Changes.” Remove these
settings using Add Or Remove Programs.
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Listing 4-4 Fromhere.inf

[version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[Defaultuninstall]
DeTReg=Reg.Settings
DeTReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]
HKCR, Folder\shelT1\fromhere
HKCR, Folder\shel1\fromhere,,, " "%MENUITEM%"

Hacking the Registry

HKCR, Folder\shel1\fromhere\command, ,,"explorer.exe /e,/root,/idlist,%I"

[Reg.Uninstall]

HKLM, Software\Microsoft\windows\Currentversion\Uninstall\%NAME%
HKLM, Software\Microsoft\windows\Currentversion\uUninstall\%NAME%\

,DisplayName, , "%NAME%"

HKLM, Software\Microsoft\windows\Currentversion\Uninstall\%NAME%\
,Uninstallstring,,"Rund1132.exe setupapi.dll,InstallHinfsection DefaultUninstall 132 "\

"%17%\Fromhere.inf"

[Inf.Copy]
Fromhere.inf

[DestinationDirs]
Inf.Copy=17

[SourceDisksNames]
55=%DISKNAME%

[SourceDisksFiles]
Fromhere.inf=55

[Strings]

NAME = "Jerry's Explore from Here"
MENUITEM = "Explore from &Here"
DISKNAME = "Setup Files"

Adding InfoTips to Program Classes

95

InfoTips are the balloons that users see when the mouse pointer hovers over an object. I
like InfoTips; you might not. Position the mouse pointer over an object in the user inter-
face, and Windows displays the InfoTip associated with it in a small yellow box. For docu-
ments, the InfoTip typically includes the type of document, the date of its last modification,

its size, and more. You can customize InfoTips to display further information, though.

Windows uses the REG_sz value InfoTip to display InfoTips. The operating system uses

this value, which it finds in the class registration or the program class to which the
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object belongs. For example, if you position the mouse pointer over a file with the .doc
file extension, Windows looks in the associated program class wordpad.Dbocument. 1
for the value InfoTip. If it doesn’t find the value there, it uses the value InfoTip

that it finds in HKCR\*. The default value of that is prop:Type;DocAuthor;DocTitle;
DocSubject;bDocComments;Write;Size.

Thus, you can customize individual classes or create an InfoTip that applies to all
classes. If you want a specific object or file type, add the REG_Sz value InfoTip to that
specific class registration or program class. Otherwise, customize the value InfoTipin
HKCR\* to see that tip for all file classes.

So what does all that mean? The notation prop:name indicates to Windows that it
should use the document property name in the InfoTip. Thus, the value you just saw
means that Windows should display the document properties Type, DocAuthor,
DocTitle, DocSubject, DocComments, Write, and Size in the InfoTip. You can also set
InfoTip to the exact string that you want Windows to display when users position the
mouse pointer over objects of that particular class. For example, you can set InfoTip
for the txtfile program class to This is a text file, and Windows displays that
text when users position the mouse pointer over text files. Windows ignores any prop-
erty in the InfoTip that the document doesn’t define, and InfoTips can be up to six
lines long. Available properties depend on each individual program class. The follow-
ing list shows just some of the document properties that you can add to an InfoTip:

B Access B DocCategory m Owner

H Album B DocComments B ProductName
W Artist B DocPages B ProductVersion
B Attributes B DocSubject B Protected

B Bit Rate B DocTitle m Size

B CameraModel B Duration W Status

m Company B FileDescription B Track

B Copyright W FileVersion B Type

B Create B Genre B WhenTaken
B Dimensions B LinkTarget B Write

B DocAuthor B Name m Year

Note A related value is TileInfo. The contents of this value are the same as the
contents of InfoTip. Windows displays TiTeInfo nextto iconsin Tile view. You're lim-
ited to two lines, however, so make good use of the space you have. | usually prefer to
display more useful information in the default value of TileInfo, such as a file's attributes.
Thus, | like to set the value HKCR\*\TileInfo to prop:Type;Attributes, because it
is more useful to me. Although you don't have to log off and back on to Windows to
see changes you make to InfoTip, you do have to log off of Windows to see changes
you make to TileInfo.
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Customizing Folders with Desktop.ini

This chapter shows you how to customize files and other objects you see in the
user interface, but customizing individual folders is useful, too. For example, there
might be a folder in My Documents that you want to stand out from others.

You do that by creating the file Desktop.ini in the folder. There are numerous
ways to customize folders by using this file, but the two most interesting are set-
ting unique icons for folders and displaying InfoTips when users position the
mouse pointer over them. In this sample Desktop.ini file, the value IconFile
points to the file containing the icon that I want Windows Explorer to display
for the folder. The value IconIndex is the index number of the icon, starting with
0, which is the first icon in the file. If you use an icon file instead of a DLL or EXE
file, put the path of the file in TconFile, and set TconIndex to 0. InfoTip is the
text that I want Windows Explorer to display when I position the mouse pointer
over the folder.

[.shellclassinfol]

IconFile=C:\Windows\Regedit.exe

IconIndex=0

InfoTip="Manuscripts for my latest registry book."

Set the Desktop.ini file’s Hidden And System attribute by typing the command
attrib +s +h filename in the Run dialog box. You set the folder’s System attribute
by typing the command attrib +s foldername in the Run dialog box. Figure 4-5
shows what the folder Registry Book looks like after you add this Desktop.ini
file to it and set the file and folder’s attributes. Now, whenever I position the
mouse pointer over the folder, I am reminded of the important task at hand.

% My Documents E]E|g|
File Edit View Favorites Tools  Help f,'
0 Back ~ > ? /.. ) Search = Falders El'

Address D My Documents b . Go
Folders =

[E} Desktop
= D My Documents

ﬁ Iy Music
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[= My Pictures My Pictures
@’ Redqistry Book

J__J My Computer
\J My Netwark Places
\EJ Administrator's Trash

Lo
Reg['%try Book

Manuscripts For my latest registry book, |

Figure 4-5 When | hold the mouse pointer over the Registry Book folder, | see the
text “Manuscripts for my latest registry book.”




98 Part I: Registry Overview

Adding File Templates

Preventing

I'm sure you know about the New menu. Right-click within any folder, click New, and
choose one of the templates available to create a new, empty file; then double-click the
new file to edit it. By default, Windows provides the following templates: Briefcase, Bit-
map Image, Wordpad Document, Rich Text Document, Text Document, Wave Sound,
and Compressed (Zipped Folder). You can add templates, though, making the chore
of starting new files quicker and easier.

Adding new templates is a two-step process:

1. In the file extension key HKCR\.ext, create the shel1New subkey.

2. Add one of the following four values to the she11New subkey to define how Win-
dows creates new files of the .ext type:

O Nullrile. Thisis an empty REG_Sz value. Windows creates a zero-length
file. Make sure that the associated program can handle empty files.

O FileName. ThisisaREG_Sz value that contains the name of a template file.
By default, Windows looks in %UserProfile%\Templates for this file, but
you can include an explicit path.

O pata. Thisis a REG_BINARY value containing a binary stream of data that
Windows uses to create the new file.

O command. ThisisaREG_sz value. Windows executes the command in this
value, passing it the path and name of the file it’s to create.

For example, the template for the .txt file extension creates a null file. Double-click the
file to edit it in Notepad. If you'd rather create the file and open it in Notepad automat-
ically, remove the value Nu11File from the key HKCR\. txt\shellNew. Then add the
value command, and set it to Notepad.exe "%1". When you create a new text file using
the New menu, Notepad starts and prompts you to choose whether you want it to
create the new file. Ideally, any application you launch using the command value would
have a command-line option to suppress the prompt, but as most don’t, you have no
choice but to answer it.

Messenger from Running

Believe it or not, some people don’t like Windows Messenger, and they tire of the pro-
gram’s constant nagging to sign up for a Passport. Windows doesn’t provide a user
interface to remove Windows Messenger permanently. (See Chapter 18, “Fixing Com-
mon IT Problems,” for a simple way to uninstall it.) But you can prevent it from run-
ning. In Windows Messenger, click Tools, Options. On the Preferences tab of the



Chapter 4: Hacking the Registry 929

Options dialog box, clear the Run This Program When Windows Starts check box.
The problem with this setting is that the program still runs when other programs
start. Clearing this check box removes the command that starts Windows Messenger
from the key Hkcu\software\Microsoft\windows\Currentversion\Run.

The most fail-proof solution is to set the policy that prevents Windows Messenger
from ever running. You can set this policy using Group Policy editor to edit the local
Group Policy Object. (See Chapter 7, “Using Registry-Based Policy.”) You can also
set the policy directly. To do that, create the REG_DWORD value PreventRun in HKLM\
SOFTWARE\Policies\Microsoft\Messenger\Client, and set it to 0x01. This setting
affects all users who log on to the computer. When they try to run Windows Messenger,
they don’t see an error message: it just doesn’t run. Chapter 18, “Fixing Common IT
Problems,” describes an alternative method. The chapter shows you how to edit Sysoc.inf
to prevent the installation of Windows Messenger and other optional components.

Personalizing the Start Menu

Windows has a nice new Start menu, which you can customize more thoroughly than
you could with the Start menu in any earlier version of Windows. Open the Taskbar
And Start Menu Properties dialog box by right-clicking the taskbar and clicking Prop-
erties. On the Start Menu tab, select either the Start Menu option or the Classic Start
Menu option to choose which version of the Start menu to use, and then click Cus-
tomize. The Customize Start Menu dialog box appears; you use this box to customize
how Windows displays the Start menu.

You can customize the Start menu using other methods, too. For example, you can
use Tweak UI to control which programs appear in the frequently used programs list,
and to customize which icons you see on the Start menu. You learn how to use Tweak
Ul in Chapter 5, “Mapping Tweak UL” In addition, Windows has dozens of policies
that control the Start menu’s behavior. Those policies aren’t useful as hacks, however,
because it’s difficult to script and deploy policies to users in the Users and Power
Users groups. Members of neither group can change settings in the Policies branch
of the registry.

The following sections describe the most useful Start menu hacks. First you learn how
to configure what does and does not appear on the Start menu. Then you learn how to
prevent some programs from appearing on the frequently used programs list. You also
learn how to restore the Start menu’s sort order when it’s not in alphabetical order.
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Configuring the Menu’s Contents

Even though you can completely customize the Start menu in the user interface,
power users and IT professionals will likely want to script Start menu customizations.
Power users don’t want to reconfigure the Start menu every time they install Win-
dows. IT professionals can use scripts to deploy these settings or configure them auto-
matically when creating default user profiles. (See Chapter 12, “Deploying User
Profiles.”)

If you want to script these settings, you need to know where to find them in the
registry. All these settings are in the same place: HKCU\Software\Microsoft\windows\
Currentversion\Explorer\Advanced. Table 4-4 describes which values you can add to
this key. You see two sections in this table. The first section, “Classic Start Menu,” con-
tains values that affect the classic Start menu. The second section, “New Start Menu,”
contains values that affect the new Start menu, also known as the Start panel. Most of
these settings are REG_DWORD values, but some are REG_sz values. If the possible data
for any of the settings in Table 4-4 includes 0x01, 0x02, and so on, that setting is a
REG_DWORD value. If the possible data includes No or YES, it’s a REG_Sz value.

Table 4-4 Start Menu Settings

Name Data

Classic Start Menu

0x00-Hide Administrative Tools
0x01-Display Administrative Tools

StartMenuAdminTools

CascadecontrolpPanel NOo-Display Control Panel as link

YES-Display Control Panel as menu

CascadeMyDocuments NO-Display My Documents as link

YES-Display My Documents as menu

CascadeMyPictures No-Display My Pictures as link

YES-Display My Pictures as menu

CascadePrinters No-Display Printers as link

YES-Display Printers as menu

IntelliMenus 0x00-Don't use personalized menus

0x01-Use Personalized Menus

CascadeNetworkConnections No-Display Network Connections as link

YES-Display Network Connections as menu

Start_LargeMFUIcons 0x00-Show small icons in Start menu

0x01-Show large icons in Start menu
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Name Data
StartMenucChange 0x00-Disable dragging and dropping
0x01-Enable dragging and dropping
StartMenuFavorites 0x00—Hide Favorites
0x01-Display Favorites
StartMenuLogoff 0x00-Hide Log Off
0x01-Display Log Off
StartMenuRun 0x00-Hide Run command

0x01-Display Run command

StartMenuscrollPrograms

No-Don't scroll Programs menu

YES-Scroll Programs menu

New Start Menu

Start_ShowControlPanel

0x00-Hide Control Panel
0x01-Show Control Panel as link

0x02-Show Control Panel as menu

Start_EnableDragDrop

0x00-Disable dragging and dropping
0x01-Enable dragging and dropping

StartMenuFavorites

0x00-Hide Favorites menu

0x01-Show Favorites menu

Start_ShowMyComputer

0x00-Hide My Computer
0x01-Show My Computer as link
0x02-Show My Computer as menu

Start_ShowMyDocs

0x00-Hide My Documents
0x01-Show My Documents as link

0x02-Show My Documents as menu

Start_ShowMyMusic

0x00-Hide My Music
0x01-Show My Music as link
0x02-Show My Music as menu

Start_ShowMyPics

0x00-Hide My Pictures
0x01-Show My Pictures as link

0x02-Show My Pictures as menu

Start_ShowNetConn

0x00-Hide Network Connections
0x01-Show Network Connections as link

0x02-Show Network Connections as menu
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Table 4-4 Start Menu Settings

Name Data

start_AdminToolsTemp 0x00-Hide Administrative Tools
0x01-Show on All Programs menu

0x02-Show on All Programs menu and Start menu

Start_ShowHelp 0x00-Hide Help and Support
0x01-Show Help and Support
Start_ShowNetPlaces 0x00-Hide My Network Places
0x01-Show My Network Places
Start_ShowOEML1nk 0x00-Hide Manufacturer Link
0x01-Show Manufacturer Link
Start_showPrinters 0x00-Hide Printers and Faxes

0x01-Show Printers and Faxes

Start_ShowRun 0x00-Hide Run command
0x01-Show Run command

start_showSearch 0x00-Hide Search command
0x01-Show Search command

Start_scrollPrograms 0x00-Don't scroll Programs menu

0x01-Scroll Programs menu

Trimming the Frequently Used Programs List

Each time you run a program, Windows adds it to the list of frequently used programs
you see on the Start menu. (See Figure 4-6). However, you might not want every pro-
gram you open to appear in this list. For example, I don’t want to see Notepad in this
list, nor do I want to see Command Prompt. By customizing HKCR\App1ications, you
can choose which programs do and don’t appear in this list.

HKCR\Applications contains subkeys for a variety of programs that Windows knows
about. The name of each subkey is the name of the program file. Thus, you see the
subkeys notepad.exe and explorer.exe in HKCR\AppTications. If you want to cus-
tomize another program, add its subkey to this key. For example, to customize
whether Command Prompt appears in the list of frequently used programs, add the
subkey cmd . exe to HKCR\Applications. Then, to keep the program off of the list, add
the REG_Sz value NoStartPage to it.
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Figure 4-6 Windows displays on the Start menu the programs that you frequently use.

Restoring the Sort Order

Unless you disable dragging and dropping on the Start menu (see Table 4-4), users
can sort the All Programs menu. Windows also sometimes adds new shortcuts to the
bottom of the All Programs menu. In either case, finding the program that you want to
run is difficult when the sort order of the Start menu gets disorganized.

HKCU\Software\Microsoft\windows\Currentversion\Explorer\Menuorder contains
the sort orders of the Favorites menu and the Start menu. The subkey Favorites con-
tains the sort order of the Favorites menu. The subkey start Menu contains the sort
order of the classic Start menu, and the subkey start Menu2 contains the sort order of
the new Start menu. Deciphering the contents of these three keys is almost impossi-
ble, but you can remove any of them to re-sort the corresponding menu in alphabeti-
cal order. For example, to restore the All Programs menu to alphabetical order, remove
the subkey start Menu2. To restore the Favorites menu in both Windows Explorer
and Microsoft Internet Explorer, remove the subkey Favorites.
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I like to keep a script handy to automatically remove Menuorder. The following listing
is an example. Save this listing to the text file Resort.inf, right-click it, and then click
Install. This script is different from the others you've seen in this chapter because you
can’t uninstall it; its changes are permanent.

Listing 4-5 Resort.inf
[Version]
Signature=$CHICAGO$

[DefaultInstall]
DelReg=Reg.Settings

[Reg.Settings]
HKCU, Software\Microsoft\windows\Currentversion\Explorer\Menuorder

Q Tip You've sorted the Start menu just the way you wanted it—wouldn't it be dandy
if you could transfer that sort order to another computer? You're in luck. Export the

key Mmenuorder to a REG file, and then import that REG file to the computer on which
you want to use that sort order.

Disabling Windows Tour

Not everyone likes the Windows XP Tour balloon that relentlessly pops up in the task
bar after a clean installation of Windows. You can prevent this balloon from appearing
at all by setting the REG_DWORD value Runcount in the key HKLM\SOFTWARE\Microsoft\
windows\CurrentVersion\Applets\Tour to 0x00.

Creating Program Aliases

I'll bet you didn’t know that you can create aliases for your favorite programs’ paths
and file names. For example, you can create an alias called ed.exe to run TextPad—my
favorite text editor from Helios (http://www.textpad.com).

The key HKLM\SOFTWARE\Microsoft\windows\Currentversion\App Paths contains
these aliases. For each alias, create a subkey and name it the alias you want to create.
Then, set the subkey’s default value to the full path and file name of the program you
want to launch when you run the alias. Using my previous example, create a subkey
called ed. exe and set its default value to c:\Program Files\TextPad 4\TextPad.exe.
Then, you can launch the path and file name by simply typing the alias in the Run
dialog box and pressing ENTER.
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Customizing Internet Explorer

Windows comes with Internet Explorer 6. IT professionals can customize Internet
Explorer in a number of ways using the Internet Explorer Administration Kit (IEAK).
For more information about IEAK and to download it see http://www.microsoft.com/
windows/ieak/default. mspx. It also comes with the Office 2003 Editions Resource Kit.
You can do the following with the kit:

m Tailor Internet Explorer and other Internet components to fit the needs of your
enterprise or users. For example, you can customize the Links bar and the
Favorites menu to promote your intranet or to provide helpful information.

m Configure and deploy settings without ever touching desktops.
m Customize the setup program so that it requires little or no user interaction.

m  Control which settings users can change, so that IT professionals can ensure
that security, connection, and important settings meet corporate standards.

The following sections describe a few of my favorite customizations for Internet
Explorer, including extending its shortcut menus, changing the toolbar’s back-
ground, and adding search URLs to it.

Extending the Shortcut Menus

Right-click a Web page and Internet Explorer displays a shortcut menu. You can cus-
tomize this shortcut menu by adding commands to it that you link to scripts in an
HTML file. For example, you can add to the shortcut menu a command that opens the
current Web page in a new window or highlights the selected text on it.

HKCU\Software\Microsoft\Internet Explorer\MenuExt is where Internet Explorer
looks for extensions. Add this key if it doesn’t exist, and then add a subkey for each
command that you want to add. Finally, set that subkey’s default value to the path and
name of the HTML file containing the script that carries out the command. For exam-
ple, to add the command Magnify to the shortcut menu that runs a script in an HTML
file C:AWindows\Web\Magnify.htm, add the subkey magn1i fy, and set its default value
to c:\windows\web\Magn1ify.htm. When you choose this command on Internet
Explorer’s shortcut menu, it executes the script contained in the file. Then you need
to create Magnify.htm. The following listing comprises the contents of Magnify.htm.
The property external.menuArguments contains the window object in which you
executed the command. Because you have access to the window object, you can do
almost anything in that window, such as reformatting its contents.
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Listing 4-6 Magnify.htm

<HTML>

<SCRIPT LANGUAGE="JavaScript" defer>

var objwin = external.menuArguments;

var objboc = objwin.document;

var objsel = objbDoc.selection;

var objRange = objSel.createRange();
objRange.execCommand( "FontSize", 0, "+2" );
</SCRIPT>

</HTML>

You can also configure the shortcut menus to which Internet Explorer adds your com-
mand. In the subkey you created for the extension, add the REG_DwORD value Contexts,
and apply to it the bit masks shown in Table 4-5. For example, to limit the previous
example so that Internet Explorer displays it only for text selections, add the
REG_DWORD value Contexts to Magnify, and set it to 0x10.

Table 4-5 Internet Explorer Menu Extensions

Bit Mask Menu

0x01 Default

0x02 Image

0x04 Control

0x08 Table

0x10 Text Selection
0x11 Anchor

0x12 Unknown

Note If you're interested in learning more about extending Internet Explorer, you
should check out Microsoft's documentation for extending the browser, at http.//
msdn.microsoft.com/workshop/browser/ext/overview/overview.asp. This requires profi-
ciency with writing scripts and HTML, though.

Changing the Toolbar Background

You can customize the background you see on Internet Explorer’s toolbar. It’s just
a bitmap. To change the background, create a REG_sz value called BackBitmap in
HKCU\Software\Microsoft\Internet Explorer\Toolbar. Set this value to the path
and name of the bitmap file you want to see in the toolbar’s background. Internet
Explorer tiles the bitmap horizontally and vertically to fill the toolbar.
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Customizing Search URLs

Using search URLs is a convenient way to use different Internet search engines. For
example, you might have a search URL called news that searches Google Groups. Type
news Jerry Honeycutt in the address bar to automatically search Google Groups for
all UseNet articles that contain the words “Jerry” and “Honeycutt.”

You create search URLs in HKCU\Software\Microsoft\Internet Explorer\SearchURL.
If you don’t see this subkey, create it. Then add a subkey for each search prefix you
want to use. To use the example I just gave, create the subkey news. Set the default
value of the prefix’s subkey to the URL of the search engine. Use %s as a placeholder
for the search string. Internet Explorer replaces the %s with any text you type to the
right of the prefix. Continue the example, and set it to http://groups.google.com/
groups?g=%s&hl=en.

Add the REG_sz values shown in Table 4-6 to the prefix key you created. These values
describe substitutions for special characters in your search string, including a space,
percent sign (%), ampersand (&), and plus sign (+). These characters have special
meaning when submitting forms to Web sites, so you must substitute a plus sign for a
space, for example, or %26 for an ampersand. Thus, the browser translates the string
Ben & Jerry to Ben+%26+]erry.

Deriving the URL that you must use is easy. Open the search engine that you want to
add to Internet Explorer’s search URLs, and then search for something. When the
browser displays the results, copy the URL from the address bar, replacing your
search word with a %s. For example, after searching Google Groups for sample, the
resulting URL is http://groups.google.com/ groups?q=sample&hl=en. Replace the word
sample with %s to get http://groups.google.com/ groups?q=%s&hl=en.

Table 4-6 Values in Search URLs

Name Data
<space> +

% %25
& %26
+ %2B

This hack is so useful that I have a script that automatically creates search URLs for
the search engines that I use most often. Copy the following listing to the file
Search.inf, right-click it, and then click Install. You can remove this script and all its
settings using Add Or Remove Programs. This script creates search URLs for the five
search engines that I use most often. The search URL news searches Google Groups;
msn searches MSN; ms searches Microsoft’s Web site; msdn searches MSDN; and
technet searches TechNet.
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Listing 4-7 Search.inf

[Version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[Defaultuninstall]
DelReg=Reg.Settings
DelReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]
HKCU, Software\Microsoft\Internet

HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet

HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet

HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet

HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet
HKCU, Software\Microsoft\Internet

Explorer\SearchurL

Explorer\SearchurRL\news, ,0, "%GOOGLE%"

Explorer\SearchurRL\news," ",0,"+"

Explorer\SearchuRL\news,"%",0,"%25"
Explorer\SearchurRL\news,"&",0,"%26"
Explorer\SearchuRL\news,"+",0,"%2B"

Explorer\SearchurRL\msn, ,0, "%MSN%"
Explorer\SearchurL\msn," ",0,"+"

Explorer\SearchurRL\msn,"%",0,"%25"
Explorer\SearchurL\msn,"&",0,"%26"
Explorer\SearchurRL\msn,"+",0,"%2B"

Explorer\SearchurL\ms,,0, "%MICROSOFT%"

Explorer\SearchurL\ms," ",0,"+"

Explorer\SearchurL\ms,"%",0,"%25"
Explorer\SearchurL\ms,"&",0,"%26"
Explorer\SearchurL\ms,"+",0,"%2B"

Explorer\SearchurL\msdn, ,0, "%MSDN%"
Explorer\SearchurL\msdn," ",0,"+"

Explorer\SearchurRL\msdn,"%",0,"%25"
Explorer\SearchurL\msdn,"&",0,"%26"
Explorer\SearchurL\msdn,"+",0,"%2B"

HKCU, Software\Microsoft\I